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ABSTRACT 
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The development of Large Language Models (LLMs), particularly the generative models 

and AI technologies, has changed many fields, paving the way with far-reaching effects in 

enhancing natural language understanding and generation, empowering many 

organizations to transform from traditional to learning organizations. But such 

developments also pose a plethora of challenges, especially to the secure handling of the 

data used for training, considering the sensitive nature of the data itself and the privacy 

threats posed to AI training and deployment across geographies and domains. This 

dissertation investigates the principles, methodologies, and technologies required for 

secure data management in respect of LLMs, AI systems, among the rational agents 

currently available in the market. This work investigates training data from the perspective 

of data privacy and governance mechanism in place with the help of secondary research 

and recommends an inclusive framework of training data being recorded in Blockchain for 

guaranteeing secure data management and identifying data leakage through the entire 

lifecycle of AI learning and output generation. Most of these training data is obtained from 
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webpages scrapings of the crawlers from internet and from online data sources. Secure data 

handling is essential and crucial to keep its users' privacy protected, preserve the trust, and 

adhere to regulatory requirements like GDPR and HIPAA and unfortunately, this aspect is 

lacking when learning happens by defining the LLMs on the market based on their 

exposure against the datasets  

 

This dissertation also explores if DLT (Distributed Ledger Technology) and hashing which 

is a backbone of Blockchain technology can be a solution to the workaround of Data 

leakage identification and fine tuning of the LLM model. Concept of Digital Twin and the 

possibility of Digital Twin used for feedback training / fine tuning has been visited in this 

work.  This dissertation is intended to prove that training data entry in Blockchain ledger 

is a solution to data leakage and can significantly capture instances of data leakage by 

inherently identifying the trained data in a hashed format and act as a backward loop in 

fine tuning the model to eradicate the occurrence of generating data in an unintentional 

manner.  
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CHAPTER I:  

INTRODUCTION  

 

1.1 Introduction  

 

LLMs need large-scale data for training: there are risks connected to risk of data breaches 

(either knowingly or unknowingly), illegal access, and misuse. This topic sheds light on 

investigations of the mechanisms of safe data management designed particularly for AI 

systems to mitigate risk of breaches. Most of the LLMs use the same trainer functions and 

hence its necessary to assess and list the issues around secure data handling regarding LLM 

and AI in the current market Generative AI tools ecosystem. Once the problem is confirmed 

and the extent to which the data exposure is finalized a possible framework is to be explored 

where  existing security needs are assessed  and how it fits into the learning applied to 

GenAI tools to suggest a uniform framework for secure data management in AI practices 

which also can be sustainable in the case of training with the current available data set in 

the market and future synthetic data trained LLM. This emphasizes the fundamental need 

for secure data management in designing and deploying both LLMs and AI systems. AI is 

a probabilistic system in which the outcome is generated based on the probability of the 

token input and the proximity of the training data in the vector database to which training 

data learning has been mapped. Through the interplay of technical safeguards and robust 

governance and regulatory frameworks, organizations can manage risk and increase trust 

in artificial intelligence technologies. The need for a framework to overcome this risk is a 

foundational need for practitioners aiming to augment data security in AI workflows. 
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1.2 Research Problem 

 

Once the problem is confirmed and the extent to which the data exposure is finalized a 

possible framework is to be explored where  existing security needs are assessed  and how 

it fits into the learning applied to GenAI tools to suggest a uniform framework for secure 

data management in AI practices which also can be sustainable in the case of training with 

the current available data set in the market and future synthetic data trained LLM. This 

emphasizes the fundamental need for secure data management in designing and deploying 

both LLMs and AI systems. AI is a probabilistic system in which the outcome is generated 

based on the probability of the token input and the proximity of the training data in the 

vector database to which training data learning has been mapped. Through the interplay of 

technical safeguards and robust governance and regulatory frameworks, organizations can 

manage risk and increase trust in artificial intelligence technologies. The need for a 

framework to overcome this risk is a foundational need for practitioners aiming to augment 

data security in AI workflows. 

1.3 Purpose of Research  

 

While the proliferation of Large Language Models has transformed many sectors, 

the need to deal with expansive datasets has exposed them to considerable threats 

especially the leakage of sensitive training data. This problem is compounded in such 

enterprise environments where LLMs handle sensitive internal data, therefore privacy and 

security of data is essential. This requires solid mechanisms that can help mitigate the risks 

of unauthorized disclosure while protecting the utility and potential of these powerful AI 

technologies Of particular interest, a practical recommendation that integrates Distributed 

Ledger Technology with cryptographic hashing to create an immutable and verifiable 

record of data provenance will improve data security and allow transparent auditing of 

LLM training datasets. This approach utilizes DLT's built-in immutability and 

transparency to create an immutable record of data transactions, so that any fraudulent data 

alteration or leakage is rapidly recognized and tracked. The purpose of integrating 
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blockchain with LLMs is to overcome their limitations, promote further technological 

improvement and produce new ways to address the security and privacy issue. This 

proposal develops a novel scheme to combine DLT and the associated cryptographic 

hashing mechanisms for the strong defense against data leakage problem with a theoretical 

and practical statistic-oriented rationale of proposed architecture. An extension of the LLM 

model with the help of a Digital Twin is also attempted as a recommendation which 

supports the deterministic conclusion of a probabilistic system for the data leakage 

problem.  

 

1.4 Significance of the Study 

  

This study is significant as it attempts to answer the question ailing business users in 

multiple domains where LLM is used. Testing of LLM is an age-old problem which 

industry is still working around considering that the system is expected to work based on 

the prompt provided. This study is an attempt to throw light on the Data Leakage of LLM 

and Gen AI frameworks that we have in market currently and an attempt to see how this 

can be identified and a mechanism can be recommended by which Data leakage is proven 

with certainty and feedback is given to the LLM learning as the disincentive in generating 

/ reproducing a learning data can be a fine tuning trigger.  

 

1.5 Research Purpose and Questions  

 

Overall this dissertation is an attempt to address the following Problem statements: 

1. Is the Data Leakage in LLM or AI significantly high? Is this an anomaly or an inherent 

fault of the system? How will we be able to convert the outcome of a probabilistic 

system into a deterministic certainty of Negative Data exposure?  
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2. Is storing the Training Data in Blockchain a feasible solution to identify leakage and 

establish provenance for the generated output training data presence? Can Blockchain 

Smart contracts convert the flagging of the Data leakage to fine tuning of LLM?  
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CHAPTER II:  

REVIEW OF LITERATURE 

2.1 Theoretical Framework 

 

Types of Learning in LLM  

 

Development of Large Language Models led to a revolution in artificial intelligence and 

the discussion on the reliance on human-labeled data and the ever-changing machine 

learning paradigm (Liu, 2023). Central to this evolution is the division between supervised 

learning and unsupervised learning and the ever-evolving complexity of manual 

intervention in the algorithms' performance. This section aims to clarify the fundamental 

differences between these two core learning techniques within the context of training large 

language models, focusing on their respective merits and drawbacks, as well as the key 

points in learning that require human oversight and fine-tuning. More specifically, we will 

focus on how supervised learning that relies on explicit supervision signals compares to 

unsupervised learning that can understand the intrinsic characteristics in unlabeled datasets 

and how these models are frequently interconnected in new LLM-development 

environments. Additionally, we will also consider how manual intervention processes, 

from data curation and annotation to advanced fine-tuning efforts such as Reinforcement 

Learning with Human Feedback, serve as a crucial link between the raw model features 

and the desired performance and alignment (Liu et al., 2023). This examination will 

demonstrate the continuing importance of human judgment, which can be seen in 

navigating the intricacies of LLM training, with an increased reliance on automated 

techniques (Gehring & Grigoletto, 2023). We will also discuss self-supervised learning as 

a hybrid approach that leverages large-scale unlabeled data by creating supervisory signals 

from the input and in turn bridging the gap between purely supervised paradigms and 

unsupervised (Johnson & Hyland-Wood, 2024; Xu et al., 2024). This research will further 

explore multiple steps involved in LLM training such as pre-training, supervised fine-
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tuning, Reinforcement Learning from Human Feedback, in order to describe each learning 

paradigm (Li et al., 2024). Lastly, we will focus on the data exposure  of LLMs and their 

implications for their use, recognizing that higher-order models of training may increase 

performance, but there is a need for continuous consideration of the social impact of this 

approach (Proceedings of the 27th Conference on Computational Natural Language 

Learning (CoNLL), 2023). As such, knowledge of supervised and unsupervised methods 

and their relation, as well as careful (manual) intervention, are crucial to the design of 

powerful, ethically responsible LLMs. Strong insights into these learning paradigms are 

critical for model performance optimization, bias mitigation, and responsible AI 

development. Such grounded understanding of these challenges can aid researchers and 

practitioners in managing the complexities of model creation, choice of data, and alignment 

efforts to develop AI systems that are more capable and trustworthy. In the context of large 

language models, supervised learning essentially deals with training on well-labeled 

datasets where there are unambiguous pairwise input-output pairs guiding the model. This 

approach is best for tasks that have a high level of specificity of output: classification, 

translation, or question-answering, where human-annotated examples are superimposed to 

provide explicit cues to the model for learning from (BARBERÁ, 2025). Unsupervised, on 

the other hand, is concerned with learning hidden feature structures and patterns in 

unlabeled language data – commonly used in models (in pre-training) for processing large 

language models for nonverbal features or a lack of explicit human description (Akiri et 

al., 2025). Recently, large language models have emerged after the initial introduction of 

deep learning approaches due to a pool of computational power, greatly enabling self-

supervised learning on large populations of unlabeled text data and providing the link 

between purely supervised and unsupervised approaches (Raiaan et al., 2024). The initial 

pre-training phase enables LLMs to gain an overall knowledge of linguistic structures, 

semantics, and understanding of the world (Yan et al., 2025). The framework, which is 

under the umbrella of intra-processing bias mitigation, allows the model to acquire 

complex representations which can later be fine-tuned under supervision on a set of 

labeled, specific input data (Gallegos et al., 2023). Supervised fine-tuning is based on large 
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datasets of high quality and human-driven data and it helps the model to learn from its 

training data to perform specific downstream tasks by fine-tuning on fine-tuned data, which 

improves fine-tuned performance on focused tasks (He et al., 2024). This process is 

important to tailor the generalized model knowledge to the actual needs of a task, which in 

general, produces large improvements in accuracy and relevance (Parthasarathy et al., 

2024). Nevertheless, the weakness of the supervised fine-tuning model lies in the high data 

load of labeled data, cost, and time consumption (Hayder, 2025). Notably, such a process 

is key to fine-tuning LLMs for specific instructions and their usefulness and safety for 

different applications (Xiao & Zhu, 2025; Xu et al., 2024). Supervised pre-training 

specifically can reduce the amounts of labeled data being input for the model to be further 

fine-tuned and it helps in learning robust representations (Matarazzo & Torlone, 2025). 

The simplicity of this supervised approach, through pre-training or fine-tuning, fits well 

with traditional paradigms in machine learning (Xiao & Zhu, 2025). However, as LLMs 

scale, the practicality of supervised pre-training diminishes; the creation or manipulation 

of exhaustively labeled datasets, which are critical for basic language understanding, 

becomes impossible (Matarazzo & Torlone, 2025; Xiao & Zhu, 2025). Instead, self-

supervised learning has become a mainstay of modern LLM development, which relies on 

model learning from the structure of text corpora, where the model will predict the masked 

words or the next word in a sequence and hence create its own supervised signals (Kalyan, 

2023). This approach enables us to use great volumes of raw text dataset without human 

annotations and reduces labor and time cost from supervised data labeling (Matarazzo & 

Torlone, 2025; Truong, 2024). This pre-training stage, with the model being exposed to 

large amounts of text materials, and it uses its self-supervised learning, predicting masked 

tokens of the text from the input information, in order to learn the meaning of words (Topcu 

et al., 2025), is one of the first steps in the developing of the LLM pipeline. This first stage 

sets the stage for rich linguistic knowledge and a general knowledge base which is fine-

tuned by supervised fine-tuning to improve task-specific performance and its match with 

expectations (Hanieh et al., 2024; Liu et al., 2024). This later, supervised, fine-tuning 

process is crucial in matching the large linguistic knowledge gained in the pre-training 
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phase to specific downstream tasks, which essentially means learning from annotated data 

to map the input data to the recognized output (Ramos et al., 2024; Xiong et al., 2024). 

These tasks often require instruction fine-tuning, in which LLMs learn with instruction-

response pairs (Xiao & Zhu, 2025), and thus follow human instructions, allowing them to 

perform myriad instructional tasks. This method, where the model was pre-trained 

beforehand on a large, general dataset and then fine-tuned with limited task-specific data, 

was a hallmark of the supervised fine-tuning manner (Anisuzzaman et al., 2024). Such 

hybrid approach enables LLMs to take advantage of the scalability of unsupervised 

learning for foundational knowledge acquisition to benefit from the precision and task-

specificity of supervised signals (Naveed et al., 2023). This paradigm has gained 

tremendous success with the advent of transformer architectures since they have built-in 

capabilities to handle the scaling of vast datasets and have sophisticated self-attention 

mechanisms, essential for separating complex linguistic relationships (Liu et al., 2024). 

Supervised and unsupervised learning are thus considered a pragmatic approach for 

training LLMs in this context, which allows LLMs to capture general linguistic regularities 

from large unlabeled sets of data before they specialize through the specific tuning of the 

instruction using a label. This unsupervised pre-training phase, supplemented with 

supervised fine-tuning, is fundamental in providing effective generalized and flexible 

models in the era of large-language models (Jukić, 2025). In the pre-training stage, LLMs 

are unsupervised learners which are fed with large amounts of unlabeled data and are 

learning linguistic patterns (such as masked language modeling or next-token prediction) 

enabling them to master natural language without explicit human labels (Li et al., 2025; 

Yan et al., 2025). The preliminary unsupervised learning sets up a stable linguistic 

substrate, allowing the model to learn aspects of grammar, syntax, and semantics that are 

integrated into human language (Dong et al., 2024). This unsupervised way of pre-training 

is important because this strategy grants the model the ability to obtain a generation 

distribution from large-scale text corpora in an unsupervised way, which has been 

demonstrated to lead to later task-driven processing (Huang et al., 2024; Ji et al., 2024). 

Next, the fine-tuning process uses supervised learning phase, where the pre-trained model 
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is trained with labeled datasets to optimize its performance for certain tasks such as text 

classification, question answering, or sentiment analysis (Shi et al., 2023). This phase 

enriches the general knowledge of the model itself by making specific adjustments to apply 

within the real world and maximizing the practical applicability as well as the accuracy 

(Xiao & Zhu, 2025). Such supervised fine-tuning in the case of reinforcement learning can 

use approaches such as supervised fine-tuning and RLHF to adapt the model with human-

friendly preferences and enhance its helpfulness, honesty, and harmlessness (Li et al., 

2025). The latter, RLHF in particular, is notably important for improving the behavior, 

since it helps the model to produce information that not only fits in accordance with fact 

but is also contextually relevant and ethical, mostly taking input from human workers to 

iteratively improve its response (Li et al., 2025). A typical iterative reinforcement learning 

(RL) cycle, that often involves the inclusion of human evaluation data, is also important 

for correcting biases and ensuring the LLMs produce well-matched output to human values 

and instructions, specifically in zero-shot conditions (Naveed et al., 2023). This extensive 

pre-training is essential for LLM to achieve an advanced grasp on language types, patterns 

as well as syntax and semantics, by analyzing massive sets of data (Chakraborty & Basu, 

2024). This basic understanding then facilitates the model to gain substantial performance 

benefits in various applications under some follow-up tune-up work (Boateng et al., 2024). 

More precisely, pre-training will entail the model being trained on large text sets, typically 

on internet data, focusing on learning the essential rules and structure of language, 

including for example, determining the next word in a sequence (Dong et al., 2023; Tong 

et al., 2024). In this unsupervised phase, the model can learn to have a strong internal 

representation of language without an explicit human annotation on every data point 

(Aghaei et al., 2025; Wang et al., 2025). This critical step is required to get general 

language understanding and generation, since LLMs run billions of parameters on large 

amount of data (Minaee et al., 2024). Nevertheless, maintaining exact constraint to the 

behavior of these complex high-scale unsupervised language models still faces barriers, as 

they are not explicitly trained (Rafailov et al., 2023). The challenge is inherent on this front, 

but supervised methodologies and human intervention guide the model's desired outcomes 
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as well as ethical considerations (Neuman et al., 2025). Thus, techniques from such an 

approach as Reinforcement Learning from Human Feedback have proved to be valuable in 

aligning these models with human dispositions, sometimes by considering human labels 

on the quality of model generations (Rafailov et al., 2023). This calibration guarantees that 

the models not only generate coherent and meaningful text but obey ethical norms, and 

answer in the way human reviewers see as useful and harmless (Shah et al., 2024; Wang et 

al., 2023). This multi-stage training strategy, which integrates unsupervised pre-training 

with other supervised fine-tuning and human alignment methods, has allowed LLMs to 

accomplish a variety of tasks from text completion to intricate problem solving (Srivastava 

& Aggarwal, 2025). This rigorous training process enables models that display complex 

comprehension and create outputs, closing the distance between sparse data patterns and 

highly sophisticated human-like communication. Indeed, as an illustration of the 

advantages of this holistic training strategy, the LLMs possess unprecedented few-shot or 

zero-shot ability of transferring learnt knowledge into novel, unseen tasks (Aghaei et al., 

2025; Shao et al., 2024). In other words, this shows the need for a hybrid training approach, 

where unsupervised learning lays a broad linguistic foundation for refinement and 

guidance, especially with dedicated trained interventions and human-generated inputs (Li 

et al., 2025; Uhlig et al., 2024). For instance, semi-supervised training, a blend of 

unsupervised and self-supervised approaches, becomes the most effective when unlabeled 

data is high but labeled data are limited (Chen et al., 2024). By utilizing the advantages 

across both paradigms, this method enables models to use big datasets to learn features 

while learning explicitly from human input with respect to individual tasks (Mirbagheri et 

al., 2025). One essential aspect of this hybrid approach is the challenge of treating the 

hallucination problem, where the models produce factually false but confident-sounding 

data by repeatedly aligning the model's outputs with human preferences and verified 

information (Bai et al., 2024; Svozil, 2025). 
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Table 1 : Models and Training parameter volume ( till 2022) 

 

The quality and diversity of your training data for the Large Language Models are huge 

factors determining their performance, therefore the identification and annotation of the 

data needs to be thorough (Hao et al., 2025). This usually includes a step-by-step process, 

from the generation of large amounts of raw data, and followed up by advanced 

preprocessing steps, with fine-grained annotation to align models and fine-tune them to the 

specific tasks (Hu et al., 2024). Building and perfecting such datasets is of utmost 

importance, based on aspects concerning the number of data sets, data collection strategies, 

and general properties of information (Ju & Ma, 2024). The first stage, data collection, is 

of great importance, in which considerable amount of data is extracted, and the relevant 

amount of data is cleaned to select the model fit for training (BARBERÁ, 2025). The 

definition of the problem is crucial for the success of this phase, along with the desired 

output, data type and task goal need to get well defined to guide data generation, avoiding 

the collection of irrelevant data (Sarker, 2024). So, the next problem would be collecting 

different types of data coming from web pages, books, conversations, and special 

documents, making sure there is enough data when training a model. After which this 

extensive collection is cleaned, normalized for inconsistencies, irrelevant contents and 

standardized text for uniformity called Data sanitization.  This guarantees that the data that 

is collected has a big amount of content but is also used efficiently in training to minimize 
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noise and maximize the signal for the LLM (Gotavade, 2024). The subsequent stages are 

an exploration of more complex processes of data identification and labeling, which are 

essential in converting raw data sets to systematic formats suitable for the ingestion and 

learning of the models (Alansari, 2025). This refinement is particularly important within 

the domain of supervised learning, as precise and consistent labeling allows the algorithm 

to recognize patterns and make informed predictions (Jiang, 2024). This systematic method 

for data preparing is crucial for the robustness of the performance and generalization of 

LLMs on many tasks, to minimize the amount of labelled data for later fine-tuning stages 

(Matarazzo & Torlone, 2025). The quality and the level of distribution of this fundamental 

data can play a critical role in the model generalization and bias, as a result, detailed data 

preprocessing has been seen as a required step before the first stage of training (Jeong, 

2023; Liu et al., 2024). This foundational preparation is further structured into an array of 

necessary sub-stages, such as data collection, filtering, deduplication, standardization, and 

review — all of which are essential for the final quality of the training corpus (Liu et al., 

2025). For example, OpenGPT-X used disparate pipelines for curated and web data, as a 

consideration for the fact web-derived content requires higher filtering and deduplication 

than those that derive from curated datasets (Brandizzi et al., 2024). The fact the datasets 

come from web-crawled sources, public repositories, and proprietary datasets, brings a 

huge challenge of data privacy and data bias issues. To meet these challenges, robust 

methodological choices, such as detailed documentation of all sources of training data to 

account for accountability and regular verification for statistical distortion or biases, must 

be made, and unauthorized or sensitive content should be checked against the model. On 

top of this, resilient data governance structures are crucial in dealing with the ethical 

implications of such huge and heterogeneous datasets, particularly with respect to 

safeguarding users' privacy and the lack of accidental disclosure of sensitive data on it 

(Guilherme Junior & Clinton, n.d.). The immense strength and intricacy of this diversity 

of datasets, however, is additional source of difficulties of promoting fairness and 

responsibility in that models are expected to reflect and even replicate the societal biases 

in training data that may otherwise be incorporated in model (Tariq et al., 2025). Hence, 



 

 

13 

mitigation strategies (anonymization and pseudonymization techniques) are important to 

mitigate the risk of privacy and to comply with data protection legislation (BARBERÁ, 

2025). This is more important when working on large datasets which may include 

personally identifiable information, proprietary information, or other sensitive data which 

requires wide-ranging privacy-protecting solutions during the formulation of data as well 

as in training a model (Zhao & Song, 2024). Proper use of such methods will also support 

ethical regulation and confidence in AI systems (BARBERÁ, 2025). Having data access 

governance practices in place in advance of data leaks and ensuring ethical compliance of 

model use is essential for reducing the risk of data leakage and addressing legal 

requirements as GDPR, especially when working with multiple data sources and personal 

data (BARBERÁ, 2025). In addition, continuous monitoring and auditing of the data 

pipelines are necessary to identify and recover any vulnerable regions that may contribute 

sensitive information or the integrity of the training data (BARBERÁ, 2025). Such a 

continuous oversight allows the whole lifecycle of data, from collecting it to deploying it, 

to be safe and ethical, increasing the reliability and trustworthiness of LLMs. 

 

Hypothesis Testing in Issues of Data Leakage in AI  

 

Data used for training has an appearance for multiple machine learning security scenarios 

including membership inferencing attacks, auditing differentially private algorithms, 

property/attribute inferencing (Nikolić et al., 2025). At risk projects are statistically tested 

based on hypothesis testing to determine that the adversary derives intelligent information 

which is not just randomly derived but is much more probable than chance. Specifically, it 

helps measure false positive rates, preventing the perceived "leaks" from being treated as 

random incidents and lending credibility to the security assessment (Wei et al., 2024). 

Many of the problems of large language models are not properly addressed in the literature, 

and can result in data leaks from training data, fine-tuning phases, and prompt history, and 

necessitate the use of bespoke statistical technique (Zangana et al., 2024). In this sense, the 

memory capacity of LLMs would worsen these dangers; it will not learn certain 
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information or remember information previously from a training corpus, or it could even 

result in re-imitation an implicit leak of a learned corpus or infer a clue even without using 

direct memorization as the primary leaker (Abdali et al., 2024). We saw the leak of LLM 

data inference in Prior Work. Studies have concentrated on the quantification of data 

leakage in LLMs, mainly by contrasting model outputs with training data directly and 

hence relying on a certain measure based on metrics such as ROUGE-L or semantic 

similarity (Jiang et al., 2024). On the other hand, because it is always probabilistic, these 

types of approaches do not yield a statistically true estimate of data leakage sensitivity 

(Feretzakis & Verykios, 2024). This discrepancy underscores the requirement for a strong 

methodology, for instance statistical hypothesis testing which formally measures data 

leakage probability by stating whether there is/is not probability of leakage of data with a 

list of null and alternative hypotheses (Jiang et al., 2024). Beyond being a detector of these 

signals, it provides an actionable degree of confidence that any sensitive information has 

been compromised (Abdali et al., 2024). Moreover, newer toolkits, like LLM-PBE, 

indicated that evaluating data privacy concerns in LLMs is necessary, which is a difficult 

task using classical approaches (Li et al., 2024). 

 

2.2  Data Anonymization and pseudonymization  

 

Old traditional approaches for data anonymization i.e., k-anonymity and differential 

privacy, have been widely used in many fields to protect private data not compromising on 

the usefulness of data (Yan et al., 2024). In the framework of Large Language Models, 

dataset preprocessing – such as filtering and de-duplication – is important to eliminate 

vulnerabilities in privacy protection (Zangana et al., 2024). This includes exclusion or 

generalization of personally identifiable information such as names, addresses, and social 

security numbers to prevent reuse (Yan et al., 2024). Such tools can be employed at any 

level of detail (from entire documents to sentences) and dropping low quality or duplicate 

data could be considered also an attempt at high quality of data (Matarazzo & Torlone, 

2025). Alternative methods beyond just deletion such as random substitution replace 
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certain entities with substitutive entities, thereby preserving natural language structure, 

which can potentially lead to semantic drift (Miranda et al., 2024). Pseudonymization, a 

more complex framework, replaces sensitive data with pseudonymized names and 

therefore, permits the analysis at the expense of obfuscating immediate connections with 

individual people (Yermilov et al., 2023). This approach enables reversible de-

identification under controlled, controlled circumstances, thus striking the right balance 

between data utility and privacy preservation, as opposed to irreversible anonymization 

(Yermilov et al., 2023). Nevertheless, deploying such techniques to the unstructured, 

complex text data of LLM training creates its own challenges which include preserving 

linguistic consistency and semantic soundness while also ensuring the full masking of 

sensitive data (Patsakis & Lykousas, 2023). For example, the advanced nature of LLMs 

implies that even anonymized data may be able to be reverse engineered to expose sensitive 

data in the form of adversarial attacks or inversion methods (Zhou et al., 2025). This makes 

advanced privacy-preserving techniques necessary to avoid possible accidental data 

exposure without losing the high efficiency of the train corpus for robust model 

performance (Xiao & Zhu, 2025). This requires the development of specialized 

anonymization and pseudonymization strategies specific to both the linguistic nuances and 

extensive size of LLM training datasets (Miranda et al., 2024). Automated tools can be 

used to filter sensitive content from these large pre-training corpora, but this can 

inadvertently lead to loss of information or reduced dataset diversity, damaging the 

robustness of LLMs (Xiao et al., 2023). As an example, OpenAI and Anthropic apply 

stringent filtering and fuzzy deduplication to eliminate PII, with the goal of building more 

suitable data quality and privacy preservation in their models (Yan et al., 2024). But such 

aggressive filtering strategies may include demographic groups that may inadvertently be 

excluded, which can restrict the generalization of the model to different downstream 

problems such as hate speech detection and privacy de-identification, as seen in the 

LLaMA 2 models which do not have an extensive filtering scheme and can be used for 

enhancing the versatility of the base model (Liu et al., 2024). But the existing methods 

mainly depend on a simple regular expression approach to filter Personally Identifiable 
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Information from pretraining data, which, although efficient, brings few security 

protections (Miranda et al., 2024). Techniques that utilize machine learning models for PII 

detection and redaction have greater accuracy compared to traditional approaches but are 

still challenged by context-sensitive or subtle forms of sensitive information (Feretzakis & 

Verykios, 2024). Additionally, detecting PII is challenging due to being an attempt 

involving multilingual datasets and an array of overlapping types, where tools tend to 

privilege one kind of data over the others resulting in incomplete or incorrect masking 

(Asthana et al., 2025). Moreover, given the vast and dynamic nature of LLM training 

datasets, human review is rarely feasible which requires automated solutions tailored to the 

changing nature of privacy threats and data modalities (Das et al., 2024). As a result, 

although corpora cleaning techniques are good at a surface level now, they often have to 

weigh the importance of privacy considerations against the instrumental utility of the 

dataset for effective LLM training (Das et al., 2024). This calls for strong privacy 

protection for LLMs, as they are constantly adapting to their new environment of large web 

corpora, and doing in-depth analyses is difficult of large size and continuous update (Chen 

et al., 2025; Proceedings of the 3rd Workshop on Trustworthy Natural Language 

Processing (TrustNLP 2023), 2023). Use of filtering approaches, such as bloom filter 

methods, constitutes another defense mechanism against memorization, that scanned the 

training datasets to determine if a subsequent token of a model contains the n-gram in the 

training set, and then selected an alternative token from the posterior of the model if a 

match was found (Shanmugarasa et al., 2025). Given that LLMs, as part of training 

programs, often uncover sensitive information learned through their training (Miranda et 

al., 2024; Smith et al., 2023a, 2023b), the approach immediately handles the problem of 

training data memorization that is a major one. But despite their efforts, cleanliness and 

prevention of PII leakage is still a considerable challenge. Scrubbing methods minimize 

the risk, but they do not eliminate PII leakage (Lukas et al., 2023). Named Entity 

Recognition models inherently struggle to recognize forms of all types of PII. This is even 

more difficult when the nature of confidential information is context-dependent and/or 

lacks clearly defined definitions (Shilov et al., 2024). 
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This section explains the different anonymization methods used, ranging from simple 

redaction and generalization to advanced techniques like k-anonymity and l-diversity, each 

chosen based on what properties the data has to offer and what level of privacy protection 

is desired. Such approaches are essential to avoid privacy risk posed by LLMs, particularly 

regarding memorization and the inadvertent exposure of sensitive data during training 

(Miranda et al., 2024). This is an important challenge because it balances the privacy 

guarantees provided by these techniques but still insists on preserving the utility of the data 

and preventing catastrophic forgetting, which can significantly affect the model 

performance (Wang et al., 2025; Zhou et al., 2024). Such strategies are typically developed 

through multi-levels of approaches that achieve optimal privacy-utility trade-offs, 

considering the idiosyncratic protection/privacy risks faced by LLMs for example training 

data leakages (Smith et al., 2023; Yan et al., 2024). For example, it has been shown that 

fine-tuning LLMs with multiple sensitive instances raises the likelihood of a privacy leak 

by more than 60% relative to baseline, so effective anonymization is crucial (Ramakrishnan 

& Balaji, 2025). This highlights the importance of both the implementation of these 

approaches and the need to assess their effectiveness in the face of advancing data 

protection regulations and the dynamic nature of PII in large datasets (Asthana et al., 2025). 

In addition, the fact that data privacy regulations are constantly changing necessitates 

adaptive anonymization frameworks, which can adapt on the fly to new compliance 

challenges and emerging threats (Aditya et al., 2024). Furthermore, those approaches may 

not be effective if the training data is of poor quality or if the data used is of low diversity, 

but rather if dependent on the sophistication of Named Entity Recognition and co-reference 

resolution modules implemented into the anonymization pipeline, which is highly variable 

between datasets (Miranda et al., 2024; Yang et al., 2024). Furthermore, because 

identifying and redacting sensitive free text content within massive datasets is inherently 

challenging, strong (yet computationally efficient) anonymization solutions are required, 

as anonymization methods, such as homomorphic encryption, require heavy computational 

investments and offer high privacy guarantees (Chen et al., 2023). As a result, researchers 
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are exploring hybrid approaches that provide both light on information anonymization and 

encryption methods to make the right choice between privacy and computing power 

(Guilherme Junior & Clinton, n.d.). Under these circumstances, the choice and careful 

application of anonymizing approaches are key to building privacy-preserving LLMs in a 

manner that does not overly impair their performance or usefulness (Feretzakis & 

Verykios, 2024). We find that the trade-off between data utility and privacy preservation 

has been a central theme in recent work that explores the performance versus re-

identification risk in several metrics defining how much information has gone missing 

post-anonymization (Zhao & Song, 2024). Such metrics are usually about measuring 

performance on downstream tasks after anonymization, measuring the reduction in the 

distinguishability of individual records; estimating the frequency of successful re-

identification attacks (Yang et al., 2024). In this respect, this evaluation requires a focused 

evaluation of the degree of empirical relevance between the pseudonymization techniques 

used and the quality of both text and later NLP tasks (Yermilov et al., 2023) based on the 

quality of text (i.e., Named Entity Recognition models or sequence to sequence 

transformations). Thus, this requires an adaptive definition of privacy and a balanced 

approach to privacy-preserving data publishing methods (Sun et al., 2024). These measures 

are important since they address the extent to which anonymization techniques undermine 

the integrity and utility of the original data for different analytical purposes (Pissarra et al., 

2024; Yermilov et al., 2023). It would frequently involve a multi-objective optimization 

problem that tries to maximize utility while upholding very stringent privacy limits, 

especially when applying anonymization techniques, including suppression, tagging, 

random substitution, or generalization to identified sensitive information (Du et al., 2024). 

On the other hand, Privacy-Preserving Data Publishing algorithms provide a systematic 

mechanism to hide entities using the disclosure hazard as a predictor via a privacy model 

outlined by domain specialists, yet most research fails to prioritize the usefulness of 

anonymized text for downstream processes (Yang et al., 2024). Such neglect can result in 

instances in which the privacy benefits of the anonymized datasets are compensated by a 

loss of the functionality of the data for the purpose of training advanced LLMs (Yang et 
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al., 2024). As a result, creating proper evaluation metrics suitable for generative 

anonymization with LLMs is of importance, so that both privacy and utility are properly 

preserved, and not limited to traditional metrics that might not cover the nuances in 

language generation tasks (Pissarra et al., 2024). 

 

In this section, we describe the design choices and training paradigms used, and 

performance evaluation of the LLMs, focusing on how pre-processed and anonymized data 

are integrated into the training pipeline. Within the model architectures (e.g., transformer-

based networks), training goals, loss function, and optimization strategies implemented to 

improve model performance and protect anonymized data are described in depth. The 

evaluation framework includes both intrinsic and extrinsic metrics measuring linguistic 

generation quality, which relates to performance on the downstream NLP tasks using the 

anonymized data (Pissarra et al., 2024). This assessment includes the re-identification risk 

of the anonymized data in the context of a range of adversarial inference attacks, as well 

as the AI algorithms themselves, frequently taking LLMs as advanced anonymizers to 

assess the goodness of privacy preserving transform methods (Staab et al., 2024). This 

involves a rigorous consideration of the trade-offs between the privacy guarantee and the 

loss of the model utility, notably since state-of-the-art LLMs can now reach almost human-

like results in extracting personal data from ostensibly anonymized text (Staab et al., 2024). 

Accordingly, the resulting framework should also have complex metrics to evaluate the 

associated remaining privacy threat and the effect on model performance on multiple tasks, 

such as text generation quality, factual accuracy and language style compliance, especially 

when complex de-identification processes are employed (Aghakasiri et al., 2025). This 

often takes a variety of techniques, for instance with differential privacy mechanisms or 

paraphrasing models, which provide differentially tuned noise in the data to hide specific 

records, while still distributing the data with controlled accuracy (Miranda et al., 2024). 

Moreover, the efficiency of these privacy-preserving methods is frequently judged by 

metrics assessing statistical similarity between the anonymized and original datasets, while 

also considering data utility within specific downstream applications (Yuan et al., 2024). 
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Assessment data set of this kind are essential to better understand both the effect of 

anonymization on output quality and balance between privacy protection and model 

performance (Miranda et al., 2024). The European Data Protection Board emphasises that 

if an AI model is to be considered anonymous, the chances of extracting personal data 

directly from training data or by inference queries must be insignificant (BARBERÁ, 

2025). This calls for rigorous evaluation methodologies that can quantify this 

''insignificance'' through privacy attacks and utility evaluations (Yang et al., 2024). 

Adversarial anonymization thus takes advantage of LLMs' inferences themselves to better 

inform and refine the process of anonymization, strengthening privacy against 

progressively sophisticated inference attacks (Staab et al., 2024). This is accomplished by 

employing LLMs to detect personal attributes in anonymized text, with a smaller number 

of successful inference indicating better privacy preservation (Kim et al., 2025). This 

method measures whether anonymization succeeded by examining whether a robust 

adversarial LLM can nonetheless infer associated attributes from the generated text, in 

more accordance with regulation and provides a less ambiguous sense of anonymization 

(Staab et al., 2024). Additionally, consistent assessment via adversarial feedback loops, 

where LLMs try to de-anonymize data (repeatedly), has been found to increase privacy as 

well as the utility of the anonymized data, beyond the limits of regular anonymization 

methods (Staab et al., 2024). This is especially important regarding the real privacy 

guarantees that can be attained through using LLM-based adversarial methods, like 

attribute inference attacks, which should be effectively applied for these datasets to 

measure and prove that they are robust against state-of-the-art inference (Frikha et al., 

2024; Staab et al., 2024). An iterative adversarial process that enables the gradual 

adjustment of anonymization methods to maintain an optimal trade-off between 

maintaining the privacy of data while also increasing the utility given its use, as evaluated 

in ROUGE scores of text quality and for specialized LLM-based utility judges (Frikha et 

al., 2024; Staab et al., 2024). Hence, this strong evaluation framework also leads to a deeper 

understanding and better balance on trade-off between privacy and utility in LLM training 

data, where no outputs that are generated become corrupted while sensitive data are 
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protected severely (Sun et al., 2024). However, the vulnerability of LLMs to data extraction 

attacks, even after anonymization, is a crucial issue to avoid, as this can compromise 

privacy through the disclosure of personal information (Mökander et al., 2023). Thus, 

privacy-preserving LLMs, in which one of the techniques is differential privacy, play a 

pivotal role in addressing such risks (Huang et al., 2025). These advanced approaches are 

crucial for defending against membership inference and attribute inference attacks where 

sensitive information can accidentally become exposed due to model outputs or gradients, 

hence establishing strong privacy risk evaluation frameworks (Chen et al., 2025). This 

often requires developing and deploying sophisticated adversarial models that seek re-

identifiable patterns from the anonymized data—assisting transformations in their 

validation against sophisticated inference attempts (Staab et al., 2024). This also includes 

rigorous testing of proposed anonymization frameworks against well-documented data 

extraction attacks that have been demonstrated to extract sensitive data from LLM training 

sets (Deng et al., 2024). Additionally, adoption of "human-in-the-loop" design methods 

and selective memory strategies are pivotal to augmenting privacy protection by enabling 

human monitoring and limiting access to sensitive data throughout the LLM architecture 

(Dong et al., 2025). A thorough comprehension of such adversarial vulnerabilities, 

including those associated with out-of-distribution inputs, and adversarial robustness is 

thus critical to producing genuinely secure and private LLMs (Dong et al., 2024). The 

effectiveness of these strategies depends on solid privacy risk assessment with 

consideration of data leakages, adversarial vulnerabilities and regulatory compliance (Chen 

et al., 2025). Further, critically, mitigation of these risks includes the strategic creation and 

the generation of benchmarks and datasets specific to evaluating the safety fit between 

LLM and data (including annotated data showing harmful as well as inappropriate content) 

(Peng et al., 2024). This includes proactive activities to mitigate unintentional leaks of 

sensitive information in training and deployment for LLMs and necessitate strong data 

security policies beginning from data ingestion through model insight generation 

(Guilherme Junior & Clinton, n.d.; Zhao & Song, 2024). Such practices demand the use of 

cryptographic best practices such as preparing for quantum-resistant standards and taking 
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advantage of confidential computing environments to further protect such sensitive 

information (Guilherme Junior & Clinton, n.d.). This integrated paradigm serves to 

guarantee privacy is baked into the whole LLM lifecycle in the beginning of data 

consumption, through a model's development, and from its deployment, and helps to 

reduce semantic privacy risks that span beyond traditional data protection considerations 

(Ma et al., 2025). In addition, routine audits of the models for leaks of privacy as well as a 

composite of multiple anonymization methods are necessary to enhance the effectiveness 

against advanced attacks (Guilherme Junior & Clinton, n.d.). These methods are necessary 

to ensure strong security in LLM data ecosystems with respect to privacy regulation 

changes while preserving public trust in AI methods (Guilherme Junior & Clinton, n.d.). 

Additionally, by including smaller and more specific models, the memorization effect often 

seen in over-parameterized LLMs can be reduced and there is less danger of accidentally 

reproducing sensitive training data (BARBERÁ, 2025). These approaches, in addition to 

differential privacy to layer in statistical noise, are important in striking the balance 

between utility and privacy guarantees in the deployment of large language models 

(Guilherme Junior & Clinton, n.d.). Combining these methods within an extensive security 

architecture, that covers effective access restrictions and data encryption for sensitive data 

further secures LLMs privacy (Guilherme Junior & Clinton, n.d.). Furthermore, there are 

a variety of mechanisms for the implementation of model-level security, network, user, and 

continuous monitoring, as well as for detecting possible misuse, bias, or vulnerabilities in 

a real-time manner (BARBERÁ, 2025). 

 

 

2.3 Methodology  

  

 

To address these limitations, we propose a comprehensive approach by applying statistical 

hypothesis testing to quantify the risk of data leakage across the lifespan of Large Language 

Models from pre-trained corpora and fine-tuning datasets through user-submitted prompts 
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This approach uses a perturbation testing of distributions to transform an LLM leakage 

study into a frequentist hypothesis testing problem by constructing empirical null and 

alternative output distributions within a low-dimensional semantic similarity frame to 

support interpretable inferences, with no restricted assumption in distributions (Paulius et 

al., 2025). The introduction of this statistical method to guide the classification of leakage 

detection provides the groundwork for distinguishing accidental data generation from 

statistically meaningful violations of privacy boundaries as evidence suggests LLMs can 

memorize training data and leak sensitive information out of pre-training corpora (Chen et 

al., 2023; Duan et al., 2024; Ramakrishnan & Balaji, 2025). This involves explicitly 

learning training sequences directly as well as the inferred exposure of private attributes or 

structures embedded in model parameters (Cai et al., 2025; Li et al., 2024). We devise a 

leakage assessment as a statistical hypothesis test to formally detect and quantify the impact 

of this exposure. Here, the null hypothesis $H_0$ is that the output distribution of the 

prediction output is independent of sensitive training data so no leakage takes place while 

the alternative hypothesis $H_1$ asserts that the output distribution of the predictions 

token is significantly dependent on secret or sensitive content (Cai et al., 2025; Qu et al., 

2025; Rauba et al., 2024). Our validation of such effects is an essential aspect to assess the 

impact of the training data on our LLMs. Therefore, this distributional framework of LLM 

output generation is the basis of the full stochastic response modeled by examining 

statistically the distribution and comparing from these distributions and identifying fine-

grained patterns that could be missed in a single sample evaluation (Rauba et al., 2024). 

The test statistic $S$ is created from the likelihood ratios of model probability distribution 

produced; if the probability coefficient $S(x) > \gamma$ is greater, then we reject null 

hypothesis $H_0$ by accepting the alternative hypothesis $H_1$ as in this case the model 

has statistically significant evidence of data inclusion (Zhang et al., 2024). The threshold 

value $\gamma$ per the Type I error rate is a value to be found to ensure that the probability 

of false alarm signal of the data breach which is not valid is in accepted level of the 

significance $\alpha$ (Cai et al., 2025; Ji et al., 2025). As has been previously demonstrated 

in the data leakage detection literature, the threshold of rejection for data misappropriation 
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detection will require the employment of large deviation theory to quantify the asymptotic 

rates of type I and type II errors and can transform the detection problem into a solvable 

problem using minimax algorithm (Cai et al., 2025). This optimization of this algorithm 

successfully balances the leakage detection method as sensitive to errors with the 

specificity to prevent false positive and to ensure that the statistical test is robust in 

detecting instances in which the model memorized errors and inadvertently makes sensitive 

training instance(s) (Duan et al., 2024; Kaneko & Baldwin, 2024). Such a minimax-based 

optimization of an algorithm toward detecting traces of bad data is similar to distributional 

methods, which demonstrate that evaluation of aggregated statistical properties is generally 

more robust to noise/corrosion than single instance approaches, particularly if the datasets 

used to train models are large enough (Cai et al., 2025; Li et al., 2025) to achieve the 

coherence in what are known that are distressing values, that differentiate one true point of 

data misuse from random coincidence. Drawing on our definition, we now move to derive 

the particular statistical hypotheses that underpin our empirical exploration of exposure 

risks. Defining Data Leakage in LLMs. Data leakage in the context of Large Language 

Models is the accidental exposure of sensitive data stored in LLMs with the generating 

outputs in the training or fine-tuning datasets (Cai et al., 2025; Li et al., 2024). To formalize 

the detection and assessment of this exposure, we develop the leakage evaluation as a 

statistical hypothesis test in which the null hypothesis ($H_0$) states the independent 

model's output distribution from sensitive training data, suggesting no leakage, and the 

alternative hypothesis ($H_1$) indicates that the generated tokens significantly depend on 

the secret or sensitive information (Cai et al., 2025; Qu et al., 2025; Rauba et al., 2024). 

This distributional approach encapsulates the complete stochastic response of the LLM's 

output generation and enables scientists to conduct numerical inference by comparing these 

distributions such that small fluctuations, which individual sample assessments may 

overlook, can be detected (Rauba et al., 2024). We define the test statistic $S$ according 

to likelihood ratios based on the model's probability distribution, where $S(x) > \gamma$ 

results in the rejection of the null hypothesis $H_0$ for $H_1$, which describes significant 

evidence that the data is included (Zhang et al., 2024). To formulate these hypotheses, we 
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need to define a threshold \( \gamma \) with an appropriate rate of Type I errors (i.e., where 

the probability of wrongly identifying leaking data which does not exist is kept within an 

acceptable level of importance \( \alpha \)) (Cai et al., 2025; Ji et al., 2025). As previously 

mentioned in literature on data misappropriation detection, the rejection threshold can be 

found by utilizing a large deviation theory to analyze the case with asymptotic rates of type 

I and type II errors, making the detection problem a problem which can be solved using a 

minimax optimization problem (Cai et al., 2025). The optimization work is known to 

balance sensitivity of leakage detection mechanism and specificity for false-alarm 

prevention, ensuring the statistical test accurately checks detect cases in which the model 

has unintendedly “memorized” and recreated critical pre-training data (Duan et al., 2024; 

Kaneko & Baldwin, 2024). The efficiency of this minimax optimization in detecting small 

nuances of data misappropriation is consistent with distributional methods, which also 

demonstrate that reviewing aggregated statistical properties is more robust to noise and 

contamination than individual instance testing, since models need large parts of a dataset 

to display the consistent distributional mechanisms that separate genuine leakage from 

chance coincidence (Cai et al., 2025; Li et al., 2025). Based on this definitional framework, 

we move to the construction of the specific statistical hypotheses that will build the basis 

for our empirical analysis of exposure risks. Formulation of the statistical hypothesis. This 

allows us to rigorously measure the exposed information presence using a binary 

hypothesis testing framework in which the null hypothesis $H_0$ is: target output $x$ is 

generated from general population distribution $p$ of our model, independent of training 

set, and the alternative hypothesis $H_1$ is that $x$ is drawn clearly from training 

distribution $D$ of our target model (Mireshghallah et al., 2022). We specify a probability-

ratio test statistic with the score function for separating these distributions from each other 

by comparing the probability of both observing the target output that we think is a null and 

one of the alternative hypotheses. In particular, the higher the score received by the score 

function, the likelihood the data was used in training, and this data-based probability is 

used as statistic as evidence against the null hypothesis.Officially, we use the decision rule 

to determine the likelihood ratio $LR = \frac{Pr_M(x)}{Pr_R(x)}$, in which $Pr_M$ = 
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probabilities assigned by target model and $Pr_R$ = probabilities derived from a reference 

model that has not been fine-tuned on the sensitive data (Mireshghallah et al., 2022). This 

method of comparison works on the assumption that models that have trained over a given 

population will assign a much greater probability to each population compared to models 

that have not.The Neyman-Pearson lemma, ensuring that the likelihood-ratio test performs 

the best statistically for a particular significance level (Ma et al., 2024; Zarifzadeh et al., 

2023), is used to establish the best score function and rejection threshold for this test. Based 

on this lemma's formulation the most robust test rejects null hypothesis in favor of $H_1$ 

where the probability ratio passes the threshold created as a result of the proposed 

significance level which aims to maximize the probability that samples will be included in 

a detection program and to minimally suppress the rate of false positive events (Cai et al., 

2025; Tao & Shokri, 2025). Approximate threshold is obtained from a minimax 

optimization problem applied to a limited class of probability distributions, providing 

strong performance under severe conditions, where the attacker does not have well-defined 

access to the data distribution.  

 

 

2.4 Qualitative examples of data leakage 

 

In addition to the combined measurements, individual examples of verbatim text creation 

are also specific demonstrations against which we can substantiate the data that the model 

can memorize and have made available to the public the personal and delicate training data, 

e.g the output for credit card numbers or codes in proprietary code that did appear in the 

pre-training corpus and were not tampered by any obfuscation or modification (Qi et al., 

2025). For example, asking models to generate certain requests to begin paragraphs from 

copyrighted writings often results in the copying of exact sentences in text form (Duarte et 

al., 2024). Reproducing training sequences verbatim is not solely restricted to novel works 

and may lead to personally identifiable information; For instance, studies show that in 

response to the prompt with appropriately targeted queries, large language models can leak 
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names, phone numbers, and email addresses to human beings when asked for prompts 

(Kaneko & Baldwin, 2024; Šarčević et al., 2024). This phenomenon is especially true for 

larger architectures, since larger architectures are resistant to some extraction methods far 

better than smaller ones, but are intrinsically vulnerable to auto-completion attacks on data 

(Aditya et al., 2024). As an example, a previous study using GPT-3 fine-tuning API has 

shown that classification- or auto-complete task-tuning models can forget and reveal 

sensitive PII at the prompts (Aditya et al., 2024) while still producing a highly responsive 

recall of sensitive PII of such information (in its training condition) in black-box settings, 

even when the data are not only in general usage, but also that it can be remembered and 

shared after the prompt (Aditya et al., 2024). A study that used the fine-tuning API of GPT-

3 has revealed, for example; models that have been specially designed for classification or 

auto-processed tasks can recover sensitive Personally Identification when asked about 

some specific context from its training set by some specific example from even in the 

practical of the black box settings. The vulnerability of these models is further suggested 

on the evidence that some extraction attacks, though having difficulty in extract coherent 

information from smaller or differently trained models, can return sensitive data even when 

specific context is provided for them, when given to large language architectures (Gu, 

2024). As an example, investigations into training data extraction attacks have found that 

by conditioning the model with the correct prompt, sequences exactly memorized from the 

training data can be recovered (Duan et al., 2024; Miranda et al., 2024). Carlini et al. 

(Huang et al., 2023), used a 40GB training dataset with GPT-2 to be able to find 600 

memorized sequences. This type of exposure is made easier (but in a non-exploratory way) 

when criminals take advantage of model ability to recollect similar text sequences, which 

tends to make extraction more probable (Huang et al., 2024; Smith et al., 2023). Auto-

completions also have a risk since, by learning from the prediction, the threat is that more 

sensitive data will be preserved, for example, a part of the full body of the email can be 

produced from the subject line, and this too may lead to the leakage of sensitive personal 

identifiable information in fine-tuning data (Aditya et al., 2024; Das et al., 2024). Just like 

the former, membership inference attacks try to find out if some data record belongs to the 



 

 

28 

training set by examining the response pattern model to tell if the data is a member or a 

non-member (Aditya et al., 2024). As well as the rudimentary nature of membership 

determination, adversaries can take advantage of this feature to perform more intrusive 

purposes, such as extracting internal prompts with proprietary features, e.g. extracting 

proprietary internal prompts from commercial apps or extracting protected data from 

commercial apps through inference attacks, from inference into the data files (Abdali et al., 

2024; Wang et al., 2025). One attack to which membership inference attacks fall is 

specifically leveraging model overfitting, where points of a given train set in the model 

would show overfitting (Aguilera-Martínez & Berzal, 2025). Carlini et al. This 

vulnerability was further confirmed by (Spirito et al., 2023), which captured more than 600 

verbatim sequences of the text in GPT-2, including potentially personally identifiable 

information and code; such sequences may appear only once in the training set. It has been 

shown that this exposure is not limited to general language models, such as ChatGPT and 

open-source models, which demonstrated memorization of these data that was higher than 

before, allowing the extraction of sensitive personal data by accessing the user queries 

(Deng et al., 2025; Wang et al., 2024). Carlini et al. showed that GPT-2 tends to memorize 

personal information such as Twitter handles, emails and UUIDs (and other types such as 

a user account number) and the model's higher probability given more likelihood to 

sequence from its training data on the same data than a reference model (Miranda et al., 

2024). However, the potential dangers of such extraction of this type are not only 

theoretical, in real world examples, for example. In the present day, models trained from 

clinical notes, medical records, google's 'Smart compose' had learned long random numbers 

such as social security numbers (Litzinger et al., 2025). When an answer could be extracted 

by prompting the model this kind of information recall was never expected due to its 

tendency to recall long patterns and short sequences from its training data without a prompt 

(Litzinger et al., 2025). This kind of material revelation of data breach becomes concrete 

as examples from within the company's own work record or medical records often finds its 

way inside, while its automation functionality enables the model to inadvertently repeat 

proprietary data without caution. 
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2.4 Summary 

 

Performance – Security Trade Off  

 

 

The growing capabilities of large language models have also opened a new period of AI 

applications and pose complicated balancing act problems regarding their inherent trade-

offs between performance and security (The tension inherent in this tradeoff, which is often 

referred to as the security-performance tradeoff, is a critical factor in designing and 

deploying LLM-based systems, as improving one component often results in diminishing 

the other (Usman et al., 2024). The tension and balance between these two approaches is 

exacerbated given the heterogeneous contexts within which LLMs are employed — they 

can fit various assistive functionalities as well as autonomous agents, each of whose unique 

risk profile and performance expectations dictate the deployment of their respective LLMs 

(Usman et al., 2024). This requires a robust framework to measure and assess this trade-

off that will allow developers to design model architecture, the safety settings, and 

deployment methods to respond to real-world conditions (Pfister et al., 2025). As an 

example, the safety performance targets, particularly to an LLM configured as a medical 

assistant, will differ with respect to general-purpose LLM, illustrating the contextual 

specificity of such evaluations (Usman et al., 2024). Additionally, the changing 

environment of adversarial attacks against LLMs highlights the importance of continually 

assessing and adjusting mitigation capabilities to improve the balance between the best 

performance and security, and consequently the balance between the two of these factors. 

This dissertation aims to examine some of these methods to both measure and evaluate this 

fine relationship, with specific reference to the benchmarks and metrics which are currently 

employed to quantify the effectiveness of LLM performance and the robustness of their 

security mechanisms (Huang et al., 2024). An analysis of attack success and defense true 
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positive rates is included which offer crucial information addressing LLMs' vulnerability 

to adversarial tampering and their ability to resist such interference (Peng et al., 2024). In 

addition, the comparison of these trade-offs often requires complex calculations like the 

False Refusal Rate -- measures how often safety provisions unintentionally restrict the 

utility of an LLM by rejecting valid prompts (Ferrag et al., 2024). This metric is critical to 

grasping how safety measures may not only prevent misuse, but can also limit overall 

functionality and helpfulness of the LLM in a given legitimate application (Ferrag et al., 

2024). For instance, this trade-off can be quantified by considering the impact of security 

improvements, like adversarial training and safety fine-tuning, on accuracy, fluency, and 

utility (Mai et al., 2025). Consequently, we can find out how defensive measures degrade 

standardized performance standards. Alternatively, an optimisation for performance may 

cause exploitable vulnerabilities by adversaries, resulting in a decline in security (Usman 

et al., 2024). The emphasis of this paper is that current methodologies to evaluate LLM 

performance and security are to be defined, highlighting the complex interdependencies 

between these critical dimensions (Mai et al., 2025). It will also deal with how to develop 

uniform metrics that can cover all aspects of such dynamic relationships while also 

emphasizing the diversified threat landscape and applications' individualistic specifications 

(Mai et al., 2025). Ultimately, the point is to build a comprehensive understanding of 

defensive mechanisms in LLMs, with the hope that overall security will be beefed up for 

real-world applications (Zangana et al., 2024). Hence, empirical analysis of high-profile 

LLMs can highlight their inherent risks and susceptibility risks as they are shaped further 

by current adversarial prompt approaches (Akiri et al., 2025). The Efficiency-Performance-

Robustness Trade-off Evaluation Framework provides a method for the evaluation of 

computational efficiency, task performance and adversary robustness, which can be used 

for determining LLM execution for optimal decision making and deployment decisions 

(Fan & Tao, 2024). This approach enables a more comprehensive understanding of LLM 

performance than just an input-output comparison of input models, given that most other 

methods have limitations in assessing realistic risk profiles for open-weight models in real-

life, limited to only providing a lower-bound values at worst-case behavior in an open 
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learning framework and only to give a lower value for their worst-case implementation 

(Che et al., 2025). Acknowledging these weaknesses, holistic systems such as the Holistic 

Evaluation of Language Models provide different dimensions from general capabilities to 

assessment of performance and robustness, extending to security-oriented use-cases, 

ensuring that the analysis considers vulnerability at adversarial points of inputs, as well as 

efficacy from the applied defense point of view (CHEN et al., 2023). These high-level 

benchmarks are essential to systematically assess attacks and defenses, hence serve as a 

basis for future research and development in this dynamic area (Bhatt et al., 2024; Liu et 

al., 2023). These benchmarks assess LLMs in practical cybersecurity to identify model 

vulnerabilities and compare the security effectiveness of different defense mechanisms 

(Bhusal et al., 2024; Shen et al., 2025). Although there are advancements in the literature, 

there is a notable gap (Abuadbba et al., 2025; Jing et al., 2024) for standardized metrics 

and evaluation benchmarks targeted specifically to the performance and security 

conformance of a comprehensive scale on the intersection of LLM in cybersecurity 

environments where performance and security can meet. In particular, both SECURE and 

CyberSecEval 2 assess LLM ability in cybersecurity tasks, but they neither thoroughly 

evaluate the dynamic interaction between model utility and security against adaptive 

adversarial attacks (Ferrag et al., 2024; Pfister et al., 2025; Tian et al., 2025). To meet such 

needs, and not just any new and specific testing mechanism, a paradigm in cybersecurity 

domains must build new algorithms to quantify LLM's offensive and defensive 

performances in the cyber environment and develop more than single tests focusing on the 

individual or skill level as a separate measure of skill set as much as an integrated approach 

based on an evaluation criteria across different cybersecurity domains (Sanz-Gómez et al., 

2025). Existing benchmarks such as those involving automated penetration testing or 

exploiting vulnerabilities illustrate the failure of existing models in practice, underscoring 

the need for more holistic, and more harmonized evaluation practices that cover the full 

range of security performance trade-offs (Isozaki et al., 2024; Zhu et al., 2025). For 

example, certain benchmarks narrow their focus on limited sets of skills or on individual 

exploits and, in consequence, miss the generalized capability that is the essential 
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requirement for operating in a real-world cybersecurity environment, which restricts the 

applicability of such benchmarks to suggest improvements in models for the purpose of 

cyber defense (Sanz-Gómez et al., 2025). This space of lack of complete evaluation 

frameworks highlights the necessity of benchmarks to evaluate an LLM against not only 

an ability of the LLM to perform security tasks with an AI tool but also to evaluate the 

resilience to advanced adversarial attacks and to the risk of accidental misuse of the 

implemented method (Bhusal et al., 2024; Yu et al., 2024). This research will need to look 

deeper into the performance of LLMs trained on domain-specific data like cybersecurity 

datasets under adversarial conditions in comparison to generalized models (Pratama et al., 

2024; Xu et al., 2025). It is quite difficult to develop such integrated benchmarks as high-

quality, technically accurate evaluation data covering diverse cybersecurity scenarios and 

cognitive levels is essential, and the data on them can be contaminated with data from 

publicly available datasets (Yu et al., 2024). With no standardized frameworks, these 

challenges become more pronounced, spurring an avalanche of research specifications that 

fail to consider the complexity and dynamic nature of LLMs for real-world cybersecurity 

(McIntosh et al., 2024). This lack of continuity undermines the ability to compare research 

efforts, and increases the uncertainties of the reported evaluation results, especially related 

to important measures such as attack success rate (Liu et al., 2025). To address these 

shortcomings, we need more advanced assessment approaches (such as red-teaming and 

adversarial tests) that emphasize unintended tool use, privilege escalation, as well as 

emergent actions in feasible bounds (Abuadbba et al., 2025). These are important for 

identifying any hidden weaknesses not necessarily visible using traditional performance 

measures alone and consequently offering the more valid estimation of LLM's actual 

security posture. Furthermore, the implementation of comprehensive benchmarks which 

might account for the multifaceted trade-offs between LLM performance and security 

becomes increasingly challenging with the lack of objective measures related to complex 

tasks and standardized evaluation tools (Li et al., 2025). In contrast, this gap requires the 

introduction of novel, integrated evaluation paradigms that combine quantitative 
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evaluation approaches and qualitative security reviews that yield a comprehensive 

assessment of LLM abilities and weaknesses (Dong et al., 2025). 

 

 

CHAPTER III:  

METHODOLOGY 

3.1 Overview of the Research Problem 

 

This study has mixed-methods research design, combining qualitative and quantitative 

analyses with a view to a complete assessment of secure data handling practices in LLM 

and AI models. More specifically, it covers an iterative red-teaming process to proactively 

detect leakage vulnerabilities and a systematic review of current literature together with 

comprehensive threat taxonomy quoted in secondary research. This nuanced design 

enables different threats, including model inversion and side-channel attacks, to be probed 

beyond standard prompt-based threat vectors. In addition, this design includes in-depth 

case studies of real-world attacks and comparison analysis of defensive strategies, such as 

architectural isolation and data anonymization, to give a well-rounded understanding of 

successful security approaches .The quantitative analysis part will examine metrics with 

respect to attack success rates and different defenses in a proprietary red-teaming dataset 

which is key to ensure that the problem is real as the replication of the training data is 

happening in the outcome more than an anomaly.   This dataset, obtained after extensive 

penetration tests and anomaly detection exercises, will enable quantifying security metrics 

such as attack accuracy rate and the detection of subtle model weakness (Huang et al., 

2024; Radanliev et al., 2023). Simultaneously, the qualitative analysis will also contain 

semi-structured interviews with security experts and LLM developers to gain insight into 

emerging threats and the challenges they face in practicing secure data handling protocols 

(Wang et al., 2024). These qualitative and quantitative insights will provide a 

comprehensive approach to understanding the current security state and the appropriate 
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best practices to protect sensitive information in an LLM and AI deployment (Kereopa-

Yorke, 2023). Besides, the methodological approach also includes computational modeling 

(known quantum cryptography protocols and methods approved by NIST), that is, to 

simulate the robustness of data handling mechanisms against quantum attacks (Radanliev 

et al., 2023). This will necessitate using programming languages, such as Python and C++, 

to simulate potential security compromises of such quantum-resistant frameworks. 

Furthermore, this would entail iterative design of countermeasures in combination with 

adaptive AI threat simulations for the realistic representation of potential threats (Radanliev 

et al., 2023). This overall design enables a complete look at the evolutionary trends of 

security threats including phishing, XSS, and SQL injection and what drove the growth of 

this research, allowing for ongoing understanding of root causes to formulate effective 

approaches to mitigate future threats (Nair, 2024). The methodology also combines an 

indepth analysis of financial damage, misinformation propagation, privacy violations 

stemming from LLM vulnerabilities, classifying risks on traditional cyber threats and new 

AI-specific threats (Pankajakshan et al., 2024) into a stratification scheme.  

 

3.2 Data Collection Methods 

 

The methods utilized in this study include both primary and secondary data collection. Both 

primary sources and secondary sources will be used to collect the data to allow a strong 

and complete dataset for analysis. We will gather primary data with qualitative interviews 

for AI, linguistics and ethics experts as well as target surveys of cybersecurity 

professionals, capturing perspectives in a multidimensional manner on LLM security 

challenges or mitigating strategies. There is training of an intelligent agent with Target 

dataset using Python at different rate followed by attempting to retrieve the data using 

various prompts. Secondary data will consist of a systematic literature review covering 

academic papers, industry reports and white papers with respect to AI security, data privacy 

and quantum-resistant cryptographic approaches. This shall comprise a comprehensive 

review of worldwide efforts to establish and define quantum secure cryptography 
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algorithms (Radanliev, 2024). In addition, a focused case study will include the 

organizations and authors behind these standards who record, transcribe and code 

interactions in a systematic way for detailed analysis (Radanliev, 2024). The quantitative 

component of our data collection will also consist of analyzing publicized security incident 

reports, and vulnerability databases for the LLMs to yield data on the attack pattern, as well 

as empirical evidence. At the same time, it will include a systematic compilation of 

performance metrics and security metrics for a large scale LLM implementation under 

different adversarial conditions, which gives a quantitative assessment of their resilience 

(Aladiyan, 2025). Additionally, our methodology includes the investigation of real-world 

cybersecurity incidents around LLMs, to understand the practical impact of discovered 

vulnerabilities and the efficacy of existing protection mechanisms (Shahana et al., 2024; 

Tete, 2024). We will adopt known vulnerability metrics such as DREAD, CVSS, and 

OWASP Risk Rating to assess adversarial attacks against LLMs with the goal of enabling 

a standardized assessment of the effects of such attacks with the help of secondary research 

data (Bahar & Wazan, 2024). Additionally, we will extract adversarial attack datasets 

emphasizing jailbreaks, prompt injections and model extraction attacks on this dataset to 

better comprehend the threat vectors (Bahar & Wazan, 2024). The empirical analysis phase 

involves collecting and analysing quantitative data on cybersecurity incidents in smart 

cities, alongside a review of cases in which digital twins have been used (Vempati, 2024). 

It will enable causal analysis between digital twin technologies in action and observable 

cybersecurity incidents, using statistical methods to establish causality (Vempati, 2024). 

This will also include deploying AI models tailored for cybersecurity functions such as 

intrusion prevention or malware testing, to collect primary data about their effectiveness in 

real-life scenarios (Shahana et al., 2024). The data collection will also include an in-depth 

analysis of cybersecurity framework content, especially the frameworks COBIT and ISO 

42001, to assess their resilience towards LLM threats and their ability to utilize the LLM 

advantages (McIntosh et al., 2024). This also involves exploring how well these 

frameworks can respond to the very novel threats posed in LLM ecosystems such as 

adversarial attacks or data poisoning (Bahar & Wazan, 2024). Through systematic analysis, 
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we seek to find gaps and enhancements in current frameworks, thus assisting in the 

generation of more resilient, citizen-centered LLM governance practices (McIntosh et al., 

2024). The analysis however has to be more statistic oriented as the outcome is non linear 

and the system is probabilistic with Non isolated behavior considering the LLM in 

blackbox is also exposed to Data sets beyond the control of the study. 

 

Recently, Large Language Models have developed, leading to their deployment and use 

but such rapid development leads to high privacy and security concerns, especially on the 

potential of leakage from their massive training datasets (Smith et al., 2023). This 

vulnerability is exacerbated by bad output handling which in turn could help LLMs 

accidentally create sensitive information in addition to prompt leakage in system, where it 

is possible to deduce the configuration of a model, and then to exploit it for more attacks 

(Guilherme Junior & Clinton, n.d.).  

3.3 Sensitivity Analysis 

 

To evaluate the robustness of these leakage measurements, a sensitivity analysis is 

performed by changing two vital hyperparameters, namely the confidence threshold $eta$ 

in the membership inference decisions and the size of the canary insertion into the training 

corpus. This variation enables evaluation of how variation in inference stringency and 

exposure to certain data points affect the calculated probability of leakage, thereby 

checking against artifacts of a fixed experimental configuration (Blanco-Justicia et al., 

2024; Litzinger et al., 2025). In the analysis, we investigate how the exposure of the canary 

sequences in the training set changes with their repetition levels because it is well known 

from previous studies that if repeated appearances are made, the probability of a secret to 

reach a top rank when retracing their steps is greatly increased (Yue et al., 2023). If the 

canary sequence is included only once in the training set, the chances of extraction during 

generation is low but some canaries are retained at the top, that is, even a private 

information of such rare individual case can be obtained and leaked into the synthetic 

generations (Yue et al., 2022). On the other hand, increasing the frequency of repeated data 
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leads to an increase in the accuracy of the target sequence generated in parallel, indicating 

that a principal motivator of model memorization is data duplication (Rashid et al., 2024; 

Yue et al., 2022). By quantitatively testing this, the findings of this analysis show a 

relatively high super linearity of data duplication and extraction with sequences presenting 

numerous times in the training set created at rates that vastly exceed their initial ratio 

(Kandpal et al., 2022; Smith et al., 2023). As an example, while single-occurrence 

sequences can be identified, repeated entities in > 50 iterations yield substantially better 

average precision in query data, where duplication > 200 times increase reconstruction 

accuracy to as much as 61.2% (Elmahdy et al., 2022; Zhou et al., 2023). This evidence also 

highlights the strong relationship, between the frequency of sensitive information in the 

training corpus, and the amount of data that can be memorized and then reconstructed into 

usable model during inference (Zhou et al., 2024). This relationship is especially difficult 

to capture when the sampling parameters are highly recursively high in some settings 

(Mohammed et al., 2024); lower sampling thresholds lead to much easier retrieval of 

information, while higher thresholds allow the model to reduce redundancy, or moving 

beyond raw memorization to learned generalizations. Given that high-precision sampling 

settings can guarantee high fidelity, even aggressive sampling settings do not guarantee 

safety when sensitive data is duplicated on a large scale, considering the retained 

probability mass of the model is still concentrated on the already memorized sequences 

(Borec et al., 2024; Shilov et al., 2024). The sensitivity analysis concludes that to prevent 

data leakage, we must attack duplication in the training corpus, since the frequency of 

occurrence makes models get the information in their heads long enough to outwit normal 

randomness introduced by sampling methods (Borec et al., 2024; Lukas et al., 2023). In 

addition, the analysis shows that allowing slight variations in the matching of tokens during 

inference greatly increases leakage risks because the chances of observing partial matches 

increase once the threshold of incorrect tokens is relaxed (Tiwari & Suh, 2024). 

Furthermore, they will be exposed more because similar metrics such as n-gram matching 

and longest common substring allow for extracting data for the target sequence as long as 

the output does not perfectly match the target sequence, expanding the attack surface 
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available to adversaries employing approximate matching techniques (More et al., 2024). 

Thus, the results confirm that data duplication is a primary driver of memorization (Duan 

et al., 2024; Lee et al., 2021) in logarithmic scaling between repetition frequency and 

extractability probability. This mechanism is especially valid for sequences containing 

personally identifiable information, which shows a higher tendency to memorize by 

repetition than standard English texts (Rashid et al., 2024). This difference perhaps implies 

that some types of sensitive data hold properties that statistically make them stickier with 

the model's parameters than more generalized linguistic patterns (Smith et al., 2023; Tiwari 

& Suh, 2024). In addition, the increase in the likelihood of memorization of personally 

identifiable n-grams and other sensitive information is due to limitations of current 

preprocessing because traditional deduplication methods cannot remove "fuzzy 

duplicates," resulting in heavy redundancy and allowing extraction based on nearly-exact 

sequence generation (Borec et al., 2024; Shilov et al., 2024). Indeed, research shows that 

applying 50-gram deduplication can retain many fuzzy duplicates, with a mean of 2,500 

duplicates per sequence at a Levenshtein distance of 20 and up to 6,000 at a distance of 30 

leading to serious problems with memorization and privacy (Shilov et al., 2024). Repetition 

is a main driver, with the complexity of the memorized sequences (see, e.g. Duan et al., 

2024) also being of major importance in determining the nature of data leakage in the form 

of simple, high-frequency patterns favored by models rather than intricate, low-information 

content. However, research shows that longer prompts lead to significantly more 

memorized sequences, with extraction rates increasing from 33% for 50-token to 65% for 

450-token inputs (Ishihara, 2023). This direct relationship indicates that supplying the 

model with extra context tends to close the search space to make the models generate less 

novel content and more memorized training sequences (Proceedings of the 3rd Workshop 

on Trustworthy Natural Language Processing (TrustNLP 2023), 2023). The non-linear 

scaling of extractability with the number of prompts shows that memorization is not only 

due to how often the recall events are repeated, but also refers to a context during inference, 

where longer contexts result in retrieving specific trainings of the relevant examples instead 

of predicting general ones (Deng et al., 2025; Duan et al., 2024). Data complexity correlates 
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the ability to extract specific features from models with the highest prevalence of memory 

recall, with training instances experiencing high likelihoods of memorization within a log-

linear relationship, and complex sequences requiring greater repetition to achieve recall 

(Litzinger et al., 2025; Satvaty et al., 2024; Wei et al., 2024). However, in certain recently 

reported studies, the memorization of a data set also is not only carried out using verbatim 

sequences but can include rare or out-of-distribution samples, indicating as well that the 

model’s ability to retain information doesn’t only come down to repetition or lack of 

abstraction; it also depends on the variability in the characteristic data points in the initial 

training distribution (Shilov et al., 2024). Such trend is consistent with latent memorization 

pattern, in which sequences not initially learned may be saved down the training stage 

without further exposure in order to avoid static security test using final checks (Duan et 

al., 2024). The retention of memory of the model during a complete training range implies 

that the model generates these predictions in two steps, as the earlier layers gradually lift a 

token up toward the upper level of the output distribution and, later, increase the accuracy 

of the predictions resulting to a snowball effect which goes beyond the optimized set and 

can be observed across the model (Li et al., 2024). This reinforcement effect, therefore, 

demonstrates the challenge of breaking down memorization effects in isolation to show in 

terms of how it is embedded across layers due to the fact that memory retention is part of 

a model update process that is also embedded along the multi-layer topology rather than 

being an individual process localized in a single part (Slonski, 2024). As a result, the 

distributed nature of this mechanism suggests that the issue of memorization cannot simply 

be dealt with by filtering a few points of data, nor with fine-tuning the output distribution 

(Prashant et al., 2025; Satvaty et al., 2024). This observation is supported by the finding 

that also sequences seen a single time through the training process are able to be memorised 

and maintained, hence that on the model training process, the parameter-updates of the 

model create latent representation in memory independent from reinforcement through 

repetition (Duan et al., 2024). Yet, the threat of accidental retention occurs in different 

stages of training, where particular segments of the model generation are particularly 

susceptible to security breaches. It has been shown in previous studies that fine-tuning and 
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post-training phase bring with it certain legitimate privacy concerns compared to pre-

training, as data becomes smaller, training time and recency rate are higher and produce 

contexts especially conducive for memorization (Mireshghallah & Li, 2025). Differential 

privacy or semantic duplication have been suggested as some of these possible solutions to 

help reduce such risks, but they do come with significant trade-offs in actual utility that 

result from reduced accuracy and increased training cost and leave a void for better 

practical approaches (Zhang et al., 2023). Theoretical methods have found limitations in 

current defensive measures thus this research proposes a statistical methodology for 

quantifying leakage probability of data in this research that is used in hypothesis testing 

rather than heuristic or deterministic statistics. 

3.4 Research Design 

 

Blockchain, widely perceived as a high potential digital innovation, stems from Haber and 

Stornetta's work over the 1990s on early-stage digital timestamping solutions (Kumar et 

al., 2024). It was not until 2009 that blockchain was introduced, as the blockchain was seen 

to be a highly impactful technology and became the digital ledger system that underpins 

Bitcoin: making records accessible and transparent without a centralized authority. This 

founding principle, linked to the enigmatic Satoshi Nakamoto, filled the urgent question of 

trust in digital transactions by implementing a decentralized network in which verified 

transactions are captured within cryptographically related blocks (Nguyen-Cong & Lê, 

2024). Each chain piece involves a unique hash of the block that preceded it, creating an 

unalterable and verifiable ledger (Atadoga et al., 2024; Kumar et al., 2024). By virtue of 

cryptographic hashing, this inherent unalterability means that with every transaction that 

enters the blockchain, it is not reversible or can be deleted (e.g., Feng et al., 2024; Sheoran 

& Yadav, 2023). Where a hash of the original block and its data secure the integrity of the 

blockchain, this mechanism is core to blockchain's resistance to tampering and fraud 

(Ghorbian & Ghobaei‐Arani, 2025; Pandya, 2024). A blockchain is a form of DLT based 

mainly on this association among blocks all linked using hash codes, although the term 

itself is often confused with various distributed ledger (DLT) systems (Amar, 2022). Based 
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on these properties, this sophisticated linkage process guarantees that any alterations to a 

historical block would require that all future ones are subsequently re-calculated for hash, 

making it computationally impossible to tamper with them quickly, yet instantly 

identifiable (Boukessessa et al., 2024). This decentralized digital ledger system thus 

revolutionized the world of many industries because of this decision-making no longer 

requires a central authority to control and authenticate the transaction but instead a network 

of nodes (Tripathi et al., 2023). This design is inherently transparent and secured such that 

the system is strong against single points of failure and malicious tampering in general 

(Abdul, 2024; Alkhodair et al., 2023). This section visit  the history, evolution  and 

potential of blockchain, its applications and technical process including distributed 

consensus mechanisms and the secure chaining of encrypted blocks of data utilizing 

cryptosystem This will focus on specifics such as, how cryptographic hashing operates to 

protect different blocks, and how this hash can lead to the creation of an immutable chain, 

which ensure the integrity and chronology of record transaction recordings (Singh, 2025). 

Since the blockchain is distributed across a number of network participants, same types of 

copies of the ledger are spread, avoiding single points of failure and further strengthening 

the resilience of the system against attacks (Singh, 2025). Through public key 

cryptography, hashing, and distributed consensus, such a distributed ledger technology 

ensures that transaction records are persistent, immutable, and consistent (Al-Matari et al., 

2024). These core technical characteristics support blockchain functionality such as deep 

distributed consensus algorithms, cryptographic principles, and smart contract 

functionality (Singh, 2025). The history of blockchain has progressed beyond its earlier 

cryptocurrencies-based applications to stable platforms capable of functioning on a variety 

of decentralized applications, particularly with regard to major scalability, privacy and 

interoperability advances (Singh, 2025). With the removal of central storage and control 

authorities, a new definition of trust, ownership, identity, and financial systems has 

emerged, as a secure, fast, transparent and pseudo-anonymous network solution (Tripathi 

et al., 2023). That fundamental shift has led to new levels of secure data sharing and 

transaction processing in almost every industry and demonstrates blockchain as a tool that 
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can store easily verifiable data without a centralised authority as seen (Tripathi et al., 2023). 

It is this architectural feature that leads to strong data provenance, and data integrity 

(especially important in such application where an audit trail has to be verifiable and data 

may only be exchanged securely (-, 2025; Singh, 2025). The historical development of 

blockchain from a speculative cryptocurrency technology-based discovery to a 

revolutionary and effective mechanism of digital record-keeping exemplifies the novel 

applications where it can transform data storage, data validations, and data sharing through 

different networks (Singh, 2025). Its distributed system structure, making all the identical 

version of the ledger are available at different nodes, offers a level of data-access that is 

unparalleled and lessens issues arising from single point of failure (Quan et al., 2023; 

Singh, 2025). This decentralization and transparency ensure that all network participants 

independently verify the transaction, establishing accountability and trust within the 

system (Alqahtany & Syed, 2024). Data integrity that can be ensured by any such 

distributed ledger technology ensures that a record which has already been entered into the 

network is not modified retroactively unless the block was recalculated and consensus of 

the network achieved (George et al., 2024). This new architecture prevents any 

unauthorized changes, and enhances the cybersecurity of the system, as changing any data 

would force breaching most of the nodes of the distributed network (Liu et al., 2024; Zhang 

et al., 2023). The use of cryptographic hash functions lies at the core of this security as the 

unique digital fingerprint of each block which is based on its contents ensure a change 

would create a different hash, making data tampering known (Tripathi et al., 2023). By 

establishing a cryptographic linkage, an immutable chain can be created where the integrity 

of the entire ledger is preserved, thus making it suitable to secure data management in areas 

like healthcare (Atadoga et al., 2024; Wylde et al., 2022). As a result, blockchain has 

proven valuable in addressing the challenges of data governance and accessibility to 

information for clinical purposes (Othman & Getahun, 2025). These immutable records are 

therefore reliable and are a great deterrent for those who want to tamper or delete patient 

data (Adeghe et al., 2024). Additionally, it is known from the works that when the hash 

value of original data is reversed, reverse-engineering of this data from the hash value is 
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extremely challenging (Puneeth & Parthasarathy, 2023), ensuring that the hash value of the 

data held in the original data is not altered to determine privacy/security from data being 

manipulated. This cryptographic authenticity is additionally guaranteed through 

decentralized verification which requires mutual agreement from most network nodes to 

allow new transactions/blocks to be added to the ledger making it very difficult for 

tampered data to be changed without acknowledgment (Zhou, 2024). This built-in 

resistance to any sort of tampering is essential for preserving the integrity of sensitive 

information such as health care records, where accuracy of data is fundamental both for 

patient care and being able to meet regulatory requirements (Adeghe et al., 2024; Odulaja 

et al., 2023). All operations can be recorded in the blockchain’s registry, providing an 

immutable record of access to and modifications of the EHR that are critical for verifying 

the legitimacy of activities taking place inside systems questioning the amending of the 

data. 

 

 

While the proliferation of Large Language Models has transformed many sectors, the need 

to deal with expansive datasets has exposed them to considerable security threats especially 

the leakage of sensitive training data (Smith et al., 2023). This problem is compounded in 

such enterprise environments where LLMs handle sensitive internal data, therefore privacy 

and security of data is critical (Bhatt et al., 2025). This requires solid mechanisms that can 

help mitigate the risks of unauthorized disclosure while protecting the utility and potential 

of these powerful AI technologies (Feretzakis & Verykios, 2024). Of particular interest, a 

practical recommendation that integrates Distributed Ledger Technology with 

cryptographic hashing to create an immutable and verifiable record of data provenance will 

improve data security and allow transparent auditing of LLM training datasets (Luo et al., 

2023). This method utilizes DLT's built-in immutability and transparency to create an 

immutable record of data transactions, so that any fraudulent data alteration or leakage is 

rapidly recognized and tracked (Geren et al., 2024, 2025). Additionally, the decentralized 

nature of blockchain technology counters the failures of traditional centralized security 
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models, which are subject to single points of failure and a variety of sophisticated attacks 

(Geren et al., 2024, 2025). The purpose of integrating blockchain with LLMs is to 

overcome their limitations, promote further technological improvement and produce new 

ways to address the security and privacy issue (Gong et al., 2024). This proposal develops 

a novel scheme to combine DLT and the above-mentioned cryptographic hashing 

mechanisms for the strong defense against data leakage in developing an LLM model with 

a theoretical and practical statistic-oriented rationale of proposed architecture. An 

extension of the LLM model with the help of a Digital Twin is also verified as a 

recommendation which supports the deterministic conclusion of a probabilistic system for 

the data leakage problem. In the context of large language models, a new generation of 

Natural Language Processing models brought many new capabilities, but it has also raised 

issues about data privacy and leakage of sensitive information (Fernandez et al., 2024). 

Specifically, LLMs are prone to inadvertently memorizing data retained in their training 

sets then publicize it. This presents a serious threat to privacy. This is particularly 

problematic as the size of a model scales, so that potential privacy threats are likely—the 

risk of direct leakage of text sequences recalled from an LLM's memory (Smith et al., 

2023). By the nature of LLM learning, there has been no limit to access or recall for these 

text sequences, and thus data may become more dangerous as compared to raw texts. This 

can introduce unauthorized information about human faces, job roles, or family history. In 

order to address these emerging vulnerabilities, digital twin technology provides a new 

platform for constructing secure and isolated environments, which mitigate risk associated 

with data memorization and exfiltration (Smith et al., 2023). In this postulate, a whole new 

framework is discussed, whereby a digital twin serves as a secure, homomorphic 

intermediary for the LLM interactions; preventing direct exposure of source trained data 

in a generated output and provides high precision computation. This proposed framework 

seeks to address the inevitable problems of data memorization that come up in fine-tuned 

LLMs, where repeated sensitive data at training time can significantly increase leakage 

rates (Ramakrishnan & Balaji, 2025). The digital twin approach adopts a layered security 

approach to keep sensitive information safe throughout an LLM's lifecycle, employing 
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multilayered security methods including homomorphic encryption and differential privacy 

(Fernandez et al., 2024; Hayagreevan & Khamaru, 2024). It allows the digital twin to 

represent sensitive data in a non-explicit way, rendering the original data impossible for 

malicious actors to extract from through repeated querying (Yang et al., 2023). As such, 

fine-tuning LLMs with sensitive data substantially increase privacy leakage rates from a 

baseline of 0-5% to 60-75% across architectures such as GPT-2, Phi-3, Gemma-2, etc. 

(Ramakrishnan & Balaji, 2025a, 2025b). This requires a robust security mechanism to 

protect LLMs from data leakages, especially since they are widely used and applied across 

sensitive settings, including health and finance (Ramakrishnan & Balaji, 2025). Thus, a 

strong digital twin framework backed by DLT encrypted verification is necessary to have 

a secure and managed environment to allow LLMs to work on sensitive data while 

maintaining and filtering privacy, contributing to generated output over their use in other 

important fields. This solution also mitigates vulnerabilities in fine-tuning LLMs to narrow 

task conditions to induce general behavioral change, which in turn leads to exfiltration of 

memorized material in unrelated contexts as well. In addition, the ability of these models 

to memorize the training data under complex privacy preserving, such as differential 

privacy or federated learning even with high-level algorithms can lead to the accumulation 

of sensitive information in the context of such models also being susceptible to leak, 

revealing a significant deficiency in existing strategies for mitigating this privacy risk (Yan 

et al., 2024). This dissertation explores how a digital twin which acts as a secure 

intermediary between LLM operations can efficiently fill this gap by establishing a 

privacy-preserving processing space when combined with a DLT hashing backed training 

system. Sensitive data is incorporated in the environment of a digital twin through 

anonymized or synthetically generated data with the same statistics as that of the original, 

and no information is accessible (Singh et al., 2024).This framework intends to store a 

tamper-proof and auditable record of data used in LLM training in the twin, allowing for 

the detection of data leakage with hash comparison  of the PII data ( Personally Identifiable 

data ) This approach not only provides a preventative approach to unanticipated exposure, 

but also helps to identify maliciously leaked IP, which fills a significant void in 
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contemporary LLM security models (Geren et al., 2024; Kaneko & Baldwin, 2024). The 

mounting complexity of LLMs and the highly sensitive nature of the training data they are 

trained on (demonstrated by recent lawsuits about intellectual property and privacy 

infringement) all further emphasize the need for such strong protections (German et al., 

2025). By including cryptographic proof sets in a digital Twin, and utilizing zero-

knowledge protocols, the system can verify the integrity and the source of the data without 

revealing any of the sensitive information underlying the data which is essential to protect 

privacy and compliance to law of the land (For eg. GDPR). Additionally, DLT and hashing 

provide a reliable dataset provenance audit trail, which guarantees that LLM responses are 

cryptographically connected with training data that is authorized, without disclosure of 

information or the model parameters (Namazi et al., 2025). This work further explores how 

blockchain technology can help large language models with better privacy protection, 

better inference validation, and also, anti-adversarial methods, since those are the most 

important for responsible AI development (Geren et al., 2025). Our solution builds on this 

work and by proposing a holistic design combining public and private blockchains for 

transparent-privacy cross-organizational cooperation (Zuo et al., 2024). This 

comprehensive architecture is designed to prevent data leakages, inference attacks and 

other threats, as well as to guarantee data privacy, integrity and transparency in the LLM 

environment as well (Zuo et al., 2024). A synergy between these two areas of technology, 

blockchain and AI, has great potential to transform industries by solving some of the 

critical problems of both, especially around the security of data and ethical development of 

AI (Zuo et al., 2024). The use of DLT establishes a permanent, consistent and transparent 

ledger of all data-transactions and transformations to facilitate a level of traceability and 

accountability never previously achievable. This feature is very important in verifying 

these LLM outputs and in ensuring that the models work with only the legitimate data set, 

especially for regulated environments (Namazi et al., 2025). Such an immutable record not 

only helps to comply with strict regulations, it also creates a forensic trail for any leaks of 

the data or unauthorized modifications of the data, a task considered highly sensitive to 

malicious actors attempting to compromise the training data integrity (Geren et al., 2024). 
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Its cryptographic connection guarantees that any departures from the legitimate training 

dataset, whether they be deliberate or otherwise, can promptly be registered on hash 

correlation, thus establishing a credible barrier against the exfiltration of data (Gong et al., 

2024; Namazi et al., 2025). Such an approach effectively increases the explainability and 

auditability of LLMs, alleviating an acute need for better data provenance on the corpus, 

RAG databases, and in-context learning repositories (Geren et al., 2024). Moreover, it can 

also adopt zero-knowledge proofs for verifying the integrity and ownership of the data 

without providing the content of the data, providing a secure verification across 

organizational boundaries (Singh, 2024; Zhang et al., 2024). Blockchain technology's 

immutable and transparent identity contributes to an audit trail, which greatly reduces the 

risk of model poisoning and manipulation, both significant threats in the adversarial world 

of AI (Geren et al., 2024; Zuo et al., 2024). As such, it increases the general trustworthiness 

and transparency of AI systems by offering an immutable record of training data 

provenance, model development processes, and inference decisions (Panda, 2025; Wang 

et al., 2024). This approach is consistent with regulatory demands such as those set forth 

in the EU AI Act, which advocates for verifiable logs as an aspect of compliance and 

accountability by AI systems (Akther et al., 2025; Ramos & Ellul, 2024). Thus, such a 

comprehensive framework not only mitigates the immediate challenges of data leakage but 

also establishes the basis for a robust and responsible AI space, which protects against 

illicit use and deployment of proprietary datasets (Geren et al., 2024; Sai et al., 2024). This 

work will indeed also be a bedrock for composite AI where the concept is that the AI 

models train other AI agents or rational agents with the synthetic data generated by LLMs 

for AI. Canary tokens can be introduced as tripwires in the dataset, alerting data producers 

and regulators to unauthorized access or use and thereby improving data governance and 

preventing data leakage (Hausenloy et al., 2024). Such a method, coupled with DLT’s 

immutable record-keeping, can be used for comprehensive surveillance, which would not 

only notify stakeholders if any data breach occurs, but also in a timely manner that involves 

adequate mitigation strategies (Ramos & Ellul, 2024). This proactive detection mechanism 

uses the inherent properties of DLT for fine-grained control over data access and usage 



 

 

48 

which limits the attack surface for data exfiltration (Samuel-Okon et al., 2024). 

Additionally, statistical ways for anomaly detection can integrate with this DLT-based 

framework for proof of system effectiveness in avoiding data leakage as can be quantified, 

ensuring a probabilistic characterization of data security (Sachan & Liu, 2023). A statistical 

proof could be established that, modeling the probability of undetected data leakage in the 

classical systems versus DLT-hashing-canary token integration framework will result in a 

statistically significant decrease of leak probability in the proposed model (Hausenloy et 

al., 2024; Liu et al., 2025). As an example, a rigorous statistical analysis would quantify 

metrics such as the average latency to detect a data breach, false positive rate of (canary) 

tokens and general reduction of incidents of data exposure (Gowri et al., 2025). Second, 

this analysis will also compare the statistical power necessary to detect leakage events with 

a high level of confidence against the transparency and immediacy of the audit and 

transparency available in DLT (Enyiorji, 2023; Ramos & Ellul, 2024). Such statistical 

analysis would offer empirical evidence to validate the unique nature of DLT-oriented 

solutions for protecting sensitive LLM training data against unauthorized access and 

spreading. Moreover, the introduction of compulsory data filtering and reporting to the 

users of the model would serve to provide another level of protection by detecting and 

filtering out any such as leaked or bad content prior to using it in the LLM training sets 

(Hausenloy et al., 2024). Such a diverse and multilayered strategy— merging DLT, 

hashing, canary tokens, and statistical-validation algorithms—provides a strong protection 

against data leakage which greatly surpasses existing industry guidelines (Hausenloy et al., 

2024). By defining data provenance, we're ensuring a robust approach that not only 

strengthens integrity but also supports trust in AI applications—which is an essential aspect 

for widespread acceptance and compliance with regulations (Gowri et al., 2025). This 

framework will be empirically assessed through intensive numerical experiments and more 

formal statistical hypothesis testing to explore data misappropriation and leakage behaviors 

in LLMs (Cai et al., 2025). These experiments will statistically demonstrate that canary 

insertion attacks and other methods for data exfiltration are significantly reduced compared 

to unprotected models, and that improvements regarding privacy protection are 
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quantifiable (Yu et al., 2025). This will comprise designing a general statistical testing 

framework, preparing relevant statistical test statistics, and selecting suitable rejection 

threshold parameters that explicitly control both Type I and Type II errors (Cai et al., 2025). 

This framework will be implemented with different inheritance parameters and 

watermarking methods for all the detection of the data (Cai et al., 2025). The application 

of the methods will consider varying distributions of natural language tokens and un-

watermarked and secretly perturbed watermarked LLMs respectively for a comprehensive 

statistical verification to validate the origins of the data (Cai et al., 2025). For large LLM 

deployment, this involves exploring the effectiveness of the framework to detect novel data 

injection attacks at a very low computational latency (Namazi et al., 2025). These 

assessments could additionally investigate the generalization ability of these findings to 

other datasets and model architectures, thus affording assurance of the proposed DLT-

hashing paradigm being more generalizable and robust to the evolution of adversarial 

techniques (Cai et al., 2025; Li et al., 2025; Ramakrishnan & Balaji, 2025). The theoretical 

basis of such a paradigm is based on minimax optimization and statistical hypothesis 

testing, the ability to describe the equality cases, together with the efficiency of the 

combination, especially in the case of non-convexity (Cai et al., 2025). This requires a 

complex method for setting minimax lower bounds, which consists in fixing the largest 

coordinate and measuring convexity in the residual variables, thus, receding the problem 

to the univariate optimization task (Cai et al., 2025). This rigorous theoretical work, 

together with experimental test evidence, is key to demonstrating the practical utility and 

security assurances of DLT in preventing LLM data leakage. 

 

 

3.5 Challenges in Protecting LLM Training Data 

 

Large language model deployment, especially in large language models, has led to 

unprecedented challenges to protect the vast and sometimes sensitive nature of the datasets 

used in training these advanced models. Not only the proprietary nature of this data is what 
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makes it so special, but also the ethical issue of use with respect to all types of users in 

respect of their privacy, ethical practices, and intellectual property protection (Ji et al., 

2025). The size and heterogeneity of these datasets render conventional data regulation and 

security mechanisms inadequate, and the advent of new methods is required to ensure 

unauthorized access, modification, and leakage must be resisted in the sense that privacy 

concerns (Namazi et al., 2025). A major challenge that we face is how to track the source 

of data for the multiple time transformations in complex training pipelines, so that the 

original source of the data is not clear (Wei et al., 2024). This lack of transparency impedes 

efforts to identify and control data leakage risks, since finding out exactly what data has 

been used in a model remains almost impossible and it is necessary to check to see if they 

are allowed (Chen et al., 2025). In addition, because many LLMs are black-box services, 

external auditing of their implementation for evidence of leaked data during their operation 

is difficult and therefore is particularly difficult to detect after the fact (Wei et al., 2024). 

Additionally, the emergent and iterative characteristics of LLM development, 

characterized by ongoing retraining and fine-tuning with fresh data, will complicate this 

scenario further resulting in an evolving attack surface for data exfiltration (Wang et al., 

2024). These challenges are complicated due to the sophisticated nature of adversarial 

attacks for LLMs to extract sensitive training data utilizing a variety of attack algorithms, 

ranging from membership inference attacks to model inversion mechanisms (Zangana et 

al., 2024; Zhang et al., 2024). These attacks exploit the weaknesses in the architecture or 

training process of the model, so it is crucial that good defense mechanisms be established 

against these advanced threats (Chen et al., 2023; Ramakrishnan & Balaji, 2025). 

Specifically, membership inference attacks can identify if individual data points were part 

of an LLM's training dataset, thus impacting individual privacy (Kaneko & Baldwin, 

2024). And like model inversion attacks that reconstruct sensitive training data from a 

trained model, posing grave threats to proprietary or confidential information (Zhao & 

Song, 2024). These vulnerabilities highlight the necessity for advanced security methods 

capable of tracking the data sources, preventing the unauthorized data extraction, and 

maintaining compliance with the strict privacy legislation (German et al., 2025; Zhao & 



 

 

51 

Song, 2024). This situation is exacerbated by the ability of LLMs to memorize and 

subsequently leak sensitive information from their training sets, that are referred to as 

training data leakage (Chen et al., 2025; Smith et al., 2023). When trained on millions of 

data types – including information accessible anywhere, professional platforms, 

copyrighted publications, etc – without established provenance auditing or consent 

regimes, the inherent risk is heightened (Li et al., 2025). LLMs also have a high potential 

for text generation that is more than necessary so they may inadvertently reveal sensitive 

training data, making them target of privacy attack as they tend to generalize quite well 

(Aguilera-Martínez & Berzal, 2025). For example, it can be inferred from past works that 

LLMs are capable of accidentally sending out verbatim sequences of their training set, 

including their own personally identifying information, via black-box access to the query 

queries (Alabdulakreem et al., 2024; Spirito et al., 2023). This "memorization problem" 

might facilitate various privacy attacks, such as membership inference, model inversion 

and, especially, the highly efficient model extractor of training data (Behnia et al., 2022). 

Such extraction attacks use weaknesses to re-create private texts or sensitive data from 

which the training set was composed (Aguilera-Martínez & Berzal, 2025; Deng et al., 

2024; Gu, 2024). These vulnerabilities present a major threat to data owners, who might 

not agree for their data to be rebuilt, and to model developers, who look to protect their 

own intellectual property and training methods (Su et al., 2024). These sophisticated 

privacy attacks as membership inference, and data extraction can expose even some of the 

sensitive personal or proprietary properties from LLM training data to an advanced privacy 

attack, leading to the dire requirements for robust preventative measures, in particular from 

the use of technologies that leverage understanding of the provenance and lineage of the  
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underlying data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Traditional LLM training and Output generation 

 

 

The concept of Distributed Ledger Technology and Hashing: While blockchain provides 

an essential mechanism for creating a transparent and auditable record of the data collected, 

Distributed Ledger Technology (DLT) has its role that can be perceived as an integrated 

form of communication, such as recording and record to an ongoing ledger. With its inbuilt 

immutability and transparency, DLT is considered a potential contender to establish the 

data provenance of LLM training data with an audit trail that is impervious to potential 

miscommunication (Namazi et al., 2025). DLT uses cryptographic hashing to create unique 

fixed-size representations of datasets, allowing the integrity of data to be verified without 

exposing the raw data (Abdali et al., 2024). It allows for a verifiable audit trail to be 

established for every single piece of data used throughout the LLM's life stage, from 

ingestion through to deployment of the model (Li et al., 2025). This means that every piece 

of training data can be cryptographically hashed and stored on a distributed ledger and an 
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immutable timestamped entry is left at that point which confirms that it is real and in a 

certain state (BARBERÁ, 2025). Because this mechanism ensures fast and secure 

verification of the integrity and provenance of data without exposing sensitive information, 

it is a solid foundation for improving data security in the context of LLM development 

(Miranda et al., 2024; Wang et al., 2024). Such a system would serve as cryptographic 

proof whether specific datasets were included or excluded in training, alleviating fears of 

unauthorized usage of such data and intellectual property infringement (Li et al., 2025). 

Furthermore, DLT is distributed, so no single party has total control over provenance 

records, which increases trust and prevents malicious access to or loss of significant data 

lineage information. With this technique, we can create verifiable credentials and a 

provenance certificate for the training data, which can be signed to ensure authenticity and 

support strong auditing by trusted issuers (Bonthu & Goel, 2025). Adding an additional 

layer of solid auditing, Merkle trees summarize every single data hash into a single root 

hash, resulting in rapid proof of data integrity (Geren et al., 2024). Additionally, this 

cryptographic connection guarantees that not only does changing any data point without 

permission have the effect of invalidating the corresponding hash, which leads to 

notifications for any tampering of data (Lüthi et al., 2020). When incorporated with DLT, 

this cryptographic assurance gives an immutable record of the data's source, which is 

important to identify and prevent data leak while training the LLM (Balan et al., 2023). 

This hierarchical layout, with different layers or parameter groups as leaf nodes and 

internal nodes indicating their hierarchical mixtures, eventually generates an unbroken root 

hash indicating the entire model (Rangwala et al., 2025). This total model hash, with a 

registration on a DLT, represents the tamper-evident fingerprint of the LLM at each step, 

allowing a verifiable comparison to the registered training dataset that allows for the 

identification of potential data leakage (Sai et al., 2024). Thus, this cryptography-

dependent binding provides a compelling rationale for proving specific datasets were used 

in LLM building or training, ensuring that strict data provenance auditing can be performed 

(Namazi et al., 2025). Such a hash comparison method, statistically verifiable, allows to 

determine a given subset of information in an LLM training corpus, and also allows for 
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quantitative data leak estimation (Li et al., 2025). This proactive method of handling data 

governance may help dynamically manage copyright compliance and data provenance 

during training process of decentralized AI models (Sai et al., 2024; Wang et al., 2024). 

Moreover, DLT's verifiability and cryptographic hashing make it capable of providing a 

reliable mechanism for the formation and storage of training data, which is very significant 

to avoid unauthorized usage and intellectual property infringements in the LLMs (Sai et 

al., 2024). By associating licenses to a hash-protected dataset identifier on the ledger, 

compliance can be verified on the spot in the training and deployment phase of models and 

tampering with off-chain content can be detected by computation and comparison (Sai et 

al., 2024). This empowers enforcement of dynamic access policies by imposing usage 

rights on proprietary datasets, allowing AI models to learn on appropriately owned and 

authorized information avoiding unauthorized data duplication or exposure (-, 2025; Sai et 

al., 2024). Such a system thus forms an unalterable audit trail of data usage which is critical 

in demonstrating compliance with data privacy regulation and intellectual property laws 

(Sai et al., 2024). Such a framework is especially important within regulated domains 

where it is the law to achieve trust and accountability, resulting in LLMs being trained in 

verifiable and compliant data (Namazi et al., 2025). This level of transparency and 

immutability deals directly with the challenges of data provenance, consent, and 

authenticity that are currently flawed in AI systems (Longpre et al., 2024). The inherent 

trustlessness and transparency of DLT, enhanced with cryptographic hashing, enables it to 

overcome the restrictions of more traditional data management systems (centralized data 

models), which typically do not preserve data integrity and accountability due to the 

complexity of AI development pipelines (Sai et al., 2024; Waiwitlikhit et al., 2024). This 

decentralized manner minimizes risk for poisoning data whereby the training data integrity 

can be monitored and validated using the DLT, a formidable attack against the malicious 

alterations (Geren et al., 2024). Moreover, smart contracts can automatically be brought in 

place via this DLT system to enforce data use policies and payment practices, for 

transparent and fair communication between data providers and AI model training. This 

kind of programmatic guarantee makes it certain that partners operate on terms agreed in 
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advance, leading to a fairer and more transparent AI environment in which the rights to 

data are kept secure and appropriately paid for (Luo et al., 2023). This infrastructure 

enables a transparent marketplace for data, where there is a direct link to value creation 

from contributions, incentivizing high-quality data provision and facilitating collaborative 

AI innovation (-, 2025). By giving data ownership and provenance autonomy to the data 

developer or trainer, trust on the AI development lifecycle can be greatly enhanced. 

Further, the immutability and auditability of DLT provide a base-level fix to the issue of 

data authenticity and AI transparency: data ownership, and the flow of material and 

information within complex AI business networks (-, 2025). This improved transparency 

and traceability is a necessity to accomplish regulatory requirements that require a clear 

view into the provenance and the use of training data at the time of training AI models 

(Longpre et al., 2024a, 2024b). This support is especially critical to reduce the risk of a 

data leak, as it guarantees that only authorized and certified data can contribute to the 

LLM's knowledge-base, keeping confidential sensitive information and intellectual capital 

(-, 2025). For instance, federated learning in combination with blockchain, can create an 

even deeper level of privacy-preserving interaction among many data owners without 

centralizing raw data—hence, addressing the typical vulnerabilities caused by data 

aggregation (-, 2025). Such a distributed approach to system design also enables us to 

generate a comprehensive, globally replicable, and verifiable record from the data's history 

through deploying a model, thereby facilitating compliance with regulation and an audit 

trail (-, 2025; Liu et al., 2023). Such a process of data access to and access to data would 

provide a finer granularity of control over data access and data usage, and so be more 

importantly, it would effectively address the issues of ownership and privacy by letting the 

data contributors take a claim of provenance and license the dataset use with smart contract 

(-, 2025). Using data provenance and immutability, inherent functionality to Blockchain, 

the problem allows individuals to have all the ability to control their intellectual capital in 

an mutually beneficial and financially profitable model. It further provides equitable 

compensation for data-sharing, promoting mutual trust and engagement for the 

development of AI (-, 2025; Neyigapula, 2023). Hence the transparent handling of data via 
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cryptographic proofs in a distributed ledger is a promising approach to tackle the 

complexities of data leakages and intellectual property in training large language models 

(-, 2025; Lüthi et al., 2020). The next sections of this paper will quantitatively investigate 

in-depth how the statistical properties of hash functions, when applied under a DLT 

scenario, could establish a quantifiable probability of detecting data leakage in a theoretical 

proof for such preventive mechanism, using its statistical properties. 

 

 

3.6 Objectives of Storing Training Data in Blockchain 

 

This study takes a quantitative approach of statistically estimating the effectiveness of 

Distributed Ledger Technology (DLT) and cryptographic hashing to manage data leaks in 

Large Language Models (LLMs) training setups. More precisely, we develop a simulation 

framework to show how the immutability of DLT and the integrity checks made by hashing 

jointly reduce the chances for unauthorized data exposure or modification in the lifecycle 

of the LLM. The theoretical underpinning of this framework is that we use statistical 

methods to assess the risk of data integrity violations between using and not using the 

proposed DLT-based system, providing empirical proof of its efficacy (Gowri et al., 2025; 

Zhang et al., 2024). This will consist in building a probabilistic model that measures the 

drop of data leaks when both DLT and hashing applications are systematically used, 

juxtaposed against conventional data management methods (Gowri et al., 2025). This will 

involve a comparison with the data integrity metric against simulated attack vectors and 

will demonstrate the resilience provided by DLT. Moreover, in the study, the hypothetical 

data leakage context (including external cyberattacks or malicious insider threat) will be 

illustrated to show how DLT and cryptographic hashing are in fact able to thwart the attack 

on trained confidentiality data proactively as opposed to being post-factum only (Zhang et 

al., 2025). The statistical modelling will present the improved security posture from the 

DLT integration and the drastic reduction of the data leakage probabilities with respect to 

classical centralized data storage solutions (-, 2025; Gowri et al., 2025). The model will 
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account for the computational overhead present during DLT operations such as transaction 

validation and consensus mechanisms, ensuring a mixed view on the trade-offs between 

increased security and operational efficiency. The core research questions involve the 

statistical probability of data leakage reduction by hash comparison on DLTs and 

evaluating the overhead involved in real-world LLM training environments. In addition, 

we will investigate its financial viability and scalability as an alternative solution to 

incorporating blockchain-based data governance frameworks within existing AI 

infrastructures, particularly with respect to the computational resources required for 

cryptographic distributed consensus mechanisms. In addition, our research will probe into 

the legal and ethical concerns posed by such a framework—such as data privacy 

regulations and the possibility of new forms of data ownership rights in a mature AI world. 

This exhaustive exploration intends to give a complete picture of both how DLTs and 

hashing can radically transform data security for LLMs, while also giving practical 

implementations to address the common data leakage issues (Feretzakis & Verykios, 

2024). This work will further discuss the first proposed secure data sharing techniques for 

AI training using blockchain ledgers, the model’s contributions and other limitations in 

earlier works. It will also provide a basic theoretical framework to understand how DLT, 

cryptographic hashing works together with the role in preventing data leakage while 

training large language models. The current chapter will further contextualize the issue of 

data leakage in LLMs, providing statistical evidence on its existence and occurrence laying 

the foundation for the understanding of DLTs being a method of dealing with the problem. 

It will introduce key concepts, for example, unique identifiers for data communications 

and use smart contracts to access keys to protect sensitive data which can only be accessed 

and used by well-defined entities Blockchain's deterministic and immutable nature allows 

a secure and transparent mechanism for data provenance allowing organizations to pinpoint 

the source and usage of datasets more clearly than ever before. Additionally, the 

combination of blockchain and machine learning can be advantageous for integrity, 

security, decentralized decision making, which are essential to the responsible adoption of 

AI systems (Neyigapula, 2023). This work will also refer a major advantage of DLTs in 
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developing a tamperproof and audit-proof trail when processing data that is vital for 

compliance with a changing context of data protection legislation (Feretzakis & Verykios, 

2024; Kulothungan, 2025). Which will, in turn, include an analysis of how DLTs can 

enforce data-use policy using programmable smart contracts, ensuring unauthorized access 

or modifications to the original data would be prevented (-, 2025). Such methodologies, 

with cryptographic foundations, can, therefore protect the sensitive training data from 

adversarial attacks as well as insider attacks, leading to increased trust in developing or 

deploying LLMs. It will finally describe the research methods including the theoretical 

background which serves as a theoretical basis, the experimental design and the 

measurement mechanism to measure the efficacy of DLT-based solutions to enhance data 

security and reduce the leakage in LLM training (Gowri et al., 2025). Technical aspects 

will be discussed in future chapters, which comprise an extensive overview of the literature 

on DLTs and hashing algorithms, followed by a detailed introduction highlighting the 

proposed design by methodology and experimental context (Geren et al., 2025; Zuo et al., 

2024). Chapter 2 will then conduct a literature review and critically review the reviewed 

papers covering the existing literature surrounding Blockchain and AI, cryptographic 

hashing and current data leakage prevention in machine learning. Identify gaps that this 

thesis aims to fill (Neyigapula, 2023; Zuo et al., 2024). This work also explore various 

frameworks enabled by blockchain such as data provenance, smart contracts, federated 

learning, token-based incentive structures, etc. that cover data ownership, access 

governance and contribution compensation and incentive mechanism which is a beneficial 

economic model for the sustainability and continued usage than restricting it to a Proof of 

Value ( PoV ). It will also explore the use of these frameworks for creating verifiable data 

provenance and ensuring the ethical processing of private data for LLM training, to 

facilitate the recognition of the growing concern around ownership and privacy of the data 

(-, 2025; Zuo et al., 2024). In addition, it will study platforms like Ocean Protocol and 

federated learning architectures in the context of the blockchain to measure their 

performance, privacy defense potential, and compliance with regulatory parameters 

Finally, the chapter will explore the practical implications of employing DLTs for ensuring 
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data privacy of large AI systems in terms of scalability, fairness of incentives, and legal 

interoperability .This thorough examination is intended to pinpoint the gaps in current 

solutions as well as provide a rationale for the unique contributions of this work to safe and 

privacy-preserving LLM training. 
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Figure 2 : Recommended Training Data storage and capture of training data  

 

 

 

 

3.7 Conceptual Model for Real Time Data leakage prevention  

 

The primary research method for this study is literature review and conceptual modeling. 

To confirm these limitations, we propose a comprehensive approach by applying statistical 

hypothesis testing to quantify the risk of data leakage across the lifespan of Large Language 

Models from pre-trained corpora and fine-tuning datasets through user-submitted prompts 

which was study carried out in earlier research.  This approach uses a perturbation testing 

of distributions to transform an LLM leakage study into a frequentist hypothesis testing 

problem by constructing empirical null and alternative output distributions within a low-

dimensional semantic similarity frame to support interpretable inferences, with no 

restricted assumption in distributions (Paulius et al., 2025). The introduction of this 

statistical method to guide the classification of leakage detection provides the groundwork 

for distinguishing accidental data generation from statistically meaningful violations of 

privacy boundaries as evidence suggests LLMs can memorize training data and leak 

sensitive information out of pre-training corpora (Chen et al., 2023; Duan et al., 2024; 

Ramakrishnan & Balaji, 2025). This involves explicitly learning training sequences 

directly as well as the inferred exposure of private attributes or structures embedded in 

model parameters (Cai et al., 2025; Li et al., 2024). We devise a leakage assessment as a 

statistical hypothesis test to formally detect and quantify the impact of this exposure. 

The Conceptual Framework for AI Model Digital Twin has been recommended as  

design approach of building a digital twin of an AI model that involves a multi-layered 

architectural approach to include a model's structure, the types of data used for training, 

and its operative behavior in a virtual replica A framework around this approach will draw 

upon principles seen in explainable AI and responsible AI to facilitate transparency and 
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ethical considerations in the model, through the operation of the twin's lifecycle (Maathuis, 

2022). The Digital Twin will act as a high-fidelity simulation environment, carefully 

reproducing the original AI model's internal states, input-output relationships, and 

decision-making processes to provide full information about vulnerability assessment 

(Fernandez et al., 2024; Homaei et al., 2024). This will assist in recognizing potential data 

leak routes and exfiltration paths throughout the design and functional implementation of 

the AI model proactively (Fernandez et al., 2024). The digital twin will include extensive 

metadata related to the training dataset, including provenance, privacy constraints, and how 

they incorporated an augmentatory step like data poisoning, membership inference attacks 

etc., for simulating the real attack situation (Fazelnia et al., 2024; Homaei et al., 2023). As 

discussed by Kaloudi and Li, the framework will facilitate adversarial training to help run 

AI-inspired attacks simulation and mitigate them along with security of attacks (Futane, 

2025). The digital twin will closely monitor the performance metrics and resource use of 

the model to offer guidance for any unusual performance indicative of adversarial 

manipulation or compromised integrity (Akhtar et al., 2024). Moreover, architecture will 

allow for the integration of near-real time monitoring capabilities so that the results of the 

twin model can be closely correlated to the real performance in production (Mohsin et al., 

2023). This feedback loop is essential to ensure that the digital twin is kept true and it 

works to detect weaknesses (Fernandez et al., 2024). This real-time reconciliation will be 

very important for detecting drift, whether in data distributions or the behavior of the 

model, which frequently comes before the introduction of new threats or the exploitation 

of earlier ones. This framework will require the use of explainable artificial intelligence for 

model aggregation decisions, for identifying inherent biases and for maintaining the 

reliability and trustworthiness of the digital twin and its analysis overall (Mohsin et al., 

2023; Zhang et al., 2024). This twin's capability to simulate the intricate relation of 

different parts of AI system with data pipelines, model architecture and inference 

mechanisms will constitute a key tool for thorough security evaluation. By taking such a 

comprehensive approach, the AI model's attack surface can be analyzed that involves 

vulnerabilities arising from data input, model parameters and output interpretation, which 
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is crucial to designing effective countermeasures to data leakage and other security threats. 

This advanced replication will support the construction of advanced analytical and 

simulation mechanisms capable of forecasting the effects of various adversarial attacks, 

specifically for information privacy, on the real AI system (Mohsin et al., 2023). Such a 

twin would be crucial for performing "what-if" analyses, investigating implications of 

different attack vectors, and assessing the effectiveness of proposed defensive mechanisms, 

while ensuring the operational integrity of the production AI system. This virtual 

environment enables secure deployment of multiple attack scenarios, including targeting 

data privacy, by enabling researchers to handle data manipulation, noise injection, or 

adversarial perturbations of its input and explore the impact of this on the AI model 

behavior and the potential for data leakage. In addition, the Digital Twin will also integrate 

real-time security analytics that include integration with Security Information and Event 

Management and Extended Detection and Response platforms that use logs, model outputs, 

and telemetry for anomaly detection (Guilherme Junior & Clinton, n.d.). This early 

warning, as well as the machine learning-driven anomaly detection, would be essential for 

flagging off strange access patterns or output patterns in the simulated environment 

(Guilherme Junior & Clinton, n.d.). Enabling systems from the design phase to detect 

unusual inference patterns or data requests that may indicate adversarial behavior that may 

contribute to data exfiltration prevention with digital twins (Guilherme Junior & Clinton, 

n.d.). The interaction of these digital twins with artificial intelligence tools holds 

considerable potential in enhancing the cybersecurity of these digital platforms (Homaei et 

al., 2024). This integration enables a proactive identification of vulnerabilities and testing 

of security measures in a controlled environment and substantially minimizes risks to real-

time urban infrastructure and smart city applications (Homaei et al., 2023; Vempati, 2024). 

Drawing on the aforementioned, the digital twin will help in the design and testing of 

countermeasures against advanced cyber-physical attacks, simulating their impact and 

evaluating the efficacy of defensive strategies before implementation in their actual 

components  As such, the proposed Digital Twin will be an essential facilitator for strong 

cybersecurity policies that can enable a dynamic and scalable platform to forecast, isolate 
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and fix data leakage issues in AI models. As already described, this model is found to be 

very effective in training multiple AI-driven Digital Twin to imitate complex cyber-attacks 

and enhance Internet of Things (IoT) security, for example, through real-time modeling of 

IoT systems or 6G Internet of Vehicles networks (El‐Hajj, 2024; Homaei et al., 2024). 

Moreover, the possibility of connecting with cybersecurity mesh architectures will boost 

threat anticipation, providing improved incident response efficiency by enabling system 

behavior modeling and analysis in real time in an intelligent environment context (Barletta 

et al., 2025). This all-encompassing digital twin model will be designed and equipped to 

harness state-of-the-art machine learning modeling to conduct a deep-domain analysis of 

large datasets, discovering subtle behavior patterns that can signal potential data leakage 

opportunities and facilitating proactive preventive security measures (Mohsin et al., 2023). 

This reciprocal feedback loops a continuous iteration of the digital twin's models by the 

real-world data guarantee to remain capable of changing as possible as the cyber threat 

grows, especially related to data privacy and model integrity. The architecture will also add 

quantum-resilient cryptography protocols to ensure that digital twin internal 

communication and data storing remains safe from the emerging threat of quantum 

computing (Guilherme Junior & Clinton, n.d.). Having this forward-looking integration 

also helps to preserve the integrity of the simulated AI environments over time, 

safeguarding them from changes and improvements to computational capabilities that may 

threaten traditional encryption methods. The establishment of this advanced security 

posture in the Digital Twin of an AI model will establish a robust and proactive defense 

against existing and emergent data leakage vulnerabilities and shall create a simulated 

sandbox environment for continued security enhancement and validation. 

 

We utilize two datasets for our experimental evaluation, namely a “suspect” dataset that 

includes sequences that we believe were present in the training data of the model and a 

“validation” dataset of the same underlying distribution that we omitted from the training 

set to use as a control group (Krüger et al., 2024; Maini et al., 2024). To achieve statistical 

significance, the suspect dataset is disaggregated into non-overlapping subsets for building 
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the reference models and for running the inference tests, which prevents the sharing of 

information and prevents the exaggeration of the performance metrics of attack (Chen et 

al., 2024; Puerto et al., 2024). To correct input sequences, we employ tokenization based 

on the vocabulary used by the target model and deduplicate repetitive entries that would 

bias the probability estimates for the statistical tests (Mattern et al., 2023).  

Experimental Setup: We implement the target model and some reference models on 

multiple subsets of data with no information overlapping between member and non-

member samples. That allows us to compute the likelihood ratio of member samples for 

member and non-member samples (Aditya et al., 2024; Zarifzadeh et al., 2023). The 

difference between training data for reference architecture is required, so that we can 

compute the test statistic by subtracting the energy or probability of the sample under the 

reference model from its value under the target model (Mireshghallah et al., 2022). The 

formal structure of this test statistic $T(x)$ is $T(x) = \log p_{\theta} (x) − \log 

p_{\theta^*} (x)$, where $p_{\theta}$ is the probability density function of the target 

model and $p_{\theta^*}$ is that of the reference model (Mireshghallah et al., 2022; 

Zarifzadeh et al., 2023). We consider the validation sequences to experimentally estimate 

the distribution of this test statistic under the null hypothesis by establishing a common 

norm for the model on samples it has not seen, to investigate the rejection threshold which 

will maintain the false positive rate at an acceptable level $alpha$ (Mireshghallah et al., 

2022). The rule used to threshold the test was $tau$, defined such that $P(T > tau | H_0) = 

alpha$, which meant we would flag samples that deviated in a meaningful way statistically 

from the reference distribution, but only to a certain extent, as possible leakage. Where 

there is no assumption of a single normal distribution for the test statistic for the text data 

with high dimensionality and sparsity, we use a non-parametric z-test based on sample 

means and standard deviations to evaluate the likelihood of finding this extreme deviation 

from the null hypothesis (Hu et al., 2025). In order to estimate the multiple scores generated 

from different hypothesis tests and suppress the impact of outliers, we normalize variable 

values to the same scale by truncating the top and bottom 2.5% of values then calculate the 

final statistics (Aditya et al., 2024; Maini et al., 2024). These normalized scores go through 
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a Wilcoxon rank-sum test to verify that the scores of member and non-member samples 

were obtained from different distributions such that evidence of an orderly difference can 

be obtained for rejection of the null hypothesis in this case, providing support that it is a 

better alternative than the null hypothesis of the test (Yang et al., 2024).  

 

 Analyzing Statistical Procedures 

 

In order to calculate the statistical significance of the observed differences between the 

target model and the reference model, we perform likelihood ratio tests in which the test 

statistic is calculated based on energy or log-likelihood attributes of the individual samples 

(Jiang et al., 2024; Mireshghallah et al., 2022). The p-value of the test statistics then 

converges toward a normal distribution, through a Z-test (Gloaguen et al., 2024), and it 

serves as confirmation of the statistical significance of the observed likelihood ratio. 

However, if the underlying distribution of model outputs is unknown, or if parametric 

assumptions can be violated, a non-parametric approach that aims at estimating the null 

distribution from non-member data via an empirical p-value (Chang et al., 2024) is used. 

In this resampling exercise we repeatedly sample the validation dataset to establish a 

distribution of the test statistics (set out as a null statistic because we do not observe 

leakage) and then compare the observed value for significance. Furthermore, we also 

perform the Wilcoxon rank-sum test to test variance means significance for differences 

within multiple models and datasets (Wagner et al., 2024), adjusting the Type I error rate 

by correcting multiple comparisons. The Bonferroni correction accounts for significance 

through the value of alpha divided by the frequency of pairwise testing, which also reduces 

the odds of making one or more false discoveries (Ren et al., 2024; Yang et al., 2024). The 

Benjamini-Hochberg (Gangwal & Sharma, 2025) method of false discovery is another 

method in case the false discovery rate is not enough; the false discovery rate is calculated 

for all rejected tests individually. Additionally, it adjusts the rate of false discovery based 

on one specific significance value: $alpha$, which, importantly, does not imply that 

differences in comparisons have correlations and is thus suitable for measurements that 
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have correlations between the same data as tests run at the same frequency produce the 

same data (Pradhan et al., 2025). 

 

 

3.8 Quantitative analysis of leakage probability 

 

Experimental results showed KS distance greater than the calculated benchmark 

(\(\alpha\)), and the null hypothesis that distribution characteristics are unchanged in both 

validation and test samples were rejected through the two-sample Kolmogorov-Smirnov 

test (Li et al., 2024; Sablayrolles et al., 2022). Specifically, we demonstrate that the 

extensive vertical distance of the sum distribution functions of member and non-member 

loss can be an excellent memorization test, and a higher KS statistic indicates that the 

sample from training is more likely to be in a test set (Pang et al., 2025; Sablayrolles et al., 

2022). Through several experiments on how successful we were in the quantitative testing 

results, we found that models tested with data that contain these leaked training samples 

have a median KS statistic of 0.45 (compared to 0.12 for clean evaluations) and a 

significant loss of p-values less than 0.01 (Khan et al., 2025), which means we will reject 

the null hypothesis on the basis of the data. Because when the number of instances per class 

is minimal there is a decrease of the statistical significance of the tests (Sablayrolles et al., 

2022), only a significant proportion of instances are selected and hence successful, but we 

have found a major limitation from the leakage factor sensitivity perspective. In these 

cases, such is so small a discrepancy between the empirical cumulative distribution 

functions as to be less than the significance level of KS statistic that will be required for a 

null hypothesis (Hu et al., 2023). Therefore, the quantity of poisoned samples is critical in 

order for leakages to be reliably identified, providing the statistical separation necessary 

for the test to provide definitive information (Rangwala et al., 2025). If KS test is a good 

indicator of the datasets in an experiment, with smaller samples and larger training set it 

has a less successful ability to separate distributions (Fernandez, 2025; Sablayrolles et al., 

2022). Similar findings are carried out from previous studies in the overfitting detection 
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domain, demonstrating that sample size is statistically important over training a model and 

that statistical metrics achieve reliability only once the model has learned to associate a 

suitable number of instances with the overall data available to the model (Webster et al., 

2019). Based on this relationship, we can see that the level of exposure to data is more 

influential on the effectiveness of statistical detection mechanisms, indicating that the 

strength of hypothesis-based leakage assessments depends more on the accumulation of 

appropriate support across a well-fitted sample size (Bassey et al., 2021; Wu et al., 2024). 

Specifically, our experimental findings are similar to previous work that reported that batch 

testing would offer a superior detection performance than single sampling in which we 

measured a true positive rate of ~1000 samples, which was almost 100% and a false 

positive rate below 1% (Sun & Lampert, 2019). Exploring how multi-dimensional 

detection works for wide ranging architectures, we find that a deeper model (ResNet50) 

offers better detection at a lesser ratio than a more lightweight model (MobileNet25), as 

high-capacity models learn decision boundaries, ultimately leading to a much different 

presentation of memorization statistics (Sun & Lampert, 2019). The diversity of the dataset 

impacts the reliability of our detection, as experimental results make clear: mixed data 

composed of leak samples of less than 10% leads to substantial statistical problems 

particularly and can lead to false negatives on security checks (Jegorova et al., 2022; Sun 

& Lampert, 2019). 
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3.9 Diagrammatic Representation of Suggested Framework  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 : Recommended Framework for RealTime Data Leakage Protection 

 

Pseudocode Logic for suggested Framework  

 

 

Below is the pseudocode that represents the actual code that was simulated to build the 

model and mock the recommended framework. The section represents  
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1. Registering Training Data in Blockchain  

2. Triggering Smart Contract in Output on the Digital Twin which illustrates 

checking the presence of training data stored in Blockchain in hashed value 

 

1. Registering Training Data 

FUNCTION register_training_data(dataset): 

    # 1. Generate a unique hash for the training data 

    data_hash = cryptographic_hash(dataset) 

    # 2. Store the hash on the blockchain to ensure immutability 

    CALL smart_contract.record_hash(data_hash) 

    PRINT "Training data hash registered: " + data_hash 

END FUNCTION 

2. Triggering Smart Contract on Output Generation 

FUNCTION verify_and_trigger(generated_output): 

    # 1. Hash the new output 

    output_hash = cryptographic_hash(generated_output) 

    # 2. Check if the hash exists in the registered training data 

    is_valid = CALL smart_contract.check_existence(output_hash) 

    # 3. Trigger contract logic if a match is found 

    IF is_valid == TRUE: 

        CALL smart_contract.execute_logic(generated_output) 

        PRINT "Match found: Smart contract triggered." 

    ELSE: 

        PRINT "No match: Output not in trained data." 
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    END IF 

END FUNCTION 

 

3.10 Potential Impact of Digital Twin  

 

The research is going to greatly revolutionize the AI security field by proposing an 

innovative approach for real-time detection and response, thus providing enhanced 

reliability and deployment potential of AI systems in mission-critical applications In short, 

this digital twin provides the critical testing ground for more than theoretical understanding 

on adversarial attack and AI model robustness, going deeper into simulated, practical 

insights on data leakage pathways. In this work, we will specifically contribute to designing 

explainable AI methods in the digital twin to explain the data leakage processes, thus the 

actionable learnings for model developers. This will provide greater visibility into how 

particular architectural decisions or data characteristics present a privacy concern and how 

that may result in stronger and more ethical AI efforts. The iterative testing and fine-tuning 

feedback incorporated in this framework will help further enhance the ability of the digital 

twin to predict data privacy threats while simultaneously iterating to discover and mitigate 

them. Quantum machine learning also can potentially be added to this digital twin to speed 

up its vulnerability detection and more dynamic defense against high-level cyber threats 

(Achuthan et al., 2024) specifically within critical infrastructures. This novel concept is 

consistent with the emergence of adaptive cybersecurity models that utilize AI for anomaly 

detection in real-time and threat prediction (Alharbi et al., 2024). The ability of the digital 

twin to emulate advanced adversarial attacks may offer important information on model 

vulnerabilities such as data exfiltration and confidential information encoded in AI models 

(Fernandez et al., 2024; Sarker et al., 2024). This whole system solution would not only 

help to defend the AI systems against current threats, but in addition would proactively 

groom them for future adversarial threats through realistic simulations from advanced 

quantum adversarial attacks (Radanliev et al., 2023). Additionally, the digital twin will 
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integrate sophisticated adversarial machine learning methods to mimic nascent attack 

vectors and allow for better discovery of sensitive and emerging data leaks which are 

sometimes neglected by conventional security protocols (Mohamed, 2025). Such an 

approach will help in creating defense mechanisms that are customized for the specific 

vulnerabilities of AI models and hence augment their robustness against an evolving threat 

landscape (Patterson et al., 2022). It involves studying the evolution of privacy threats from 

an immediate threat assessment perspective (e.g., knowledge of data sources that can 

generate individual privacy threats) from a historical perspective (e.g., Bäumer et al., 

2024). The incorporation of quantum-secure neural networks and post-quantum 

cryptography will also enhance the resilience against future quantum adversarial attacks, 

which can facilitate and support long-term data security and privacy in the case of the 

digital twin (Guilherme Junior & Clinton, n.d.; Yocam et al., 2024). This holistic schema 

in turn will lead to the proactive hardening of AI-based models against adversary attacks 

and data manipulation strategies by constantly evaluating and adapting (Mohamed, 2025). 

The digital twin would furthermore include advanced methods like federated learning for 

collaborative sharing of threat intelligence and a more decentralized (and less reliant) 

solution towards global cyber threats (Mohamed, 2025). This feature will allow for novel 

attack surfaces, misuse cases, and vulnerabilities across the diversity of AI deployments to 

be identified, resulting in a proactive, structured approach to risk identification and 

mitigation (BARBERÁ, 2025). This involves modelling diverse cyber-attack scenarios and 

generating synthetic data to study the defense capabilities needed for assessing the 

effectiveness of any defensive mechanisms, fundamental to improving security measures 

for strategic assets like in an airport (Weinberg, 2024). Digital Twins and Generative AI 

algorithms together provide synergies that make combating cyber-attacks, like strong 

security of critical infrastructure at places such as airports, in the U.S. critical infrastructure 

a new frontier for innovation (Weinberg, 2024). The digital twin will provide an AI-

powered version of Red Team simulations. Machine learning models will follow AI in the 

simulation, simulating advanced persistent threats and complex attack strategies, in order 

to evaluate objectively the security posture of the system. At scale this will lead to varied 
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and diverse attack scenarios, from AI-generated phishing to adversarial machine learning 

attacks (Radanliev, 2025). Simulations of this nature will give a much more rounded view 

of a general attack surface, thus supporting development of more resilient AI systems 

capable not just against high-level malicious cyberattacks or malevolent influences but also 

advanced ones (Oriaro, 2025; Schmitt & Koutroumpis, 2025). Also, self-healing AI 

systems will be implemented in the digital twin which will automatically recognize and 

adjust itself whenever an attack of poisoning is detected to protect its integrity and 

performance (Guilherme Junior & Clinton, n.d.). 

 

3.11 Research Design Limitations 

This research is limited by the following paramters which couldn’t be included into 

the scope due to the nature of the study , technology unavailability , Data handling error in 

model and fine tuning and the blackbox nature of LLM which has a compounding nature 

on the outcome. The research is also an extension of secondary research data due to which 

this work will / neeed to have extensive quoting/ references from the work done in 

Blockchain , Hashing , previous data leakage study and a continuation of statistical 

inference produced. The assumption of a Digital Twin mimicing the primary model is also 

an assumption that has been inherited from the historical observation and the conditions 

under the load where an LLM perform is a corelation that has not been visited in this study 

due to scope limitation.  

 

3.12 Conclusion 

Overall, this research has been planned and executed in such a manner that 

statistical inference has been cornerstone to infer that there is more chance of data leakage 

based on more exposure and the probability of leakage can be reduced only through fine 

tuning with unsupervised learning and reinforcing the model that the data should not be 
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exposed. This p value however will not be infitisimally small to pass the Null hypothesis 

because of which the need of a continous feedback loop has been recommended as 

essential.  

CHAPTER IV:  

RESULTS 

4.1 Research Question One 

 

The study of Research question where Data leakage is an one off instance or a 

statistical probability has been without question proven when the null hypothesis has been 

rejects and the Alternate Hypothesis has been accepted. This proves that the more the 

model is exposed to the training data , the more the chances of the data being generated ( 

even if the prompt drilling down the generated response has to be in dou le digits) . This is 

not an error but the design of the system reproducing the learned / memorized data from 

the vector database . There is no deterrent to  prevent showcase the data in a content 

generated by the system, the probability is higher if the system comes across similar data 

a multiple time. The fine tuning of the model based on the training data detection in the 

generated outcome cannot ensure a Non Negative Data leakage occurance  

 

4.2 Research Question Two 

 

Capturing the training data in a decentralized technology backed by provenance 

proven hashing and Distributed ledger is a way to make the probabilistic system partially 

deterministic ensuring the data leakage can be identified and prevented . There are 

multiple ways in which this training data capture can be used to refine the model and 

prevent the generated content from having this data by masking them as a layer of filter. 
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This however will incur a delay and will question the performance of the LLM. There are 

however other application of this filter in which the the training data can be used to create 

a Data Marketplace. In a data marketplace concept , there is potential where the data can 

be capitalized using a Blockchain Smartcontract which though is not in detailed scope for 

the research is a recommendation as a potential way forward for business thus reducing 

data leakage by a significant fraction and opening up an opportunity for the Data 

Marketplace monetization.  

 

4.2 Summary of Findings 

 

This finding of this dissertation calls for the invention of complex adaptive systems to 

avoid exposure to PII risks while not conflicting with the current stringent global data 

protection regulations. These systems are particularly important because LLMs are often 

used to memorize and inadvertently churning over personal data, which highlights the 

dynamic nature of PII memorization along model training pipelines (Borkar et al., 2025a, 

2025b). These adaptive systems should utilize state-of-the-art natural language processing 

methods and context-aware analysis to perform policy-based masking and filtering of 

sensitive data, which ensures regulatory adherence and mitigates security threats . Real-

time feedback loops also need to be included to further tailor detection and remediation of 

PII, to increase the ability of LLM for addressing privacy threats and regulatory changes 

which has been added. Such an adaptive mechanism as recommended in this dissertation 

will potentially leverage federated learning and differential privacy to better protect 

personalized fine-tuning from privacy leakage, providing both inadvertent disclosures and 

deliberate attacks with strong protection. More than a probabilistic data exposure this 

recommended model serves as strong sieve filtering the data which is seen as critical based 

on geographical boundaries.  The human-in-the-loop approach, regular retraining of 

models, and the potential to return to previous safe models provide a dynamic and 

comprehensive defense against new privacy challenges, all in which this recommended 
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approach can be scaled and sustainable With the growing prevalence of large language 

models in crucial cases, such as finance, healthcare and government, robust handling 

solutions are required for sensitive PII in training and real-time deployment, such as the 

European Union's General Data Protection Regulation (Jeon et al., 2026). These 

regulations have strict compliance demands on machine learning models, especially with 

respect to the use of personal data, and provide rights to individuals (data correction and 

deletion) which makes the training and deployment of such models which depend on data 

of large scale difficult (Asthana et al., 2025). This makes it necessary for developers to 

establish rigorous protections to avoid accidentally revealing such sensitive data during 

training and inference, minimizing potential liability and reputation harm. It is especially 

important here when thinking about domain specific fine-tuning, since LLMs are trained 

on much more sensitive and sophisticated data for domains such as health or banking, 

requiring more privacy measure guardrails than general models (Feretzakis & Verykios, 

2024; Xiao et al., 2023). It highlights the importance of privacy preserving approaches that 

are suitable to incorporate gradually into the whole LLM lifecycle ranging from data 

acquisition to deployment and maintenance, without appreciably degrading model usability 

(Chen et al., 2025; Zhao & Song, 2024). This problem needs a more nuanced understanding 

and addressing, which can include strong technical solutions (for example data 

perturbation, secure multi-party computation, homomorphic encryption) and governance 

mechanisms that specify clear guidelines and policies for the use of data and the control of 

data (BARBERÁ, 2025; Yan et al., 2024). Also development of privacy preserving LLMs 

using federated learning and differential privacy can be helpful for training models on 

sensitive data while not violating individual privacy and is also a major issue for 

applications in healthcare and finance (Singh et al., 2024; Zhao & Song, 2024). The latter 

is also in line with the overarching principle of trustworthy AI that aims to integrate ethical 

issues and security mechanisms into the LLM architectures with an aim of dynamically 

controlling the release of sensitive data (Feretzakis & Verykios, 2024a, 2024b; Zhao & 

Song, 2024). Yet, issues with protecting PII release from LLM remain - further 

emphasizing the need for cautious and robust data handling strategies (Dong et al., 2024). 
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The regulatory environment is complex, and jurisdictional requirements are conflicting 

with one another; thus, ensuring compliance in a uniform manner globally poses a huge 

challenge (Asthana et al., 2025). The model recommended in this research has an 

advantage of personalizing across the globe based on the definition of data that can be 

exposed or not exposed.  When considering these issues, they are even more complicated 

by the potential for inadvertent exposure of training and inference data in both training 

phases and inference tasks (Jiao et al., 2024; Zhao & Song, 2024), as LLMs can memorize 

and reproduce potentially sensitive information from the data they learn in training. 

Consequently, constant monitoring and adaptive refinement of PII filters are key 

approaches to hinder privacy disclosure, as well as complying with changing privacy laws, 

especially regarding the unpredictability of LLM outputs. Thus, a strong adaptive 

framework is recommended to dynamically identify and avoid risks in PII in LLMs, in 

accordance with global data privacy regulations which can be scalable, sustainable and 

customizable.  These frameworks should balance the competing objective of ensuring the 

utility of models, while also complying with privacy regulations and data protection rules 

in internet-based systems which can be highly inconsistent in terms of privacy guarantees 

across different jurisdictions (Asthana et al., 2025). These all-inclusive systems should 

include sophisticated data masking and anonymization methods based on the possibility of 

removing personally identifying information from data collections to reduce the risk of a 

data breach (Hassanin & Moustafa, 2024). Furthermore, federated learning architectures 

could help coordinate model training on decentralized data sources so that organizations 

can maintain local control over sensitive information and share some benefits of model 

improvement, without sharing PII. This distributed method allows for improved protection 

of data privacy, while responding to the ever-evolving regulatory environment, creating a 

basis to establish jurisdiction-specific PII handling protocols at the local level. 

Additionally, new methods are required to resolve overlapping PII categories and 

dynamically change the sensitivity based on contextual information, focusing on risk rather 

than just classification (Asthana et al., 2025). This dynamic adjustment is fundamental to 

distinguishing between public records that can seem to be sensitive data and private data 
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that are truly private, and is critical to effectively protecting PII without unduly limiting 

LLM effectiveness For example, a street address might be publicly accessible information; 

however, in the context of a medical record, it becomes extremely sensitive PII and 

demands different management criteria. The difficulty of protecting PII, in particular, is 

compounded since many privacy detection techniques are already designed for static 

content, and they are ill-suited for the dynamic and interactive environment of LLM 

interactions, in which individuals might share private information unknowingly .This 

implies the need for building real-time PII identification and deletion capabilities that can 

work effectively in the conversational flow of LLMs, detecting and neutralizing sensitive 

data that isn't yet processed or saved which is undisputedly covered in the model. In 

addition to recognizing direct mentions of PII, this implies making inferences of PII via 

contextual clues, including the application of advanced NLP techniques to predict the 

semantic intent of the provided input, as well as potential implications of confidentiality 

when the input comes to the trust detection system (Proceedings of the 3rd Workshop on 

Trustworthy Natural Language Processing (TrustNLP 2023), 2023). The model 

recommended considers this argument and can claim to have looked into the solution by 

inherently incorporating the “ Privacy by Design “ as the focus is not on the cluster of 

words but the hashes of the PII themselves. Therefore, it is important for LLMs to employ 

context-aware PII detection by using machine learning to integrate surrounding text and 

clarify ambiguities found for sensitive information recognition and store them into the 

training Blockchain. It allows the LLM to distinguish between a series of digits denoting a 

credit card number and a similar one used as a generic identifier, increasing its accuracy of 

PII detection by addressing the broader communicative context involved .This dynamic 

contextual analysis is vital to minimizing false positives, with a mere name, such as 

"Smith," only being labeled a PII because it describes an individual under a sensitive 

situation (and not when it mentions a business) (Asthana et al., 2025). Moreover, such 

advanced detection systems must integrate with adaptive masking and anonymization 

strategies, which can consider the unique nature of the detected PII in terms of sensitivity, 

regulatory requirements, and other relevant mandates and allow for specific remediation 
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that maintains data utility while being compliant (Asthana et al., 2025). This iterative 

method of detecting, scoring, and remedying PII is necessary for a secure privacy 

framework that can adjust to new data types and new threats while maintaining the ability 

of LLMs (Asthana et al., 2025). 

 

 

CHAPTER V:  

DISCUSSION 

5.1 Discussion of Results 

5.2 Discussion of Research Question One 

  

This section presents discussion on the outcome derived from our statistical testing, 

estimating the probability of data leakage for the proposed hypothesis and showing 

significant variation between models trained with different data sets. We validate by k-fold 

cross-validation, and we divide the feature space into training and test sets to ensure 

rigorous estimation (p-values serve as the most important measure of confidence with 

regards to identifying data used as training data. The Kolmogorov-Smirnov test statistics 

are calculated to compare equality of distributions validating loss statistics, which can be 

from members to non-members and offers a non-parametric measure of distinguishability 

between members and non-members. The test statistic, the greatest absolute difference 

between each of the two empirical cumulative distribution functions, is an extremely strong 

performance test used to determine if the member and non-member samples derived 

confidence scores for the model are from the same underlying distribution (Seyedi et al., 

2022). The higher the KS statistic value, the lower the p-value (i.e., invalidation of null) 

and the conclusion that the target model predicts significantly different likelihood values 
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for training data if the unseen samples are assigned significantly different values 

(Poziomska et al., 2024). Next, to adjust for larger risks posed by type I analysis across 

classes and between samples (Koch et al., 2024), we correct the p-value using the 

Benjamini-Hochberg procedure and keep the false discovery rate at 5%. Raw p-values were 

ordered by sequence to order the hypotheses and then multiplied with the number of 

hypotheses compared by rank to derive a different level of the significance (Schoenegger 

et al., 2024). At this correction, some thresholds will be defined at which null will be 

rejected with high confidence, so that the statistically separable member samples are not 

random chance effects but systematic signs of leakage of the data (Hu et al., 2023; Krüger 

et al., 2024). Based on the inference of the results that we have got the  

 

 

5.2 Discussion of Research Question Two 

 

More artificial intelligence models are training with synthetic data, especially in the context 

of cutting-edge AI agents, which is problematic from the perspective of accidental data 

leak (Meeus et al., 2025; Momha, 2025). This concern is further heightened by the fast-

growing market of synthetic data generation, expected to hit US$2,339.8 million by 2030 

due to the high data demand of large language models and a need to protect privacy, 

augment data and reduce. Yet even when synthetic data is designed to reduce the risk of 

privacy violations related to real data, the nature of the generation process can indirectly 

introduce new avenues for unauthorized access of sensitive information, especially when 

the production process is based on advanced AI agents. This research recommendation 

model is also taking into consideration analysis of how agent generation, AI-based agents 

may unintentionally generate synthetic data for AI model training but then act in such a 

way to let data leak, which can affect intended privacy advantages. We investigate how the 

sophisticated functionalities of large language models designed to form synthetic data – 
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different from real-world data - may inadvertently replicate or reconstruct some original 

sensitive information, leading to large trade-offs in privacy protection in the fine tuning of 

models (Akkus et al., 2024). This may take place when generative models learn to 

memorize examples in training data, even if the synthetic data is of similar statistical 

nature, but not an exact copy of the raw data (Zhao & Zhang, 2025). Moreover, the 

challenges of memorization and data leak in Large Language Models indicate that fine-

tuning models on an LLM-generated dataset could expose serious and frequently ignored 

privacy risks, as model production results in the recycling of memorized data during data 

generation, like data extraction attacks (Akkus et al., 2024). When diffusion models fine-

tuned on private datasets are employed for synthetic image generation the stark visual 

difference between the synthetic data and the private data is insufficient to assure privacy 

protection. Moreover, the complex relationship between data synthesis, model training as 

well as underlying memorization tendencies demand an exploration of their vulnerabilities 

in the context of advanced artificial intelligence agents located within the synthetic data 

pipeline (Kibriya et al., 2024). The current research  examines the issue of data leakage in 

AI-generated synthetic data from multiple angles, highlighting the importance of strong 

privacy-preserving mechanisms in place to prevent the release of privileged information 

during the synthetic life cycle, as generative AI frameworks (i.e., LLMs) were typically 

trained using sensitive datasets during the training process (Feretzakis et al., 2024). Thus, 

this paper presents a detailed overview of such emerging threats, classifying each vector of 

leakage and recommending pre-emptive mitigation methods that protect sensitive 

information throughout the synthetic-data generation and use cycle. The analysis will cover 

different attack techniques, including model inversion, training data extraction, and 

membership inference, which will take advantage of weaknesses in generative AI models 

and LLMs at the expense of privacy (Chen et al., 2025; Liu et al., 2024). In addition, it will 

highlight the key risks regarding data in LLMs and provide solutions that are to be 

developed to mitigate data integrity and security risk in the synthetic data generation 

context (Guilherme Junior & Clinton, n.d.). In particular, because large language models 

naturally learned pieces of their training data, these models, in their growing scale, might 
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unintentionally replicate sensitive information from their synthetic data generation, a 

dangerous challenge to data privacy The outcome of this research  further investigate how, 

even when generating novel synthetic data, these models can also inadvertently leak 

sensitive information, such as personally identifiable information or proprietary data, 

through data memorization of them and how the proposed model reduces the chances by 

the feedback loop fine tuning of the AI / LLM model.  Those occurrences underscore the 

inadequacies regarding synthetic data generation techniques for fully de-identifying 

sensitive information and can lead to advanced attacks in the domain of membership 

inference, where a non-identifiable feature can influence whether a specific piece of data 

was indeed in the training set. As such, these vulnerabilities are also compounded by the 

proliferation of large language models in widely deployed applications, open the door to 

unintended data leakage and malicious exfiltration from LLM-based architecture. The 

study will cover these privacy risks of LLMs extensively, including how sensitive 

information could be inadvertently exposed using methods (e.g., model inversion, training 

data extraction, membership inference), to develop a solid basic understanding to establish 

countermeasures which has been defined and recommended in the model recommended 

post the comparison with existing measures We will also consider existing privacy 

protection mechanisms against such risks, evaluating those approaches to preventing 

privacy leakage in generative AI models, including federated learning, differential privacy 

and confidential computing (Chen et al., 2025). However, these protective measures are 

not always effective, as new adversarial attacks, such as prompt injection and output 

manipulation, persistently threaten the robustness of even well-protected LLMs and 

generative AI systems (Guilherme Junior & Clinton, n.d.). Indeed, LLMs' underlying 

vulnerabilities to attack, even with privacy-enhancing technologies, warrant further 

examination of attack vectors emerging from the incorporation of AI agents into the 

generation of synthetic data (Miranda et al., 2024; Yan et al., 2024). Specifically, this study 

also focuses on the critical risks associated with improper output handling combined with 

compromised external sources that could assist model extraction that causes privacy and 

security breach of the synthetic data ecosystem. The goal of this dissertation is to fill this 
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gap by developing an innovative framework for the evaluation and validation of data 

leakage in AI-generated synthetic data, emphasizing the interaction between more 

sophisticated AI agents and privacy-preserving methods. This recommended framework 

involving Blockchain capture of training data will comprehensively review the potential of 

sensitive information disclosure (specifically regarding data memorization and insecure 

output generation) which is a significant issue for large language models. Moreover, how 

are the risks aggravated from this when synthetic data are brought into downstream AI 

models, spreading and amplifying the primary threat of data leakage issues between 

interdependent systems. The recommended framework can also examine the regulatory 

compliance issues, e.g. GDPR and CCPA, in synthetic data generation and consider how 

mitigation strategies should be proposed to meet evolving regulations for data security. 

This includes potential reputational harm due to privacy violations and loss of trust from 

users toward the AI system due to the unintentional transmission of sensitive data. This 

integrated approach to risk analysis and mitigation is vital for facilitating responsible 

production and implementation of AI-driven synthetic data generation technologies, given 

that the need for end-to-end security and privacy in generative AI systems continues to rise 

(South et al., 2024). In the  future roadmap detailed within this study, an urgent need for 

clarity regarding security threats in generative AI, a description of available defense 

mechanisms, comparison of privacy and verifiability, the evaluation of sources of both 

internal and external threats are visited before the model was recommended. This multi-

faceted method is important to create strong AI governance frameworks and to use privacy-

enhancing tools (federated learning, secure multi-party computation and homomorphic 

encryption for instance) to secure sensitive data over its lifespan. In addition, it will 

examine the issue of balancing the utility and privacy of data, especially how synthetic data 

needs to keep statistical quality to train the model effectively, but not on the basis of the 

personal or individual identifiable data (Guilherme Junior & Clinton, n.d.). This requires 

creating the complex methods for data anonymization, especially for perturbation, which 

can be able to adequately hide the sensitive data while maintaining the statistical quality 

necessary to train high-fidelity models. To maintain this balance, we need to employ new 
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strategies for synthetic data generation that go beyond the mere anonymization of synthetic 

data with the assistance of advanced privacy protecting methods which can withstand the 

advanced re-identification attack. The inherent philosophy of the Generation of AI  LLM 

transformers overlooks the security for want of related context relevant content to be 

created / generated.  The combination of existing and new cryptographic and privacy 

innovations combined into a modular/hybrid solution is of essential importance to enable 

a secure future for the generative AI including the complexities associated with the end-to-

end security and privacy handling of user data. Such a total recommended approach 

involves a careful auditing of synthetic datasets covering safety, privacy, fairness and 

utility alignment to proactively detect and remediate potential risks from AI-generated 

data. In addition, this paper will provide fresh metrics and techniques for evaluating the 

privacy guarantees of synthetic datasets besides classical utility-privacy tradeoff analyses 

to include consideration for new attack vectors and the changing threat landscape. By doing 

so, this evaluation should require robust benchmark frameworks that help assess federated 

learning systems against compound attack vectors instead of isolated vectors (Jimenez-

Gutierrez et al., 2025), avoiding the over-tightening of one defense front making another 

weaker. This is the critical point for security and privacy to be end-to-end based, because, 

while generative AI systems have great potential, they are also full of risk to user inputs, 

training data, and model parameters and must undergo preventive measures (Kumar et al., 

2025; South et al., 2024). Among advanced techniques for creating privacy-preserved 

synthetic data, this offers a promising solution to leverage privacy-preserving information 

in sensitive areas, while ensuring data integrity (Schlegel et al., 2025). This is especially 

important in high-interest settings where regulatory requirements and institutional 

demands demand strong data compartmentalization). Among the inherent developmental 

approach, the recommended model stays novel as this is can be an add on layer of external 

security filtering the need based on customization that can be provided.  
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Figure 4 : Usage of Synthetic Data for AI training (Reference: Gardner)  

 

5.3 Training Data as Data Marketplace  

 

In this section, we will assess the effectiveness of blockchain-based data marketplaces for 

transparent and safe access to large language model training data. Research shows that 

blockchain solves fundamental problems like data integrity, access control, and fair 

payment for data providers Importantly, the immutability of blockchain ledgers allows for 

strict tracing of data provenance from source to deployment, contributing to accountability 

and regulation compliance .By maintaining this kind of distributed and transparent record-

keeping, the risks of data manipulation and access control problems, common in classical 

centralized data management platforms, are heavily  relied on. Furthermore, smart 

contracts automate the enforcement of access policies and usage terms. This means that 

data use does not come from intermediaries but must conform with the agreed-upon terms 

and conditions, building trust and simplifying the exchanges in the market. The novelty of 
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this recommendation is the fact that trust is exponentiated to the system that the process 

and there is little human intervention. The pseudo anonymity of Blockchain is also a feature 

that is extremely relied here considering that the immutable record transaction of 

permission of data ownership , the exposure of data and the outcome generated hash are all 

recorded which makes the system not party dependent traditional system but a system 

dependent  In addition, the decentralized and public nature of these systems creates a fairer 

ecosystem as data providers and consumers face off directly, as well as in fairer 

compensation structures for the services they provide, such as through tokenization and 

NFTs (-, 2025). These systems, like those that have been experimented with in healthcare 

and automotive AI data markets, show higher joint-operative efficiency and data 

transparency in data exchange, a case for training an LLM (-, 2025). Typically, 

architectural designs include on-chain model registries that allow for global traceability of 

data with auditable and transparent phases from data collection through its integration into 

an LLM (-, 2025; Musamih et al., 2026). This immutable proof not only instills trust 

between data users and companies but also ensures an open mechanism for ownership and 

verifiable usage of data. Nevertheless, to get these tokenized data assets to properly have 

standardized valuation mechanisms is difficult, despite their transparent ownership. 

However, the potential for fractional ownership and tokenized curation by such systems 

provides new opportunities for improvement in data governance and equitable 

monetization of dataset used. Furthermore, blockchain technology can provide a platform 

for data providers by offering a share of the profits of LLMs, usually not a factor in 

traditional models and thus increasing motivation and participation by the sufficient game 

theory rational in which the entire technology is built on. To This decentralized model not 

only improves access to information, but also creates strong and wide data ecosystem for 

the development of LLM and the drawbacks associated with classical data sharing model 
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are also minimized (Gowri et al., 2025). Such a route also facilitate advanced schemes such 

as dynamic pricing and data licensing (smart contracts can also scale up compensation as 

the data change affects the level, performance or frequency of use) (-, 2025; Gowri et al., 

2025). Privacy-preserving methods such as federated learning and secure enclaves ensure 

that sensitive data is never forgotten at the contributor's location, which not only helps 

alleviate important privacy issues but also lets to train a team AI model through parallel 

training (-, 2025; Gowri et al., 2025). Using blockchain in this way provides an appealing 

alternative to the disparate and opaque AI training data market, and alleviates concerns 

over creator payment, as well as market fragmentation (Oderinwale & Kazlauskas, 2025). 

The immutable provenance and auditable transaction logs that blockchain can provide 

through smart contracts provide a more robust framework to manage property and 

copyright in decentralized AI training processes (Gowri et al., 2025; Sai et al., 2024). 

However, there are challenges to achieve scalable and energy-efficient blockchain 

infrastructures that can cover the large data transaction volume needed for large-scale LLM 

training and also to develop solid oracle mechanisms that can link off-chain data quality 

with on-chain smart contract execution (-, 2025; Sai et al., 2024). In addition, federated 

learning and blockchain, promising for secure data storage by optimizing and encrypting 

data prior to being shared, could lead to latency, synchronization, and resource overhead 

problems as well as significant costs which need to be carefully optimized before being 

implemented for an actual dataset in training a large LLM (Gowri et al., 2025). 

Additionally, the computational complexity of the on-chain data storage and the intricacy 

of smart contract executions for extensive data licensing could generate substantial 

scalability issues, leading to hybrid approaches which use off-chain computation plus little 

on-chain metadata to achieve maximum performance (-, 2025). Thus, these hybrid 

architectures require complex trade-offs among decentralization, privacy, and performance 
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to sufficiently support a data settlement framework for LLMs. Addressing these challenges 

for widespread implementation will require innovative options that harmonize the 

advantages of blockchain’s immutability and transparency with the practical complexities 

associated with large-scale AI development. A major challenge is the adoption of solid 

governance models for decentralized, autonomous organizations operating on these 

marketplaces to minimize manipulation and provide fairness of scrutiny (-, 2025). 

Establishing a normative legal platform that delineates the intellectual property rights of 

tokenized data is also a key step because NFT ownership does not automatically give rise 

to rights over the intellectual property of other tokenized data without adequate licensing 

(-, 2025). These are vital for defining usage rights, distribution of revenues and attribution 

so as to ensure that creators are fairly compensated and their contributions are 

acknowledged in a dynamic environment in AI model development (-, 2025; Wang et al., 

2024). However, the dependence on external oracles to connect the on-chain integrity of 

blockchain with off-chain real-world data (especially in the case of fact-checking and 

toxicity assessment through LLMs) creates one central failure point in a trustless system 

(Geren et al., 2024). Such developments demonstrate the continued need for decentralized 

oracle networks incorporating strong consensus structures to maintain the integrity and 

reliability of any external data consumption, contributing to a safe, trustworthy 

decentralized chain of blockchain-based LLM data marketplaces. In addition, the data 

isolation intrinsic in existing blockchain systems and their relatively poor computational 

capabilities limit their use case and compatibility with large language models, requiring 

innovative solutions for seamless data interaction and the unlocking of the full potential of 

smart contract intelligence (Xian et al., 2024). These challenges necessitate developments 

in its scalability and interoperability—both of which are also key to secure, efficient off-

chain computation bridge technologies and validations (Abed, 2023). Furthermore, 
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consideration should also be given to encouraging fairness, since token models can be 

subjected to speculative bias and computation of metrics such as Shapley values is 

resource-intensive (-, 2025). As a result, implementing lightweight contribution scoring 

mechanisms and effective token sinks are essential to stabilizing the market dynamics and 

ensuring a sustainable ecosystem for the data providers (-, 2025). However, the application 

of decentralized AI marketplaces remains in its infancy with current solutions only partially 

addressing the extensive range of scalability, security, and real decentralization issues (Li, 

2023). Such systems exist in a developing stage; all of which indicates the fact that robust 

research with deep data governance models and frameworks like DAOs is needed to 

facilitate transparent and inclusive engagement in data-sharing measures and reduce the 

risk of top-down control (-, 2025). The adaptation of existing blockchain and AI projects 

to adapt to rapidly evolving generative AI technologies (e.g., state-of-the-art LLMs) creates 

massive challenges and poses a threat to the commercialization of decentralized 

marketplaces for private models without major modifications to their utility-centered 

applications (Witt et al., 2024). This can require a re-evaluation of existing incentive 

structures and privacy-preserving methods to meet the specific requirements of proprietary 

LLMs and its related training data (-, 2025). Thus, it is urgent for research moving forward 

to consider new architectural paradigms that can address the trade-offs between 

computational overhead, as well as data privacy obligations, and the cost-consuming 

resources used by LLMs, using decentralized architectures, for example new zero-

knowledge proof implementations to better scaling and privacy (-, 2025; Geren et al., 

2024). Moreover, it is important to design efficient reward models and lightweight 

consensus algorithms that enable the balance between incentives for the contributors, 

privacy and data authenticity in these decentralized ecosystems (Wang et al., 2024). Future 

research is particularly oriented towards the economic-theoretic guarantees associated with 
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these learning-based controllers, which involve architectures designed to make these 

controllers reasonably incentive-compatible and budget-efficient with each other across a 

decentralised learning system (Kaluannakkage & Buyya, 2025). Additionally, the practical 

deployment and user acceptance of such secure data-sharing marketplaces, especially for 

sensitive sectors like health care, is still a major area for future work and deployment (Pandl 

et al., 2020). Regulatory frameworks, governance structures, and socioeconomic impact on 

a range of stakeholders with equitable access and benefits are some of these domains that 

are explored to maximize the potential benefits and mitigate the risks (Baklaga, 2024). The 

open-ended architecture allows diversity of LLMs with a set of responses validating 

networked LLMs, thus providing better privacy assurance, usage restrictions, and dataset-

contribution bias minimization (Nguyen et al., 2024). The federated learning, differential 

privacy, zero-knowledge proofs, secure enclaves, etc. applied to these techniques are 

highly decentralized and highly suited to secure sensitive information while also enabling 

training of collaborative models under distributed environments (-, 2025; Taherdoost et al., 

2025; Wellington, 2024). These privacy-preserving methods do have their own conflicts, 

particularly with respect to the computational overhead of securing multi-party 

computation and providing valid differential privacy guarantees, especially for processing 

sensitive content (Khatiwada et al., 2025). As a result, it is necessary to deploy secure 

computation protocols with secure cryptographic primitives along with newly developed 

algorithms and well-optimized secure computation protocols to obtain practical 

deployments that strike a balance between strong privacy guarantees and the high-

performance requirements of large-scale AI applications. Furthermore, decentralized 

systems solve problems related to scalability and reliability, but they also come with 

dangers of unauthorized access to sensitive data among distributed nodes that needs to be 

protected with strong access control mechanisms (Zhang et al., 2024). This requires 
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application of blockchain-based access control for immutable auditable data and fine-

grained permissions to control data flows within distributed contexts (Almalawi et al., 

2025). Indeed, the consensus verification checks are vital to guarantee stability of the 

outputs of those distributed nodes, as there are potential problems that lead to problem of 

model hallucinations and to have the overall reliability of the same output from the 

distributed nodes (Zhang et al., 2024). This underscores the call for sophisticated 

cryptographic approaches, secure multi-party computation methods, and hard 

standardization protocols that form the bedrock of federated AI models to protect data 

privacy while also ensuring model fidelity within a decentralized AI paradigm (Ogunbajo 

et al., 2025; Zhang et al., 2024). The intrinsic problems surrounding fairness of incentives, 

including costly Shapley-value computation and the speculative distortions afforded by 

token models, require improvement in incentives to support a longer-lasting market 

participation in decentralized platforms (-, 2025). This entails implementing lightweight 

contribution scoring systems and adequate token sinks to maintain the balance of the 

market and can also be aided by strong governance mechanisms such as Decentralized 

Autonomous Organizations, which aims to improve transparency and inclusivity. As vast 

data is shared, currently blockchain systems have limited scalability, which adds a layer of 

complexity to implementing privacy-preserving methods and powerful incentives for 

large-scale AI training (Gowri et al., 2025; Singh et al., 2025). Thus, computational 

hybridizations that combine off-chain processing with limited on-chain metadata may 

provide a useful route to improving efficiency and scalability that does not jeopardize the 

transparency and integrity associated with blockchain. 

 

 Diagrammatic Representation of Suggested Framework for Training data as a 

Marketplace 
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Figure 5 : Training Data Monetization Using SmartContract 
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CHAPTER VI:  

SUMMARY, IMPLICATIONS, AND RECOMMENDATIONS 

6.1 Summary 

 

Secure data handling in AI has become an urgent priority, particularly as industry 

shifts toward increasingly data-intensive large language models and autonomous AI 

agents. While advancements such as synthetic data generation are intended to protect 

privacy, they introduce unique vulnerabilities, including the risk of models memorizing 

and inadvertently leaking sensitive training information or personally identifiable 

information  

 

In the final chapter, we will discuss a few of the key findings of our study, review 

the previous key research questions, and discuss the implications of our framework for the 

responsible development and deployment of AI-driven synthetic data generation 

technologies. It will also show limitations of the current research study and suggest future 

research avenues, e.g., the longer-term effects of synthetic data on the performance of 

models and ethics regarding the proliferation of synthetic data. More specifically, the 

emphasis for future development should be to construct more advanced auditing 

frameworks that are capable dynamically evaluating the trustworthiness of synthetic data 

on multiple dimensions such as fidelity, robustness, and fairness through metrics with 

measurable uncertainty. This also demands enhanced empirical validation of formal 

privacy guarantees and realistic standards for specific domains. Moreover, we need robust 

validation frameworks to evaluate the uniform quality of synthetic data which maintains 

privacy and usefulness while maintaining the reliability of the downstream AI models. A 

recent work has been done by South et al. (2024), which aims to give an integrated 
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approach to the AI landscape, detailing the pitfalls that come along the way for synthetic 

data generation, and the need to implement security mechanisms and privacy measures for 

the AI systems with an understanding of this ecosystem. Subsequent elaborations of such 

models would use advanced machine learning methods and specific methods for deep 

generative models, such as deep generative models to increase replicability as well as the 

usability of the synthetic datasets, and to maintain the privacy for the models very much. 

This includes using approaches such as differentially private non-parametric copulas to 

create synthetic data with significant privacy protection, with no evidence that individual 

user data can be re-identified even under advanced attacks (Osorio-Marulanda et al., 2025). 

Such methods are fundamental for generating synthetic datasets that mitigate bias, 

imbalance, privacy concerns and ensure high fidelity to raw data to train AI models 

effectively (Belgodere et al., 2023, 2024). This will trigger a continuous evolution of 

refinement and validation to enhance and fine tune the synthetic data generation models as 

per their output performance in downstream tasks and privacy defense (Belgodere et al., 

2024). Adoption of more advanced synthetic data generation methods of this nature is 

essential for enabling responsible and ethical application of AI in other fields, notably, in 

health-related domains where data sensitivity is particularly vital. This calls for a common 

and integrated evaluation approach to determine the integrity, utility and confidentiality of 

synthetic tabular data produced by different models for health-related aspects (Hernandez 

et al., 2025). Understood that medical datasets are more complex and diverse, this 

framework must align the medical data created with real-world conditions to guarantee that 

the recorded data does not compromise confidentiality of users and meets regulations 
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6.3 Recommendations for Future Research 

This involves taking the digital twin capabilities to multi-modal AI systems and 

integrating advanced cryptology strategies for strong privacy protection as well.  This 

ongoing study will also explore how to develop explainable AI embedded within the digital 

twin that gives a transparent view into complex model decisions and behavior when it 

comes to security and data privacy issues (Morabito et al., 2024). On the other side, we 

will look at developing quantum-resistant cryptographic protocols in the digital twin to 

protect AI models from any future quantum challenges (Guilherme Junior & Clinton, n.d.). 

We will achieve the future compatibility in keeping with the advancements in quantum 

computing by using lattice-based cryptographic algorithms, such as NTRU and Kyber, 

which can provide a secured pipeline for the long term (Guilherme Junior & Clinton, n.d.). 

Finally, the digital twin will adapt tools such as OpenQuantumSafe to help in finding and 

implementing these post-quantum encryption schemes, ensuring that the deployed AI 

models are safe against future cryptographic advances (Guilherme Junior & Clinton, n.d.). 

As this research focuses on how attackers will adapt when they understand that an AI-

based IDS is protecting the building, red-team evaluation is a key approach to understand 

potential adversarial adaptations and proactive countermeasures (Siam et al., 2025). 

Furthermore, developing self-healing approaches in the digital twin will potentially 

improve the resilience of the digital twin to very sophisticated adversaries and also promote 

flexible attack plans and self-healing procedures (Huang et al., 2025). As AI approaches 

continue to evolve, this will require the security response of developing security solutions 

and tools that can identify and mitigate vulnerability in real time and react accordingly 

(Schmitt & Koutroumpis, 2025).  
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6.4 Conclusion 

 

It is important to practice this kind of proactive response to guard critical infrastructure 

when the advent of AI-based cybersecurity is a topic that generates a lot of research interest 

but still encounters significant deficiencies to cope with changing threats (More 

specifically for future work, we will incorporate blockchain technology in the digital twin 

and create an immutable and transparent ledger to keep track of the changes and access to 

the model for data provenance and accountability. This will add to the trustworthiness and 

auditability of the lifecycle of the AI model, meeting some of the very pressing ethical and 

regulatory compliance challenges surrounding AI deployments. Additionally, novel 

cryptographic techniques like zero-knowledge proofs and federated learning will be 

proposed to improve data security and to enable safe collaboration of AI training for digital 

twin setup. This is important since such advancements would allow the digital twin to not 

only reveal vulnerability but also suggest and validate in real-time reliable backup-with 

quantum-resilient strategies that maintain powerful protection as the IoT technologies 

continue to evolve. This means looking into the use of advanced cybersecurity 

methodology to see whether certain major challenges such as real-time anomaly 

identification and adversary resilience could be resolved, which is important when a 

resource-limited and dispersed environment is in view. The proposed digital twin 

framework will therefore focus on creating lightweight, flexible and ethical Intrusion 

Detection System frameworks which work well in more dynamic and diverse 

environments. The proposed Framework solves current gaps in research on algorithmic 

flaws, inadequate validation requirements, and inadequate threat modeling for current 

alternatives. This will include designing new techniques to integrate privacy-preserving 

methods into the Digital twin, including homomorphic encryption and secure multi-party 
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computation, allowing for vulnerability analysis and data preservation without sharing 

sensitive training data. In addition, the capability of real-time simulation and monitoring 

of the IoT network behaviors of the digital twin should be increased, which would allow 

us to predict the security threats with high accuracy to avoid the breach in advance of the 

breach compared to the scope of this study which include identification, remediation and 

fine tuning. This can involve concentrating on the coupling with SplitFed Learning and 6G 

communication protocols to secure privacy of data and improve resource usage especially 

for distributed IoT ecosystems which are Edge computing systems. This distributed 

approach allows for enhanced privacy by removing the requirement for raw data to leave 

local devices as well as model adaptability by utilizing diverse datasets. Moreover, 

implementing verifiable differential privacy guarantees would greatly strengthen the 

trustworthiness of the digital twin, as it quantifies privacy leakage risk more formally and 

creates strict budgets for privacy for all data processed in the simulated environment. 
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