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I 

ABSTRACT 

 

MANAGING SMALL BUSINESS PRIVACY COMPLIANCE WITH THE 

INTEGRATED NIST-GDPR COMPLIANCE FRAMEWORK (INGCF/INGC 

Framework) 

 

by 

 

ANTOINETTE WINNIE AKUA AKYERE ESSILFIE  

 

JANUARY 2026 

 

 

Dissertation Chair: Vasiliki Grougiou, PhD  

 

Small and medium-sized businesses (SMBs) face significant challenges in achieving 

compliance with the General Data Protection Regulation (GDPR), primarily due to 

resource constraints, technical limitations, and the regulation's inherent complexity. This 

research addresses these challenges by developing and validating the Integrated NIST-

GDPR Compliance Framework (INGCF), a practical and scalable solution tailored for 

SMBs. The study employs a multi-faceted methodology, including a comprehensive 

mapping of the NIST Privacy Framework to GDPR requirements, the constructive 

development of a layered framework architecture, and a twelve-month validation in real-

world SMB environments. The resulting INGCF provides a risk-based, operational 

approach to privacy governance, enabling SMBs to systematically manage data protection 

obligations. Key contributions include a detailed NIST-GDPR mapping, a flexible 

framework architecture, and practical, SMB-specific implementation guidance, offering a 

clear path to effective and sustainable GDPR compliance for small businesses.  
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CHAPTER I: INTRODUCTION 

1.1 Background and Context 

The implementation of the General Data Protection Regulation (GDPR) in May 

2018 marked a watershed moment in global data protection law, fundamentally reshaping 

how organizations across the European Union and beyond approach personal data 

processing. This comprehensive regulatory framework, designed to harmonize data 

protection laws across EU member states and strengthen individual privacy rights, has 

created both opportunities and challenges for organizations of all sizes. While large 

enterprises typically possess the resources, expertise, and infrastructure necessary to 

navigate complex regulatory requirements, small and medium-sized businesses (SMBs) 

face a markedly different reality characterized by resource constraints, limited technical 

expertise, and competing operational priorities. 

 

 
 

Figure 1.1a: GDPR Compliance Challenges for SMEs (Source- Original work) 
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The significance of addressing GDPR compliance challenges for SMBs cannot be 

overstated. Small and medium-sized enterprises constitute the backbone of the European 

economy, representing approximately 99% of all businesses in the EU and employing 

around 100 million people. These organizations process vast amounts of personal data in 

their daily operations, from customer information and employee records to marketing 

databases and financial transactions. Despite their economic importance and extensive data 

processing activities, SMBs often struggle to achieve meaningful GDPR compliance due 

to the regulation's complexity, the abstract nature of many legal requirements, and the 

substantial investment required for comprehensive implementation. 

The challenges facing SMBs in achieving GDPR compliance are multifaceted and 

interconnected. Resource limitations represent perhaps the most significant barrier, as 

small businesses typically operate with constrained budgets and limited personnel who 

must balance compliance activities with core business functions. Technical barriers further 

compound these challenges, as many SMBs lack the sophisticated IT infrastructure and 

cybersecurity expertise necessary to implement robust data protection measures. The legal 

complexity of GDPR itself presents another substantial obstacle, with its intricate web of 

principles, rights, obligations, and exceptions requiring specialized knowledge to interpret 

and operationalize effectively. 

Moreover, the abstract nature of many GDPR requirements creates a significant 

implementation gap for practical-minded business operators. While the regulation 

establishes clear principles such as data minimization, purpose limitation, and 

accountability, translating these concepts into concrete operational procedures and 

technical controls requires expertise that many SMBs simply do not possess internally. 

This gap between legal requirements and operational implementation has created a pressing 
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need for practical frameworks that can bridge the divide between regulatory compliance 

and business reality. 

The emergence of established privacy frameworks, particularly the National 

Institute of Standards and Technology (NIST) Privacy Framework, presents a potential 

solution to this implementation challenge. The NIST Privacy Framework, developed 

through extensive stakeholder engagement and based on decades of risk management 

expertise, provides a structured, risk-based approach to privacy management that 

emphasizes practical implementation and continuous improvement. Its function-based 

architecture, comprising Identify, Govern, Control, Communicate, and Protect functions, 

offers a systematic methodology for organizations to develop, implement, and maintain 

comprehensive privacy programs. 

 

 
 

Figure 1.1b: NIST Privacy Framework Architecture Overview (Source- Original work) 
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However, while the NIST Privacy Framework provides an excellent operational 

foundation for privacy management, it was not specifically designed to address the detailed 

legal requirements of GDPR.  

 

 
 

Figure 1.1c: GDPR Regulatory Structure and Key Provisions (Source- Original work) 

This creates an opportunity to leverage the framework's practical strengths while 

ensuring comprehensive coverage of GDPR's specific obligations, particularly for SMBs 

that would benefit from a structured, risk-based approach to compliance that aligns with 

their operational realities and resource constraints. 

 

1.2 Problem Statement 

The central problem addressed by this research stems from the significant 

disconnect between the legal requirements of GDPR and the operational realities faced by 

small and medium-sized businesses in achieving meaningful compliance. This disconnect 
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manifests in several critical dimensions that collectively create substantial barriers to 

effective data protection implementation. 

First, the complexity and abstract nature of GDPR requirements present formidable 

challenges for SMB operators who typically lack specialized legal and technical expertise. 

The regulation's 99 articles, 173 recitals, and extensive interpretive guidance from 

supervisory authorities create a labyrinthine legal landscape that requires significant 

investment in professional services or internal expertise development. For SMBs operating 

with limited resources and competing priorities, this complexity often results in either non-

compliance due to lack of understanding or superficial "checkbox" compliance that fails to 

achieve the regulation's underlying objectives of protecting individual privacy rights. 

Second, existing compliance frameworks and guidance materials often fail to 

address the unique constraints and operational characteristics of small businesses. Many 

available resources are either too generic to provide actionable guidance or too complex 

for organizations with limited technical infrastructure and personnel. Large enterprise-

focused frameworks typically assume the availability of dedicated privacy officers, 

sophisticated IT systems, and substantial budgets for compliance activities, assumptions 

that rarely hold true for SMBs. Conversely, simplified checklists and basic guidance 

materials, while accessible, often lack the depth and comprehensiveness necessary for 

sustainable compliance in dynamic business environments. 

Third, the absence of a systematic methodology for translating GDPR's legal 

requirements into operational controls and procedures creates significant implementation 

challenges. While GDPR establishes clear principles and obligations, it provides limited 

guidance on how organizations should operationalize these requirements within their 

specific business contexts. This gap is particularly problematic for SMBs, which often lack 
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the internal expertise necessary to develop comprehensive privacy management programs 

from first principles. 

Fourth, the risk-based approach mandated by GDPR, while conceptually sound, 

requires sophisticated risk assessment and management capabilities that many SMBs have 

not developed. Articles 24, 25, 32, and 35 of GDPR explicitly require organizations to 

implement technical and organizational measures that are appropriate to the risks posed by 

their data processing activities. However, conducting meaningful privacy risk assessments 

and implementing proportionate controls requires expertise in both privacy law and risk 

management methodologies that extends beyond the capabilities of most small businesses. 

Finally, the lack of integration between privacy compliance efforts and broader 

business risk management activities creates inefficiencies and missed opportunities for 

SMBs. Many small businesses approach GDPR compliance as an isolated legal 

requirement rather than as an integral component of their overall risk management and 

operational excellence initiatives. This siloed approach not only increases compliance costs 

but also fails to capture the potential business benefits of robust data protection practices, 

including enhanced customer trust, improved operational efficiency, and competitive 

differentiation. 

The cumulative effect of these challenges is a compliance landscape characterized 

by significant gaps, inconsistent implementation, and substantial ongoing risks for both 

SMBs and the individuals whose data they process. Regulatory enforcement actions, while 

still relatively limited, demonstrate the real consequences of inadequate compliance, with 

fines and sanctions that can be devastating for small businesses. More importantly, the 

failure to implement effective data protection measures exposes individuals to privacy risks 

and undermines the fundamental objectives of GDPR. 
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This research addresses these challenges by developing and validating an integrated 

framework that systematically maps the operational strengths of the NIST Privacy 

Framework to the specific legal requirements of GDPR, creating a practical pathway for 

SMBs to achieve comprehensive and sustainable compliance. By leveraging the structured, 

risk-based approach of the NIST framework while ensuring complete coverage of GDPR 

obligations, this research aims to bridge the critical gap between regulatory requirements 

and operational implementation for small and medium-sized businesses. 

 

1.3 Research Objectives and Questions 

This research is guided by a primary objective of developing a comprehensive, 

practical framework that enables small and medium-sized businesses to achieve effective 

GDPR compliance through the systematic integration of established privacy management 

methodologies with specific regulatory requirements. This overarching goal is supported 

by several specific research objectives that collectively address the key challenges 

identified in the problem statement. 

The primary research objective is to develop and validate an Integrated NIST-

GDPR Compliance Framework (INGCF) that systematically maps the operational 

components of the NIST Privacy Framework to the specific legal requirements of GDPR, 

creating a structured pathway for SMBs to achieve comprehensive compliance while 

leveraging established risk management principles and practices. This framework aims to 

bridge the critical gap between abstract legal requirements and concrete operational 

implementation by providing detailed guidance on how organizations can operationalize 

GDPR obligations within the context of a proven privacy management methodology. 

Supporting this primary objective are several specific research goals that address 

different dimensions of the compliance challenge. The first specific objective involves 
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conducting a comprehensive analysis of existing literature on GDPR compliance 

challenges and strategies for small businesses, identifying current gaps in available 

frameworks and guidance materials, and establishing the theoretical foundation for an 

integrated approach to privacy management. This literature review objective ensures that 

the research builds upon existing knowledge while addressing identified limitations in 

current approaches. 

The second specific objective focuses on developing a systematic methodology for 

mapping NIST Privacy Framework functions, categories, and subcategories to specific 

GDPR articles, principles, and requirements. This mapping process requires detailed 

analysis of both frameworks to identify areas of convergence, potential gaps, and 

opportunities for synergy. The objective includes not only the creation of comprehensive 

mapping tables but also the identification of GDPR-specific requirements that extend 

beyond the general scope of the NIST framework and require additional attention in any 

integrated approach. 

The third specific objective involves designing a comprehensive architectural 

framework that integrates NIST and GDPR requirements into a coherent, layered approach 

to privacy management. This architecture must address the full spectrum of privacy 

management activities, from high-level governance and strategy through operational 

controls and technical implementation to continuous monitoring and improvement. The 

framework design must be sufficiently detailed to provide actionable guidance while 

remaining flexible enough to accommodate the diverse operational contexts and resource 

constraints of different SMBs. 

The fourth specific objective centers on adapting the integrated framework 

specifically for small and medium-sized business environments, taking into account their 

unique constraints, capabilities, and operational characteristics. This adaptation process 
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involves simplifying complex requirements where appropriate, prioritizing high-impact 

activities, providing concrete examples and templates, and developing implementation 

guidance that acknowledges resource limitations while maintaining compliance 

effectiveness. 

The fifth specific objective involves validating the practical applicability and 

effectiveness of the framework through illustrative application in real SMB environments. 

This validation process includes documenting implementation experiences, measuring 

compliance outcomes, and gathering feedback on the framework's usability and 

effectiveness. While not constituting a comprehensive empirical evaluation, this validation 

objective provides important insights into the framework's practical utility and areas for 

potential improvement. 

These research objectives are operationalized through several specific research 

questions that guide the investigation and analysis. The primary research question asks: 

How can the NIST Privacy Framework be systematically integrated with GDPR 

requirements to create a comprehensive, practical compliance framework specifically 

tailored for small and medium-sized businesses? 

This primary question is supported by several subsidiary research questions that 

address specific aspects of the integration challenge. The first subsidiary question examines 

what specific challenges small businesses face in achieving GDPR compliance, and how 

these challenges can be addressed through structured privacy management approaches. 

This question drives the literature review and problem analysis components of the research. 

The second subsidiary question investigates how the functions, categories, and 

subcategories of the NIST Privacy Framework align with specific GDPR articles and 

requirements, and where gaps or additional considerations exist. This question guides the 

detailed mapping analysis that forms the foundation of the integrated framework. 
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The third subsidiary question explores what architectural approach can most 

effectively integrate NIST and GDPR requirements into a coherent framework that 

addresses the full spectrum of privacy management activities. This question drives the 

framework design and development process. 

The fourth subsidiary question asks how an integrated NIST-GDPR framework can 

be adapted and tailored to address the specific constraints and capabilities of small and 

medium-sized businesses. This question guides the SMB-specific adaptation and 

simplification efforts. 

The final subsidiary question examines what evidence exists for the practical 

effectiveness and applicability of the integrated framework in real SMB environments, and 

what lessons can be learned from initial implementation experiences. This question drives 

the validation and evaluation components of the research. 

These research objectives and questions collectively provide a comprehensive 

framework for investigating the central problem of GDPR compliance in SMB 

environments while developing and validating a practical solution that addresses identified 

gaps in current approaches. The systematic nature of these objectives ensures that the 

research addresses both theoretical understanding and practical application, contributing to 

both academic knowledge and professional practice in the field of privacy management. 

 

1.4 Methodology Overview 

This research employs a multi-faceted methodological approach that combines 

qualitative analysis, comparative framework mapping, constructive research, and 

illustrative validation to address the complex challenge of integrating NIST and GDPR 

requirements for SMB compliance. The methodology is grounded in a pragmatic research 

paradigm that emphasizes practical utility and real-world applicability. 
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The overarching methodological approach is primarily qualitative and analytical, 

with constructive research elements that focus on developing a novel artifact, the Integrated 

NIST-GDPR Compliance Framework (INGCF), as a practical tool for addressing 

identified compliance gaps. This approach recognizes that the research problem requires 

both deep understanding of existing frameworks and creative synthesis to develop new 

solutions that address practical implementation challenges. 

The research design incorporates four main components that collectively address 

the research objectives and questions. The first component involves descriptive analysis of 

both the NIST Privacy Framework and GDPR to understand their structures, objectives, 

and operational implications. This descriptive work provides the foundation for subsequent 

comparative and integrative analysis by establishing a comprehensive understanding of 

each framework's components, relationships, and intended applications. 

The second component employs comparative analytical methods to systematically 

map NIST Privacy Framework functions, categories, and subcategories against specific 

GDPR articles, principles, and requirements. This mapping process involves detailed 

interpretive analysis that goes beyond surface-level comparisons to examine the intent, 

scope, and operational implications of corresponding elements in each framework. The 

comparative analysis generates comprehensive mapping tables that identify areas of 

convergence, potential gaps, and opportunities for synergy between the two frameworks. 

The third component utilizes constructive research methods to develop the 

integrated framework architecture based on insights from the comparative analysis and 

supporting literature review. This constructive phase involves conceptualizing a layered 

model that systematically integrates NIST and GDPR elements while addressing the 

specific needs and constraints of SMB environments. The framework development process 
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is iterative, involving multiple rounds of refinement to ensure logical coherence, practical 

applicability, and comprehensive coverage of relevant requirements. 

The fourth component involves illustrative validation through application of the 

framework in real SMB environments over a twelve-month period. This validation 

approach, while not constituting a comprehensive empirical evaluation, provides important 

insights into the framework's practical utility, implementation challenges, and potential 

benefits. The validation process includes both quantitative metrics related to compliance 

outcomes and qualitative feedback on framework usability and effectiveness. 

Data collection methods center primarily on documentary analysis of authoritative 

sources, including the official NIST Privacy Framework Version 1.0 and the consolidated 

text of GDPR from EUR-Lex. Supporting documentation from NIST and the European 

Data Protection Board provides additional context and interpretive guidance. The research 

also incorporates a comprehensive literature review based on systematic examination of 

academic databases, industry publications, and regulatory guidance materials to establish 

the theoretical foundation and identify existing approaches to the research problem. 

For the SMB validation component, data collection involves multiple sources 

including implementation logs, surveys and questionnaires related to data mapping and 

staff confidence levels, inventory reviews of technical controls such as encryption 

implementation, and analysis of compliance-related documentation such as policies and 

risk registers. This multi-source approach provides a comprehensive view of framework 

implementation and outcomes. 

Data analysis methods are primarily qualitative and interpretive, focusing on 

thematic analysis, comparative analysis, and conceptual modeling. The NIST-GDPR 

mapping analysis involves systematic coding of framework components using relevant 

keywords and themes, development of comparative matrices that identify relationships 
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between corresponding elements, and application of alignment criteria to determine the 

nature and strength of relationships between NIST and GDPR components. 

The framework development process employs conceptual thematic synthesis to 

identify key organizing principles and design elements, layered model design to create a 

logical and coherent architecture, and iterative refinement to ensure that the framework 

effectively integrates insights from the mapping analysis while addressing practical 

implementation requirements. The analysis of validation data involves descriptive 

statistical analysis of quantitative metrics and thematic analysis of qualitative feedback to 

assess framework effectiveness and identify areas for improvement. 

The methodology incorporates several important considerations related to validity, 

reliability, and ethical conduct. Conceptual validation is achieved through rigorous 

development processes that ensure logical coherence and grounding in established 

frameworks and literature. The illustrative validation provides initial evidence of practical 

utility while acknowledging the limitations of a single-context application. Ethical 

considerations include ensuring accuracy and objectivity in framework interpretation, 

responsible development and communication of guidance materials, and appropriate 

handling of SMB data used in the validation process. 

Methodological limitations are explicitly acknowledged and addressed throughout 

the research process. The interpretive nature of documentary analysis involves some degree 

of subjectivity, which is mitigated through systematic approaches and transparent 

documentation of analytical decisions. The use of specific versions of NIST and GDPR 

documents means that future updates could affect the relevance of mapping results, 

requiring ongoing maintenance of the framework. The scope of literature review, while 

comprehensive, may not capture all relevant emerging research in this rapidly evolving 
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field. The validation approach, while providing valuable insights, is illustrative rather than 

comprehensive and would benefit from broader empirical testing in future research. 

This methodological approach provides a systematic, rigorous, and transparent 

pathway from foundational analysis through framework development to practical 

validation. The combination of analytical depth and practical focus ensures that the 

research contributes both to theoretical understanding of privacy framework integration 

and to practical solutions for SMB compliance challenges. The explicit acknowledgment 

of limitations and the iterative nature of the approach support the credibility and utility of 

the research outcomes while identifying opportunities for future investigation and 

development. 

 

1.5 Research Significance and Contributions 

This research makes several significant contributions to both academic 

understanding and professional practice in the field of privacy management and regulatory 

compliance. The significance of these contributions stems from the critical importance of 

effective GDPR compliance for small and medium-sized businesses, the substantial gaps 

in existing approaches to this challenge, and the potential for the developed framework to 

serve as a model for integrating operational frameworks with regulatory requirements in 

other contexts. 

The primary theoretical contribution of this research lies in the systematic 

integration of two major privacy management approaches, the risk-based, operational focus 

of the NIST Privacy Framework and the rights-based, legal requirements of GDPR. This 

integration represents the first comprehensive attempt to map these frameworks at a 

detailed level, creating a bridge between American and European approaches to privacy 

management that has broader implications for international privacy governance. The 
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detailed mapping tables and analysis provide a foundation for understanding how different 

privacy frameworks can complement and reinforce each other, contributing to the broader 

theoretical understanding of privacy governance models. 

The development of the Integrated NIST-GDPR Compliance Framework (INGCF) 

represents a significant methodological contribution to the field of privacy management. 

The four-layered architectural approach, encompassing Governance and Strategy, Risk 

Management and Assessment, Operational Control and Lifecycle Management, and 

Technology Enablement and Automation, provides a comprehensive model for organizing 

privacy management activities that can be adapted to various organizational contexts and 

regulatory environments. This architectural approach advances the theoretical 

understanding of how privacy management systems can be structured to address both 

operational efficiency and regulatory compliance requirements. 

From a practical perspective, this research addresses a critical gap in available 

guidance for small and medium-sized businesses seeking to achieve GDPR compliance. 

The SMB-specific adaptation of the integrated framework provides concrete, actionable 

guidance that acknowledges resource constraints while maintaining compliance 

effectiveness. This practical contribution is particularly significant given the economic 

importance of SMBs and their widespread struggle with GDPR implementation. The 

framework provides a structured pathway that enables these organizations to move beyond 

superficial compliance toward comprehensive privacy management programs that protect 

individual rights while supporting business objectives. 

The research also makes an important contribution to the understanding of how 

established risk management frameworks can be leveraged for regulatory compliance 

purposes. The systematic approach to mapping NIST Privacy Framework components to 

specific GDPR requirements demonstrates how organizations can build upon existing 
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capabilities and investments rather than developing entirely new compliance programs. 

This approach has implications beyond GDPR compliance, providing a model for how 

organizations can adapt established frameworks to meet emerging regulatory requirements 

in various domains. 

The validation component of this research contributes valuable empirical insights 

into the practical implementation of integrated privacy frameworks in real business 

environments. The twelve-month application study provides evidence of the framework's 

effectiveness while identifying implementation challenges and success factors that inform 

both theoretical understanding and practical guidance. These insights contribute to the 

broader understanding of how privacy management frameworks perform in practice and 

what factors influence their successful adoption and implementation. 

The research makes a significant contribution to the literature on privacy 

governance in small business contexts by providing detailed analysis of the unique 

challenges and opportunities these organizations face in implementing comprehensive 

privacy management programs. The SMB-specific insights generated through this research 

advance understanding of how organizational size, resource constraints, and operational 

characteristics influence privacy management approaches and outcomes. This 

understanding has important implications for policy development, regulatory guidance, 

and the design of privacy management tools and services. 

From a policy perspective, this research contributes to ongoing discussions about 

how regulatory frameworks can be made more accessible and implementable for small 

businesses without compromising their protective objectives. The demonstration that 

complex regulatory requirements can be operationalized through structured frameworks 

provides evidence for approaches that balance regulatory effectiveness with 
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implementation feasibility. This contribution is particularly relevant as privacy regulations 

continue to evolve and expand globally. 

The research also makes an important contribution to the emerging field of privacy 

engineering by demonstrating how privacy requirements can be systematically integrated 

into operational frameworks and potentially automated through technological solutions. 

The Technology Enablement and Automation layer of the INGCF provides a foundation 

for understanding how privacy management can be enhanced through technological tools 

while maintaining human oversight and accountability. This contribution advances the 

understanding of how technology can support rather than replace human judgment in 

privacy management. 

The methodological contributions of this research extend beyond the specific 

domain of privacy management to the broader field of regulatory compliance research. The 

systematic approach to framework mapping and integration provides a model for how 

researchers can analyze and synthesize different regulatory and operational frameworks. 

The combination of analytical rigor with practical validation demonstrates how academic 

research can contribute directly to professional practice while maintaining scholarly 

standards. 

The international significance of this research stems from the global influence of 

both GDPR and NIST frameworks. As privacy regulations inspired by GDPR continue to 

emerge worldwide, and as organizations increasingly adopt NIST frameworks for 

cybersecurity and privacy management, the integration approach developed in this research 

has potential applications far beyond the European context. The research provides a 

foundation for understanding how different national and international privacy frameworks 

can be harmonized and integrated to support multinational organizations and cross-border 

data flows. 
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Finally, this research contributes to the broader understanding of how small 

businesses can effectively manage complex regulatory requirements in an increasingly 

regulated business environment. The insights generated through this research have 

implications for compliance management across various regulatory domains, providing a 

model for how structured frameworks can make complex requirements more accessible 

and implementable for resource-constrained organizations. 

These contributions collectively advance both theoretical understanding and 

practical capability in privacy management while addressing a critical need in the small 

business community. The research demonstrates how academic investigation can directly 

support professional practice while contributing to broader theoretical understanding of 

privacy governance, regulatory compliance, and organizational risk management. 

 

1.6 Thesis Structure 

This thesis is organized into five chapters that systematically address the research 

objectives and questions through a logical progression from theoretical foundation through 

methodological approach to empirical findings and critical analysis. Each chapter builds 

upon the previous work while contributing distinct insights and evidence toward the overall 

research goals. 

Chapter 1: Introduction provided the foundational context for the research by 

establishing the background and significance of GDPR compliance challenges for small 

and medium-sized businesses. This chapter articulated the central problem addressed by 

the research, defines specific research objectives and questions, outlines the 

methodological approach, and establishes the significance of the research contributions. 

The introduction chapter served to orient readers to the research domain while establishing 

the rationale and scope for the subsequent investigation. 
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Chapter 2: Literature Review presents a comprehensive examination of existing 

research and practice related to GDPR compliance in small business contexts. This chapter 

synthesizes findings from over 50 research papers specifically addressing GDPR 

compliance challenges and strategies for SMBs, providing a thorough understanding of the 

current state of knowledge in this domain. The literature review is structured around nine 

main themes that collectively address theoretical frameworks, implementation challenges, 

compliance strategies, and business impacts. Key sections examine privacy governance 

models adapted for small business contexts, the specific challenges SMBs face in achieving 

compliance, essential GDPR requirements and their implementation, various compliance 

strategies and frameworks, implementation approaches and best practices, business impact 

and potential benefits, methodological approaches used in existing research, and future 

directions and emerging trends. The literature review establishes the theoretical foundation 

for the research while identifying specific gaps that the current investigation addresses. 

Chapter 3: Methodology provides a detailed account of the research approach, 

design, and methods employed to achieve the research objectives. This chapter explains 

the pragmatic research paradigm that guides the investigation and describes the multi-

faceted methodology that combines qualitative analysis, comparative framework mapping, 

constructive research, and illustrative validation. The methodology chapter details the data 

collection methods, primarily involving documentary analysis of NIST and GDPR texts 

supplemented by comprehensive literature review, and explains the analytical procedures 

used for framework mapping, gap identification, and integrated framework development. 

The chapter also describes the approach to SMB adaptation and the methodology for the 

illustrative twelve-month application study. Important considerations related to framework 

validation, ethical conduct, and methodological limitations are explicitly addressed to 

provide transparency about the research approach and its boundaries. 
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Chapter 4: Results presents the core findings of the research through detailed 

analysis and framework development. This chapter begins with comprehensive mapping 

of NIST Privacy Framework functions to specific GDPR requirements, providing detailed 

tables that demonstrate areas of convergence, alignment, and divergence between the two 

frameworks. The mapping analysis covers all five NIST functions, Identify-P, Govern-P, 

Control-P, Communicate-P, and Protect-P, and identifies specific GDPR areas that require 

attention beyond the general NIST mapping. The chapter then presents the architecture for 

the Integrated NIST-GDPR Compliance Framework (INGCF), describing its four-layered 

structure and explaining how the layers integrate NIST and GDPR requirements into a 

coherent approach to privacy management. Subsequent sections detail the adaptation of the 

framework for SMB environments, providing practical guidance and simplified 

implementation approaches that acknowledge resource constraints while maintaining 

compliance effectiveness. The chapter concludes with presentation of results from the 

twelve-month illustrative application study, demonstrating the framework's practical utility 

and effectiveness in real SMB environments. 

Chapter 5: Discussion provides critical analysis of the research findings by situating 

the INGCF within the broader context of existing literature and practice. This chapter 

examines how the integrated framework aligns with and extends current approaches to 

GDPR compliance for SMBs, identifying points of convergence and divergence with 

existing frameworks and methodologies. The discussion analyzes the framework's core 

tenets and their alignment with SME GDPR compliance needs, demonstrating how the 

risk-based, structured approach addresses identified challenges in the literature. A 

significant portion of the chapter is devoted to comparing the INGCF with existing 

compliance frameworks and approaches, including ISO 27001 adaptations, phase-based 

implementation models, technological solutions, and practical guidance materials. The 
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discussion examines both the strengths and limitations of the integrated approach, 

considering factors such as implementation complexity, resource requirements, scalability, 

and long-term sustainability. The chapter also addresses the broader implications of the 

research for privacy governance theory and practice, considering how the integration 

approach might be applied in other contexts and what lessons can be learned for future 

framework development efforts. 

 

1.7 Chapter Conclusion 

This introduction chapter has established the foundation for a comprehensive 

investigation into the integration of NIST Privacy Framework and GDPR requirements to 

address the critical compliance challenges faced by small and medium-sized businesses. 

The chapter has demonstrated that while GDPR represents a landmark achievement in 

privacy protection, its implementation presents significant challenges for SMBs that lack 

the resources, expertise, and infrastructure typically available to larger enterprises. 

The problem statement has articulated the multifaceted nature of these challenges, 

encompassing the complexity and abstract nature of GDPR requirements, the inadequacy 

of existing compliance frameworks for SMB contexts, the absence of systematic 

methodologies for translating legal requirements into operational controls, the 

sophistication required for risk-based compliance approaches, and the missed opportunities 

for integrating privacy compliance with broader business objectives. These challenges 

collectively create a compliance landscape characterized by significant gaps and ongoing 

risks for both businesses and individuals. 

The research objectives and questions outlined in this chapter provide a clear 

roadmap for addressing these challenges through the development and validation of an 

Integrated NIST-GDPR Compliance Framework specifically tailored for SMB 
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environments. The systematic approach to framework mapping, architectural design, SMB 

adaptation, and practical validation ensures that the research will contribute both 

theoretical insights and practical solutions to this critical domain. 

The methodological overview has established the rigorous analytical foundation for 

the research while acknowledging the practical focus necessary to address real-world 

implementation challenges. The combination of qualitative analysis, comparative 

mapping, constructive research, and illustrative validation provides multiple perspectives 

on the integration challenge while ensuring that theoretical insights are grounded in 

practical experience. 

The significance and contributions section has demonstrated that this research 

addresses not only an immediate practical need but also contributes to broader theoretical 

understanding of privacy governance, regulatory compliance, and organizational risk 

management. The potential for the research to serve as a model for framework integration 

in other contexts extends its significance beyond the specific domain of GDPR compliance. 

The thesis structure outlined in this chapter provides a logical progression through 

the research process, from comprehensive literature review through methodological 

explanation to detailed results presentation and critical analysis. This structure ensures that 

readers can understand both the theoretical foundations and practical implications of the 

research while following the systematic development of the integrated framework. 

As this thesis proceeds through the subsequent chapters, the foundation established 

in this introduction will support a comprehensive investigation that advances both 

academic understanding and professional practice in privacy management. The focus on 

small and medium-sized businesses ensures that the research addresses a critical gap in 

available guidance while contributing to the broader objective of effective privacy 

protection in an increasingly data-driven economy. 
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CHAPTER II: LITERATURE REVIEW 

This chapter provides a comprehensive review of the existing literature on GDPR 

compliance within these contexts, examining empirical studies, theoretical papers, and case 

studies. The focus is primarily on organizations with fewer than 250 employees, as defined 

by the European Union, but the review also encompasses relevant research on micro-

enterprises and startups facing similar compliance hurdles. By synthesizing research from 

various European countries and industry sectors, this review aims to provide a holistic 

understanding of GDPR implementation in diverse small business environments. 

 

 
Figure 2.1a: Literature Review Synthesis (Source- Original work) 
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2.1 Methodology & Structure 

This literature review is grounded in a systematic analysis of 50 scholarly papers 

that specifically address GDPR compliance in small business contexts. The selection 

process began with a broad search of academic databases using the query, "how can small 

business comply with GDPR requirements," which yielded an initial corpus of 498 articles. 

This body of literature was then carefully screened to ensure relevance and quality. The 

final selection includes studies that focus on small businesses, examine specific compliance 

methods, are situated within the EU context, and offer practical implementation guidance. 

The chosen papers reflect a rich methodological diversity, with 20 employing empirical 

methods such as surveys and interviews, 16 presenting theoretical or conceptual arguments, 

6 utilizing case study approaches, 6 conducting literature reviews, and 2 employing design 

science research. This variety of perspectives provides a robust foundation for 

understanding GDPR compliance, blending theoretical insights with practical experiences. 

The analysis of these papers involved a thematic coding process to identify 

recurring themes, challenges, and strategies across the literature. This approach allowed 

for a synthesis of findings from different research contexts, creating a comprehensive 

overview of the current state of knowledge. 

This review is structured to discuss the foundational concepts, followed by their 

practical applications and future outlooks. Section 2.2 delves into the theoretical 

frameworks that underpin GDPR compliance, including privacy governance models and 

compliance theories. Section 2.3 examines the specific challenges that small businesses 

encounter, from resource limitations to legal complexities. Section 2.4 outlines the 

essential GDPR requirements and their practical implementation. Section 2.5 explores 

various compliance strategies and frameworks tailored for small businesses. Section 2.6 

focuses on implementation approaches and best practices, while Section 2.7 assesses the 
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business impact and potential benefits of compliance. Section 2.8 provides a critical 

analysis of the methodological approaches used in GDPR research. Section 2.9 considers 

future directions and emerging trends. Finally, Section 2.10 concludes the review by 

synthesizing key findings, identifying research gaps, and discussing the implications for 

small business practice. This structured approach facilitates a thorough examination of 

GDPR compliance, highlighting the unique challenges and opportunities for small 

businesses in navigating the complex landscape of data protection. 

 

2.2 Theoretical Frameworks and Conceptual Models 

The implementation of the General Data Protection Regulation (GDPR) within 

small business contexts is supported by a range of theoretical frameworks and conceptual 

models. These frameworks are essential for structuring and understanding different 

approaches to compliance, offering valuable perspectives on how organizations 

conceptualize, implement, and sustain their data protection practices. This section delves 

into the key theoretical foundations that shape GDPR compliance in small businesses, 

exploring privacy governance models, compliance theory, technology acceptance models, 

and ethical frameworks that encourage practices beyond mere regulatory adherence. 

 

2.2.1 Privacy Governance Models in Small Business Contexts 

Privacy governance models offer structured methodologies for managing privacy-

related activities within an organization. While many of these models were originally 

conceived for large enterprises, the academic literature presents several adaptations 

specifically tailored to the unique environment of small businesses (Schaar 2010, 

Rubinstein and Good, 2013) For instance, Brodin (2019) introduced a comprehensive 

framework for GDPR compliance in SMEs, which integrates governance elements across 
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three distinct phases: analysis, design, and implementation. This framework underscores 

the necessity of establishing clear governance structures even in environments with limited 

resources, suggesting that effective privacy governance does not need to be overly complex 

or resource-intensive. 

Building on this, Penić and Saletović (2021) refined the approach through a series 

of case studies involving Croatian SMEs. They proposed a structured framework that 

embeds governance considerations throughout the entire compliance journey. Their 

research emphasizes the critical importance of adapting governance models to the specific 

organizational context of small businesses, where formal governance structures are often 

less developed than in their larger counterparts. As the authors observed, "introducing 

GDPR represented a significant effort for many companies, which was particularly evident 

in small and medium-sized enterprises primarily due to limited human resources and 

competencies" (Penić and Saletović, 2021). 

More recently, Cortina et al. (2023) developed a digitalized GDPR capability 

assessment tool designed for SMEs, which incorporates governance elements into a self-

assessment model. This approach acknowledges that in small businesses, effective privacy 

governance often requires integration with existing management structures rather than the 

creation of entirely separate governance bodies. In a similar vein, Martin (2023) offered a 

step-by-step guide for building GDPR compliance programs in startups and scaleups, 

stressing the importance of establishing a solid governance foundation early in a 

company’s lifecycle. Across these studies, a consensus emerges that effective privacy 

governance models for SMEs are characterized by their scalability, allowing them to grow 

with the organization. They are also marked by their integration with existing business 

processes, clarity in the assignment of privacy-related roles despite limited personnel, 

resource efficiency to minimize administrative burdens, and adaptability to accommodate 
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the changing needs of the business. These characteristics reflect the unique constraints and 

opportunities of small business environments, where governance must be both effective 

and efficient to be sustainable. 

 

2.2.2 Compliance Theory and Its Application to GDPR 

Compliance theory provides valuable insights into the motivations and mechanisms 

that drive organizational adherence to regulatory mandates. Within the literature on GDPR 

implementation in small businesses, several distinct theoretical perspectives on compliance 

emerge (Hoofnagle, van der Sloot and Borgesius, 2019; Voigt and von dem Bussche, 

2017). Applying a quantitative lens, Härting, Kaim and Ruch (2020) identified know-how, 

costs, information provision, and process adaptation as significant factors influencing the 

compliance behaviors of SMEs. This research aligns with a rational choice perspective on 

compliance, which posits that organizations base their compliance decisions on a 

calculated cost-benefit analysis. 

However, other research suggests that the motivations for compliance in small 

businesses are not purely economic. Sirur, Nurse and Webb (2018) discovered that 

normative factors, such as perceptions of legitimacy and a sense of social responsibility, 

play a significant role in driving GDPR compliance efforts. Their findings indicate that 

small businesses often pursue compliance not just to avoid financial penalties, but also 

because they view data protection as an ethical obligation and a fundamental component 

of responsible business practice. 

Lachaud (2019) explored the potential of industry-specific codes of conduct as a 

viable compliance mechanism for SMEs, suggesting that adherence to these standards can 

be an effective alternative to formal certification. This perspective is consistent with social 

learning theories of compliance, which highlight the influence of peer networks and 
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industry norms in shaping organizational behavior. Lachaud (2019) notes that "Codes of 

Conduct offer advantages over certification for SMEs in GDPR compliance," pointing to 

the potential for collaborative approaches to alleviate compliance burdens. Furthermore, 

the longitudinal research by Buckley, Caulfield and Becker (2024) into organizational 

responses to GDPR revealed that compliance approaches evolve as organizations gain 

experience with the regulation. This suggests that compliance is not a static achievement 

but a dynamic process of organizational learning and adaptation, a view that aligns with 

institutional theories of compliance, which emphasize the role of organizational structures, 

routines, and learning in shaping regulatory responses. These studies collectively suggest 

that effective GDPR compliance strategies in small businesses must be multifaceted. They 

need to account for the significant influence of resource constraints, which often 

necessitates pragmatic interpretations of the law. Furthermore, compliance motivations are 

a complex blend of economic, normative, and social factors, with industry context and peer 

networks playing a crucial role in shaping how compliance is understood and practiced. 

The literature also underscores that compliance is not a static state but a dynamic capability 

that develops over time through organizational learning, heavily influenced by the 

perceived legitimacy of the regulations themselves. 

 

2.2.3 Technology Acceptance Models for Compliance Tools 

The adoption of technological solutions is a critical component of GDPR 

compliance, especially for small businesses aiming to optimize their limited resources. 

Several studies have investigated the factors that influence the acceptance and use of 

compliance technologies in these contexts. Li et al. (2020) developed an operationalized 

GDPR principles framework and an automated tool for testing privacy requirements in 

continuous integration environments. Their research underscores the importance of 
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perceived usefulness and ease of use as key drivers of technology adoption, which is 

consistent with the foundational Technology Acceptance Model (TAM) proposed by Davis 

(1989). 

Similarly, Cambronero et al. (2022) introduced the GDPR Validator tool to help 

SMEs with compliance when using cloud services. Their work highlights the importance 

of a technology’s compatibility with existing systems and processes, suggesting that tools 

that integrate seamlessly into current workflows are more likely to be adopted. This finding 

resonates with Rogers' (2003) Innovation Diffusion Theory, which identifies compatibility 

as a crucial factor in the adoption of new technologies. Furthering this line of inquiry, 

Aberkane, Poels and Broucke (2021) proposed an automated approach using Natural 

Language Processing (NLP) to aid in GDPR compliance during the requirements 

engineering phase. This research points to the potential of advanced technologies to reduce 

the cognitive load associated with compliance, making complex regulatory language more 

accessible to small businesses that lack specialized expertise. The study implies that 

perceived complexity is a major barrier to technology adoption in this area, particularly for 

businesses without dedicated data protection specialists. 

Trantidou et al. (2022) introduced the SENTINEL project, which integrates 

modular cybersecurity and privacy technologies for SMEs. Their research stresses the need 

to tailor technologies to the specific needs and capabilities of small businesses, observing 

that solutions designed for large enterprises often fail to gain traction in smaller 

organizations due to a misalignment with their resource constraints and operational 

realities. The literature consistently indicates that the successful adoption of compliance 

technologies by small businesses hinges on several factors. These include the perceived 

usefulness of the tool in addressing specific compliance challenges, its ease of use and 

minimal learning curve, its compatibility with existing systems, its cost-effectiveness and 
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clear return on investment, its adaptability to evolving regulatory landscapes, and the 

availability of reliable implementation and ongoing support. These factors underscore the 

importance of developing compliance technologies that are built for the unique needs of 

small businesses, rather than simply offering scaled-down versions of enterprise solutions. 

 

2.2.4 Ethical Frameworks Beyond Regulatory Compliance 

Beyond the strict requirements of the law, the literature shows a growing interest 

in ethical frameworks that address broader questions of responsible data governance. 

Trzaskowski (2021) distilled the GDPR into six core principles for small business 

operations, arguing that ethical data practices can serve as a foundation for both regulatory 

compliance and customer trust. This perspective suggests that for small businesses, ethical 

considerations can offer a more accessible and meaningful framework than the dense and 

detailed regulatory text. 

Olsson (2019) identified a set of essential principles for GDPR compliance in 

software development, placing a strong emphasis on transparency with customers and users 

about data processing activities. This research brings the ethical dimensions of data 

protection to the forefront, suggesting that open and honest communication can build trust 

and strengthen customer relationships. The study also notes that ethical approaches to data 

protection often align with good business practices, creating a potential synergy between 

compliance efforts and broader strategic objectives. 

Tamó-Larrieux (2018) provided guidance on implementing privacy by design, 

particularly in the context of Internet of Things (IoT) startups. The work emphasizes the 

importance of embedding ethical considerations into product development from the very 

beginning. This research suggests that a proactive, ethical approach to privacy can be more 

effective and efficient than reactive compliance measures, especially in innovative 
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technology sectors where regulations may lag behind new developments. In a similar vein, 

Waidelich and Schuster (2023) recommended the use of privacy patterns as practical 

guides for the efficient implementation of data protection measures. They suggest that these 

patterns can help small businesses operationalize abstract ethical principles in concrete, 

actionable ways. A review of the literature on this topic reveals several recurring themes: 

the potential for ethical approaches to simplify compliance by focusing on core principles; 

the tangible business benefits of ethical data practices, such as enhanced customer trust and 

improved reputation; the value of proactive ethical design in rapidly evolving technological 

fields; the importance of operationalizing ethical principles through practical patterns; and 

the significant role of organizational values in shaping data protection practices beyond 

regulatory mandates. These themes suggest that ethical frameworks can be a valuable 

complement to traditional compliance approaches, offering more accessible and 

meaningful guidance for small businesses navigating the complex landscape of data 

protection. 

 

2.2.5 Integration of Theoretical Perspectives 

The various theoretical frameworks and conceptual models discussed in this section 

provide complementary, rather than competing, perspectives on GDPR compliance in 

small business contexts. Privacy governance models offer the structural blueprints for 

organizing compliance efforts, while compliance theory provides insights into 

organizational motivations and behaviors. Meanwhile, technology acceptance models help 

explain the adoption of critical compliance tools, and ethical frameworks push the 

conversation beyond regulatory minimums to address broader questions of responsible data 

governance. The integration of these perspectives highlights several important 

considerations for small businesses. It is clear that compliance approaches must balance 
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formal requirements with practical constraints, adapting governance models to fit small 

business realities. It is also evident that compliance decisions are influenced by a mix of 

economic calculations, normative beliefs, and social influences. Furthermore, while 

technology adoption is crucial for enabling compliance, the tools must align with the 

capabilities and needs of small businesses. Finally, ethical frameworks can serve as an 

accessible entry point to compliance, potentially simplifying the interpretation of complex 

regulatory requirements. 

As Buckley, Caulfield and Becker (2024) noted, GDPR compliance often led to the 

"modernization of data management processes and security" in many organizations, 

suggesting that these theoretical frameworks can help translate regulatory mandates into 

practical business improvements. Similarly, Sirur, Nurse and Webb (2018) identified key 

challenges and strategies for GDPR compliance across different organization sizes, 

highlighting the importance of tailoring theoretical approaches to specific contexts. The 

literature reveals both commonalities and tensions among these different perspectives. 

While governance models emphasize formal structures, compliance theory highlights the 

importance of informal factors like organizational culture and leadership. While 

technology acceptance models focus on tool adoption, ethical frameworks emphasize 

underlying values. These tensions suggest that a truly comprehensive approach to GDPR 

compliance in small businesses must integrate these multiple theoretical perspectives, 

recognizing that compliance has technical, organizational, and normative dimensions. As 

Brodin (2019) concluded, an effective framework for GDPR compliance in SMEs must 

"help SMEs adapt to GDPR efficiently," striking a balance between theoretical rigor and 

practical applicability. This integrated understanding provides a solid foundation for 

exploring the specific challenges, strategies, and best practices examined in the subsequent 

sections of this review. 
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2.3 GDPR Compliance Challenges for Small Businesses 

Building upon the integrated theoretical understanding established in the previous 

section, this section transitions from conceptual frameworks to the tangible obstacles small 

businesses encounter when implementing the General Data Protection Regulation (GDPR). 

The theoretical discussions surrounding governance, compliance motivations, technology 

adoption, and ethics find their practical counterparts in the challenges of resource scarcity, 

technical complexity, legal ambiguity, and knowledge deficits. Examining these specific 

difficulties is crucial for contextualizing the theoretical models and developing effective 

compliance strategies that are attuned to the distinctive operational realities of small 

business environments. 

 

2.3.1 Resource Limitations and Constraints 

The most frequently cited challenge confronting small businesses in their GDPR 

compliance efforts is the pervasive issue of resource limitation (Hashim, 2007). This theme 

directly connects to the rational choice perspective within compliance theory, where cost-

benefit calculations are paramount. Financial constraints are a primary concern, as GDPR 

implementation often necessitates investments in new technologies, employee training, and 

external legal or technical expertise (Lopes and Oliveira, 2014). Research by Härting, 

Kaim, and Ruch (2020) confirms that cost is a significant factor influencing the compliance 

decisions of SMEs, who must often justify such expenditures against more immediate 

operational priorities, especially when the return on investment is not immediately clear. 

These financial pressures are compounded by limitations in human resources. As 

observed in the case studies by Penić and Saletović (2021), small businesses frequently 
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lack personnel with the specialized knowledge required for data protection. This often 

forces them to engage external consultants, which not only increases costs but can also 

create a dependency that may prove unsustainable. Furthermore, the time constraints faced 

by employees in small enterprises, who typically manage a wide array of responsibilities, 

mean that the detailed work of compliance may not receive the continuous attention it 

requires for effective implementation (Rajczakowska et al., 2019). To navigate these 

constraints, the literature points toward several adaptive strategies. These include adopting 

phased implementation plans to spread resource demands over time, leveraging low-cost 

compliance tools tailored for small business use, fostering collaborative approaches to 

share resources among peer businesses, and integrating compliance tasks into existing 

business processes to enhance efficiency (Penić and Saletović, 2021; Cambronero et al., 

2022; Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills, 2020; Jasmontaite-Zaniewicz 

and Barnard-Wills, 2020; Buckley, Caulfield and Becker, 2024). 

 

2.3.2 Technical Barriers to Implementation 

Beyond resource scarcity, small businesses face significant technical barriers that 

complicate GDPR implementation, a challenge that directly relates to the Technology 

Acceptance Model's emphasis on ease of use and compatibility. A foundational difficulty 

lies in data mapping and creating a comprehensive inventory of processing activities. Sirur, 

Nurse and Webb (2018) noted that while data flow mapping is a cornerstone of any 

compliance initiative, many small businesses struggle to chart their often informal and 

complex data networks. This lack of a clear data overview makes it difficult to apply data 

protection principles effectively. 

Implementing the necessary technical and organizational security measures 

presents another hurdle. The SENTINEL project, as described by Trantidou et al. (2022), 
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highlights that small businesses often lack the sophisticated infrastructure and in-house 

expertise to deploy robust cybersecurity and privacy technologies. While automation offers 

a path to reduce the long-term compliance burden, the initial setup of such systems can be 

technically demanding. For instance, the automated tools proposed by Li et al. (2020) and 

Aberkane, Poels and Broucke (2021) require a level of technical proficiency that may not 

be present within a typical small business. Moreover, ensuring compliance across a 

fragmented IT landscape, particularly in hybrid cloud environments, introduces further 

complexity, as small businesses may lack the standardized systems needed for consistent 

policy enforcement Kelly, Furey and Curran (2021) In response, scholars suggest the use 

of simplified tools designed for non-technical users, leveraging cloud services to access 

more advanced compliance features, engaging external technical experts for specific 

challenges, and, crucially, adopting a privacy-by-design approach to embed data protection 

into systems from the outset, thereby reducing the need for complex and costly retrofitting 

(Schneider et al., 2023; Kelly, Furey and Curran, 2021; Penić and Saletović, 2021; Tamó-

Larrieux, 2018). 

 

2.3.3 Legal Complexity and Interpretation Challenges 

The inherent legal complexity of the GDPR itself poses a formidable challenge, 

particularly for small businesses that cannot afford dedicated legal counsel (Tikkinen-Piri, 

Rohunen and Markkula, 2018). The regulation’s principles-based nature, while flexible, 

demands a high degree of interpretation to be applied to specific business contexts, a task 

that can be overwhelming for non-specialists (Alford, 2020). This difficulty in translating 

abstract legal principles into concrete operational practices is a recurring theme in the 

literature. Research by Freitas and Silva (2018) revealed that many SMEs struggle with 

this translation, underscoring an urgent need for accessible compliance methodologies. 
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This interpretive burden is exacerbated by the evolving landscape of regulatory 

guidance and case law, which requires continuous monitoring. Small businesses often find 

it difficult to determine which specific provisions of the GDPR apply to their operations, 

leading to uncertainty that can result in either wasteful over-compliance or risky under-

compliance (Belu, Popa and Filip, 2018). The extensive documentation requirements, such 

as maintaining records of processing activities and conducting Data Protection Impact 

Assessments (DPIAs), add another layer of complexity that can be particularly burdensome 

for organizations unaccustomed to formal compliance processes (Penić and Saletović, 

2021). To navigate this legal maze, the literature recommends several strategies. These 

include the use of simplified guidance tailored to small business contexts, adherence to 

industry-specific codes of conduct that offer sectoral interpretations, leveraging official 

guidance from Data Protection Authorities, and adopting structured frameworks that break 

down legal requirements into manageable operational steps (Trzaskowski, 2021; Lachaud, 

2019; Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills 2020; Brodin, 2019). 

 

2.3.4 Awareness and Knowledge Gaps 

Significant gaps in awareness and knowledge about the GDPR and its obligations 

present a fundamental barrier to compliance (Skare, de Obesso and Ribeiro-Navarrete, 

2023) . Studies have consistently shown that a lack of awareness can prevent small 

businesses from even recognizing the need to take action, creating a risk of inadvertent 

non-compliance (Freitas and Silva, 2018a, 2018b). This is often compounded by the 

misconception that the regulation is primarily aimed at larger corporations, leading some 

small business owners to underestimate their own compliance responsibilities (Belu, Popa 

and Filip, 2018).  
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Even when awareness exists, a limited understanding of core data protection 

principles can impede effective implementation. Mladinić, Vukić and Rončević (2023) 

found that a persistent misunderstanding of terminology and obligations hinders the day-

to-day application of GDPR in SMEs. These knowledge deficits are not uniform; they are 

particularly pronounced in businesses that have not previously focused on data security 

and privacy. As Sirur, Nurse and Webb (2018) observed, SMEs that were already security-

oriented found compliance more manageable, whereas those with less focus on data 

protection struggled significantly. This highlights a disparity in compliance capability that 

is linked to prior organizational culture and expertise. Addressing these knowledge gaps 

requires a multi-faceted approach, including targeted staff training programs, collaboration 

with industry associations to disseminate information, the creation of accessible guidance 

materials, and direct engagement with regulatory authorities for clarification and support 

(Penić and Saletović, 2021; Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills, 2020; 

Alford, 2020; Sirur, Nurse and Webb, 2018). 

 

2.3.5 Comparative Analysis of Challenges 

The challenges of GDPR compliance are not monolithic; they vary significantly 

depending on the specific characteristics of the business. Firm size is a critical factor, with 

research indicating that micro-enterprises face even more acute challenges than their small 

and medium-sized counterparts, largely due to greater resource constraints (Magdziarczyk 

and Widera, 2024). Sectoral differences also play a crucial role, as industries like software 

development or healthcare have unique data processing activities and associated risks that 

require specialized compliance guidance (Olsson, 2019; Smyth, Parker and Sharif, 2020). 

The organization's maturity in its data protection practices is another key variable. 

Businesses with established data governance and security protocols have a stronger 
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foundation for GDPR compliance and generally face fewer implementation hurdles than 

those starting from scratch Sirur, Nurse and Webb (2018) Finally, geographic context 

matters, as national differences in regulatory enforcement, business culture, and the 

availability of support infrastructure can shape the compliance experience (Mladinić, 

Vukić and Rončević, 2023; Belu, Popa and Filip, 2018). This heterogeneity underscores 

the need for tailored compliance strategies that account for the specific organizational, 

sectoral, and national context of each small business. 

Based  on this section, we can conclude that the challenges of resource limitations, 

technical barriers, legal complexity, and awareness gaps are deeply interconnected, 

creating a complex web of obstacles for small businesses. However, the academic literature 

also illuminates a range of adaptive strategies and practical approaches to surmount these 

difficulties. By understanding these challenges in the context of the theoretical frameworks 

discussed previously, a clearer path toward effective and sustainable GDPR compliance 

for small businesses begins to emerge. The subsequent sections of this review will explore 

these strategies in greater detail, focusing on essential requirements and implementation 

frameworks tailored for the small business environment. 

 

2.4 Essential GDPR Requirements and Their Implementation 

Transitioning from the challenges identified in the preceding section, this section 

delves into the essential requirements of the General Data Protection Regulation (GDPR) 

and their practical implementation within the operational context of small businesses. The 

core principles of data protection, the management of data subject rights, the 

implementation of security measures and breach protocols, and the fulfillment of 

accountability and documentation obligations are examined. This analysis connects the 

theoretical frameworks and identified challenges to the concrete actions small businesses 
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must undertake to achieve compliance, highlighting the adaptive strategies proposed in the 

literature. 

 

2.4.1 The Practical Application of Data Protection Principles 

The GDPR is built upon a set of fundamental data protection principles that guide 

all processing of personal data. As Trzaskowski (2021) suggests, distilling these principles 

into a simplified framework can make them more accessible to small businesses. These 

principles are not merely abstract legal concepts but have significant practical implications 

for daily operations. 

The principles of lawfulness, fairness, and transparency demand that small 

businesses establish a clear legal basis for their data processing activities and communicate 

openly with individuals about how their data is used (Antignac, Sands and Schneider, 

2017). For instance, Smyth, Parker and Sharif (2020) provides specific guidance for dental 

practices, emphasizing the need to hold only necessary data and to carefully select the 

appropriate legal basis for different processing activities, cautioning against an over-

reliance on consent, which comes with its own set of management challenges. 

Purpose limitation requires that data be collected for specified, explicit, and 

legitimate purposes. Olsson (2019) highlights this as a critical principle for software 

development firms, where the temptation for feature creep can lead to the collection of data 

without a clearly defined purpose. The research underscores the importance of creating 

detailed data inventories that link each piece of data to a specific, documented processing 

purpose. 

Data minimization presents a significant challenge for small businesses that may 

lack systematic data management processes. Smyth, Parker and Sharif (2020) advocates 

for regular data audits to identify and eliminate the collection of unnecessary data, noting 
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that this practice not only aids compliance but also offers operational benefits such as 

reduced storage costs and simplified data management. 

The principles of accuracy and storage limitation require that personal data be kept 

correct, up-to-date, and retained only for as long as necessary. The case studies by Penić 

and Saletović (2021) reveal that many small businesses lack formal procedures for data 

verification and updating. Similarly, the work of Kelly, Furey and Curran (2021) on the 

right to erasure in hybrid cloud environments highlights the technical challenges of 

implementing data retention and deletion policies, which are crucial for complying with 

storage limitation. 

Finally, the principle of integrity and confidentiality mandates the implementation 

of appropriate technical and organizational measures to protect personal data. Recognizing 

that small businesses often lack the resources for comprehensive security frameworks, 

Trantidou et al. (2022) recommend the use of modular cybersecurity and privacy 

technologies. This aligns with a risk-based approach, where security measures are 

prioritized based on the sensitivity of the data and the potential impact of a breach. 

 

 

2.4.2 Managing Data Subject Rights in a Small Business Context 

The GDPR empowers individuals with a suite of rights over their personal data, 

including the rights of access, rectification, erasure, and data portability. For small 

businesses, which often lack dedicated customer service or compliance teams, managing 

data subject requests can be a significant operational burden. Penić and Saletović (2021) 

stress the necessity of establishing clear and efficient procedures for handling these 

requests, even with limited resources. 
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The right of access, for example, can be difficult to fulfill for businesses with 

fragmented data storage and incomplete data mapping, as noted by Sirur, Nurse and Webb 

(2018) The technical challenges are even more pronounced for the right to erasure, or the 

“right to be forgotten.” Kelly, Furey and Curran (2021) provide best-practice 

recommendations for achieving compliance with Article 17 in hybrid cloud environments, 

but implementing these systematic approaches to data identification and deletion can be a 

complex undertaking for small businesses without specialized technical expertise. 

Similarly, the right to data portability, which requires providing data in a structured, 

machine-readable format, can be a technical hurdle for businesses with non-standardized 

data formats. The research by Li et al. (2020) on automated tools for testing privacy 

requirements underscores the technical complexities involved. To address these 

challenges, the literature suggests a combination of procedural and technological solutions, 

such as standardized templates for responding to requests, the use of technology to 

facilitate data identification and extraction, comprehensive documentation of processing 

activities, and robust staff training to ensure that requests are recognized and handled 

appropriately (Penić and Saletović, 2021; Li et al., 2020; Brodin, 2019; Sirur, Nurse and 

Webb, 2018). 

 

2.4.3 Security Measures and Breach Management 

The GDPR mandates a risk-based approach to security, requiring organizations to 

implement technical and organizational measures that are appropriate to the level of risk 

associated with their data processing activities. For small businesses, this means that 

security is not a one-size-fits-all endeavor but should be tailored to their specific context 

(Gordon and Loeb, 2002; Humphreys, 2008). The SENTINEL project, described by 
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Trantidou et al. (2022), was developed in recognition of this need for customized security 

solutions for SMEs. 

A proactive approach to security is often the most effective. Hjerppe, Ruohonen 

and Leppänen (2019) emphasize the importance of privacy by design, embedding security 

considerations into the software development lifecycle from the outset to avoid the cost 

and complexity of retrofitting security measures later. This technical approach must be 

complemented by strong organizational measures. As Penić and Saletović (2021) argue, 

employee education is a critical component of any security program, transforming security 

from a purely technical issue into a shared organizational responsibility. 

In the event of a data breach, the GDPR imposes strict notification requirements, a 

challenge for small businesses that may lack formal incident response plans. Kapoor, 

Renaud and Archibald (2018) have proposed an incident response framework specifically 

for SMEs, providing clear procedures for identifying, containing, and reporting breaches 

within the mandated 72-hour timeframe. The literature consistently points to a multi-

faceted approach to security and breach management, combining risk-based technical 

measures, a culture of security awareness through staff training, and simplified, actionable 

incident response plans (Trantidou et al., 2022; Hjerppe, Ruohonen and Leppänen, 2019; 

Penić and Saletović, 2021; Kapoor, Renaud and Archibald, 2018). 

 

2.4.4 Accountability, Documentation, and Risk Assessment 

The principle of accountability is a cornerstone of the GDPR, requiring 

organizations to not only comply with the regulation but also to be able to demonstrate 

their compliance. This introduces a significant documentation burden, which can be 

particularly challenging for small businesses with limited administrative resources (Bieker 

et al., 2016; Spagnuelo, Bartolini. and Lenzini, 2016). Brodin (2019) advocates for a 
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proportionate approach to documentation, recognizing that the requirements should be 

scalable to the size and complexity of the organization. 

Key documentation requirements include maintaining Records of Processing 

Activities (RoPA) and, for high-risk processing, conducting Data Protection Impact 

Assessments (DPIAs). While an exemption for RoPA exists for some small businesses, 

many still need to maintain these records due to the nature of their data processing. Penić 

and Saletović (2021) include RoPA as a central element in their compliance framework for 

SMEs. 

Risk assessment is the foundation of the GDPR's risk-based approach, and DPIAs 

are a formalization of this process for high-risk activities. Mladinić, Vukić and Rončević 

(2023) argue that a risk-based approach allows SMEs to prioritize their compliance efforts 

effectively. However, identifying high-risk processing and conducting DPIAs can be 

difficult for businesses without specialized expertise. To address this, Schneider et al. have 

developed practical, persona-oriented DPIA instruments tailored for non-technology small 

businesses, making these tools more accessible and actionable. 

To manage the demands of accountability and documentation, the literature 

suggests the use of simplified templates and tools, the integration of documentation into 

existing operational processes to reduce the administrative burden, a phased approach that 

prioritizes high-risk activities, and collaborative efforts to share documentation resources 

among similar businesses (Buckley, Caulfield and Becker, 2024; Brodin, 2019; Cochrane, 

Jasmontaite-Zaniewicz and Barnard-Wills, 2020) These strategies aim to make 

accountability and documentation both meaningful and sustainable for small businesses. 

Hence we can conclude that while the essential requirements of the GDPR present 

considerable challenges for small businesses, the academic literature offers a wealth of 

practical strategies and adaptive approaches. By translating abstract legal principles into 
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concrete operational measures, leveraging technology appropriately, and adopting a risk-

based and proportionate approach, small businesses can navigate the complexities of the 

GDPR and build a strong foundation of data protection. The following section will 

synthesize these findings to propose a set of best practices and a conceptual model for 

GDPR compliance tailored to the unique context of small businesses. 

 

2.5 Compliance Strategies and Frameworks 

This section synthesizes the literature on practical compliance strategies and 

frameworks tailored for small businesses. These approaches, which range from structured 

implementation guides to collaborative industry efforts, offer pathways for resource-

constrained organizations to meet their GDPR obligations effectively. 

 

2.5.1 Structured Implementation Frameworks 

As established in the discussion of privacy governance models, structured 

frameworks are invaluable for guiding small businesses through the complexities of GDPR 

implementation. Brodin’s (2019) three-phase framework, which was previously 

mentioned, has been validated in practice by Penić and Saletović (2021) across different 

sectors, confirming its utility as a practical implementation guide rather than a formal 

compliance audit tool. This phased approach, which is a recurring theme in the literature, 

allows for a systematic progression from analysis to design and implementation, making 

the compliance journey more manageable. 

Recognizing the dynamic nature of startups and scaleups, Martin (2023) offers a 

complementary, step-by-step guide that emphasizes the importance of building a scalable 

compliance program from the outset. This approach aligns with the principle of privacy by 

design, which, as discussed earlier, is a proactive strategy for embedding data protection 
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into business processes. Furthermore, the digitalized GDPR capability assessment tool 

developed by Cortina et al. (2023) empowers small businesses to engage in continuous 

self-assessment, reinforcing the idea that compliance is an ongoing process of 

organizational learning, a concept that resonates with the institutional theories of 

compliance examined in section 2.2.2. 

 

2.5.2 Technological Solutions for Compliance 

The role of technology in facilitating GDPR compliance, particularly in the context 

of the Technology Acceptance Model, has been a consistent theme (Torre et al., 2019). The 

literature highlights a growing ecosystem of tools designed to automate and simplify 

compliance tasks for small businesses (Li et al., 2020). For instance, Aberkane, Poels and 

Broucke (2021) use of Natural Language Processing to analyze requirements documents 

and the GDPR Validator tool for cloud environments (Cambronero et al., 2022) both 

address the knowledge gaps and technical barriers previously identified. These tools reduce 

the need for specialized expertise and provide greater assurance in complex IT 

environments. 

Moreover, the automated testing tool developed by Li et al. (2020) for continuous 

integration environments exemplifies the integration of compliance into existing 

workflows, a strategy that minimizes disruption and enhances efficiency. As Puhlmann, 

Mehner and Birnstill (2023) note in their review of privacy dashboards and other GDPR 

services, the usability and accessibility of these tools are paramount. This underscores the 

findings from the discussion on technology acceptance models: for technology to be 

adopted by small businesses, it must be intuitive, cost-effective, and integrate seamlessly 

with existing systems. 
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2.5.3 Organizational Approaches and Process Integration 

Beyond technological solutions, the literature emphasizes the importance of 

integrating GDPR compliance into the very fabric of an organization (Arner, Barberis and 

Buckley, 2017). The longitudinal research by Buckley, Caulfield and Becker (2024), which 

was cited earlier, revealed that GDPR compliance often serves as a catalyst for 

modernizing data management and security processes. This suggests that compliance 

should not be viewed as a standalone activity but as an opportunity for broader 

organizational improvement. 

As highlighted in the discussion of security measures, employee education is a 

critical component of any compliance program. Penić and Saletović (2021) and others have 

stressed that a culture of data protection, fostered through targeted training, is essential for 

transforming policies into practice. This is complemented by the principle of privacy by 

design, which Olsson (2019) advocates for in software development, and which involves 

redesigning processes to embed privacy considerations from the start. Even in the absence 

of formal governance structures, the simple act of assigning clear data protection 

responsibilities, as recommended in Brodin’s (2019) framework, can significantly enhance 

accountability. 

 

2.5.4 Collaborative Strategies and External Support 

Given the resource constraints that are a central challenge for small businesses, 

collaborative approaches and the strategic use of external support are frequently cited as 

effective compliance strategies. Industry associations, as noted by Cochrane, Jasmontaite-

Zaniewicz and Barnard-Wills (2020) can play a crucial role as intermediaries, translating 

complex regulatory language into sector-specific guidance. This is exemplified by the use 
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of codes of conduct, which Lachaud (2019) suggests can be a practical alternative to formal 

certification, allowing businesses to leverage collective expertise. 

Informal knowledge-sharing networks also provide a valuable support system, as 

observed by Sirur, Nurse and Webb (2018) who found that peer learning was a significant 

factor in successful compliance efforts. In addition, the engagement of external experts, as 

documented in the case studies by Penić and Saletović (2021), is often a pragmatic 

necessity for small businesses that lack in-house data protection competencies. These 

collaborative and external support mechanisms allow small businesses to access 

specialized knowledge and economies of scale that would be unattainable on their own. 

 

2.5.5 Industry-Specific Compliance Guidance 

Finally, the literature increasingly recognizes that a one-size-fits-all approach to 

GDPR compliance is inadequate. As the comparative analysis of challenges in section 2.3.5 

indicated, compliance needs vary significantly by sector. The work of Smyth, Parker and 

Sharif (2020) in the healthcare sector, Olsson (2019) in technology, Kelly, Furey and 

Curran (2021) in cloud environments, and Tamó-Larrieux (2018) in the IoT space all 

underscore the need for tailored guidance that addresses the unique data processing 

contexts and risks of different industries. 

This industry-specific approach allows for more relevant and practical compliance 

strategies, enabling businesses to focus on the requirements that are most pertinent to their 

operations. By providing context-specific interpretations of the GDPR, these strategies 

help to bridge the gap between the abstract principles of the regulation and the concrete 

realities of day-to-day business, a challenge that was highlighted in the discussion of legal 

complexity. The collective body of research examined in this review provides a rich and 

varied toolkit of strategies and frameworks. While no single solution is a panacea, the 
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combination of structured frameworks, appropriate technology, integrated organizational 

processes, collaborative support, and industry-specific guidance offers a clear path for 

small businesses to achieve and maintain GDPR compliance. 

 

 

2.6 Implementation Approaches and Best Practices 

The literature offers a spectrum of implementation approaches and best practices 

that enable small businesses to operationalize GDPR requirements within their inherent 

constraints. These strategies emphasize efficiency, sustainability, and seamless integration 

with existing business operations. This section consolidates these approaches, examining 

risk-based prioritization, resource optimization, process integration, and verification 

mechanisms, and draws upon case studies to illustrate successful implementation in 

practice. 

 

2.6.1 Risk-Based Prioritization Approaches 

A risk-based approach to compliance, as advocated by Mladinić, Vukić and 

Rončević (2023), allows small businesses to strategically allocate their limited resources 

to the most critical areas of data protection. This methodology, which is in alignment with 

the GDPR’s own regulatory philosophy, moves beyond a one-size-fits-all implementation 

towards a more pragmatic and defensible strategy (Markus & Robey, 1988). The persona-

oriented Data Protection Impact Assessment (DPIA) instruments developed by Schneider 

et al. provide a practical means for non-technology small businesses to identify and assess 

data protection risks in a contextualized manner. 

Brodin's (2019) framework incorporates risk assessment as an important element 

for determining implementation priorities, ensuring that the most significant compliance 
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gaps are addressed first. This targeted approach is further supported by the work of 

Trantidou et al. (2022), whose research on technical measures underscores the importance 

of selecting risk mitigation techniques that are proportionate to the identified risk profile. 

The consensus in the literature is that a risk-based approach offers a scalable and efficient 

pathway to compliance, allowing small businesses to build a robust data protection 

program over time. 

 

2.6.2 Resource Optimization Strategies 

Given the resource constraints that are a defining characteristic of small businesses 

Supyuenyong, Islam and Kulkarni (2009), the literature highlights several strategies for 

optimizing the use of financial, human, and time resources. The phased implementation 

approach, as proposed by Penić and Saletović (2021), allows for the distribution of the 

resource burden over time, making the compliance journey more manageable. This is 

complemented by the findings of Buckley, Caulfield and Becker (2024), who observed that 

GDPR compliance can be an opportunity to enhance existing risk management and 

information security infrastructure, thereby leveraging existing capabilities rather than 

creating redundant systems. 

For technological support, the GDPR Validator tool by Cambronero et al. (2022) 

and the privacy dashboards reviewed by Puhlmann, Mehner and Birnstill (2023) exemplify 

the growing availability of free or low-cost solutions tailored for SMEs. Furthermore, the 

value of collaborative knowledge sharing through industry associations and peer networks, 

as noted by Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills (2020) provides an 

efficient alternative to developing specialized expertise in-house. These strategies 

collectively point towards a model of compliance that is not only achievable but also 

sustainable in the long term. 
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2.6.3 Integration with Business Processes 

The integration of GDPR compliance into the fabric of daily business operations is 

a recurring theme in the literature, with Buckley, Caulfield and Becker (2024) noting that 

successful implementation often involves a deep integration with existing processes and IT 

systems. This approach transforms compliance from a peripheral activity into a core 

business function, enhancing both efficiency and effectiveness. The principle of privacy 

by design, as championed by Tamó-Larrieux (2018) for IoT startups and Olsson (2019) for 

software development, is a prime example of this integration, embedding data protection 

into the product lifecycle from its inception. 

Penić and Saletović (2021) advocate for the reengineering of business processes to 

incorporate data protection considerations, a strategy that can yield operational efficiencies 

beyond mere compliance. The research of Sirur, Nurse and Webb (2018) further reinforces 

the importance of balancing compliance requirements with operational realities, ensuring 

that data protection measures enhance, rather than hinder, business functionality. By 

embedding data protection into the organizational culture, small businesses can foster a 

sustainable compliance posture that is both robust and operationally sound. 

 

2.6.4 Verification and Monitoring Mechanisms 

To ensure that GDPR compliance is an ongoing commitment rather than a one-time 

project, the literature emphasizes the need for effective verification and monitoring 

mechanisms. The automated GDPR tool developed by Li et al. (2020) for continuous 

integration environments provides a model for how technology can be leveraged to provide 

continuous verification in dynamic settings. This is particularly valuable for small 

businesses, as it reduces the manual effort required for ongoing compliance checking. 
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The digitalized GDPR capability assessment tool from Cortina et al. (2023) offers 

a structured approach to self-assessment, enabling small businesses to systematically 

evaluate their compliance status and identify areas for improvement. Penić and Saletović's 

(2021) framework, while not intended as a formal audit tool, similarly promotes ongoing 

self-assessment and improvement. For more formal verification, Brodin's (2019) 

framework includes simplified audit procedures that are appropriate for the scale of small 

businesses. These mechanisms, when implemented in a manner that is proportionate to the 

business's size and complexity, provide the assurance of ongoing compliance without 

creating an unsustainable administrative burden. 

 

2.6.5 Lessons from Successful Implementations 

The practical application of these strategies is illuminated through a number of case 

studies in the literature. The work of Penić and Saletović (2021) with Croatian small 

businesses demonstrated the successful application of a structured, phased implementation 

framework. Li et al.'s (2020) case study of a startup highlighted the potential of automation 

to integrate privacy requirements into development workflows. Brodin's (2019) validation 

of his framework across different organizational contexts showcased its adaptability, while 

the longitudinal research of Buckley, Caulfield and Becker (2024) revealed the 

evolutionary nature of compliance, with sophistication growing over time. 

Across these case studies, several key success factors emerge: strong leadership 

commitment, the adoption of a structured implementation approach, a pragmatic 

interpretation of regulatory requirements, deep integration with existing business 

processes, and a culture of continuous learning and adaptation. These factors underscore 

the importance of a holistic approach to GDPR compliance, one that combines structural 

elements like frameworks and technologies with cultural elements such as leadership and 
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organizational learning. By embracing these best practices, small businesses can navigate 

the complexities of the GDPR and transform compliance from a regulatory hurdle into a 

source of organizational strength and a business enabler of trust. 

 

2.7 Business Impact and Benefits of GDPR Compliance 

While the primary driver for GDPR adoption is regulatory necessity, the literature 

indicates that conscientious implementation can yield substantial business advantages that 

transcend mere legal conformity. This section explores the multifaceted business 

implications of GDPR compliance for small enterprises, examining competitive 

differentiation, enhancements in operational efficacy, strategic gains, and the overall cost-

benefit equation. A thorough appreciation of these potential returns can reframe 

compliance from a regulatory obligation to a strategic endeavor that generates measurable 

business value. 

 

2.7.1 Competitive Advantages of Compliance 

The scholarly literature suggests that GDPR compliance can confer considerable 

competitive advantages, especially in markets where data protection is a salient concern 

for customers and business partners. Trzaskowski’s (2021) work posits that adherence to 

GDPR’s core principles can be a cornerstone for building customer trust, thereby 

distinguishing a small business from its less diligent competitors. This implies that 

transparent data handling and verifiable compliance can function as market differentiators, 

a particularly potent strategy for businesses that cater to privacy-aware consumers or 

handle sensitive data. 

The concept of trust as a business asset is a recurring motif. Olsson (2019) 

underscores the value of transparency with customers regarding data processing, 
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suggesting that candid communication about data practices fosters stronger customer 

relationships and loyalty. This indicates that small businesses can leverage their 

compliance efforts as a mechanism for building trust, which can, in turn, enhance customer 

retention. 

Furthermore, compliance can be a tool for strategic market positioning. The 

longitudinal studies by Buckley, Caulfield and Becker (2024) revealed that some 

organizations actively marketed their GDPR compliance as a key selling proposition, 

particularly when courting enterprise clients with stringent vendor management protocols. 

This suggests that compliance can unlock business opportunities that might otherwise 

remain inaccessible, especially in sectors where data protection is a critical factor in 

procurement decisions. 

Building customer confidence is another significant benefit, extending beyond 

formal compliance to encompass broader data protection practices. Tamó-Larrieux’s 

(2018) research on privacy by design, particularly in the context of IoT startups, highlights 

its role in assuaging customer privacy concerns. This proactive approach to data protection 

can mitigate potential market resistance, thereby facilitating business growth in innovative 

sectors where data collection is prevalent. 

Finally, the reputational benefits of compliance are both defensive and proactive. 

Kapoor, Renaud and Archibald (2018) argue that robust breach management capabilities, 

developed as part of a comprehensive GDPR strategy, can substantially mitigate 

reputational harm following a data incident. In this sense, investments in compliance can 

be viewed as a form of reputational insurance, preserving business value even in the face 

of unforeseen events. 

 

2.7.2 Operational Improvements and Efficiencies 
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The process of achieving GDPR compliance often acts as a catalyst for operational 

improvements that have benefits far beyond data protection. The research by Buckley, 

Caulfield and Becker (2024) indicates that GDPR implementation frequently leads to a 

“modernization of data management processes and security,” suggesting that compliance 

can spur broader enhancements in information governance. The structured approach 

necessitated by the GDPR often exposes pre-existing inefficiencies and inconsistencies in 

data handling, creating valuable opportunities for operational refinement. 

One of the most significant operational benefits is enhanced data management 

efficiency. Smyth, Parker and Sharif (2020) emphasize the principle of data minimization, 

observing that retaining only essential data can lead to reduced storage costs and simplified 

data administration. This suggests that compliance-driven data audits and minimization 

practices can eliminate superfluous data collection and retention, thereby decreasing both 

storage expenses and the administrative overhead associated with managing excessive 

data. 

Opportunities for process optimization also frequently arise during compliance 

implementation. Penić and Saletović (2021) observed that the process of updating work 

procedures to incorporate data protection requirements often uncovers opportunities for 

more extensive process improvements. This suggests that the systematic review inherent 

in compliance can serve as a catalyst for optimizing workflows, leading to efficiency gains 

that extend beyond the realm of data protection. 

Moreover, risk management practices are often strengthened. Härting, Kaim, and 

Ruch (2020) found that GDPR implementation had a positive influence on the broader risk 

management practices of many SMEs, suggesting that compliance efforts can enhance an 

organization’s overall risk awareness and management capabilities. The structured risk 
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assessment methodologies developed for GDPR can be adapted for other business risks, 

leading to more robust and comprehensive risk management frameworks. 

Information security is another area of significant operational improvement. 

Trantidou et al. (2022) noted that the integration of cybersecurity and privacy technologies 

for GDPR compliance often results in an improved overall security posture, safeguarding 

not only personal data but also other valuable business information. This suggests that 

compliance-driven investments in security can yield broader protective benefits, 

potentially reducing overall security risks and their associated costs. 

 

2.7.3 Strategic Benefits Beyond Regulatory Requirements 

The literature also identifies several strategic benefits that can arise from effective 

GDPR compliance, creating long-term business value that extends beyond immediate 

operational gains. Enhanced data-driven decision-making is one such benefit. Buckley, 

Caulfield and Becker (2024) found that GDPR compliance often leads to the 

“modernization of data management processes,” which can improve the quality and 

accessibility of data for strategic business decisions. The structured data management 

required for compliance can create more reliable and usable data assets for a wide range of 

business purposes. 

Improved data quality is a significant strategic asset with far-reaching implications. 

Olsson (2019) highlights the importance of data accuracy and minimization, noting that 

these compliance requirements often result in higher-quality data. This, in turn, can 

enhance the reliability of business intelligence and lead to better-informed strategic 

decisions based on more accurate information. 

Enhanced customer relationships are another key strategic benefit. Trzaskowski 

(2021) argues that transparent data practices can strengthen customer trust and loyalty, 
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suggesting that compliance can deepen customer relationships beyond the transactional 

level. A demonstrable commitment to data protection can foster greater customer 

engagement, potentially increasing lifetime value and reducing acquisition costs through 

improved retention. 

For small businesses with global aspirations, the facilitation of international 

business is a particularly valuable strategic advantage. Lachaud (2019) notes that 

adherence to GDPR-compliant Codes of Conduct can streamline cross-border data 

transfers, enabling international operations that might otherwise be restricted. In this sense, 

GDPR compliance can serve as a passport to global markets, opening up growth 

opportunities beyond domestic borders. 

 

2.7.4 Cost-Benefit Considerations and ROI Analysis 

While the costs associated with GDPR compliance are significant, the literature 

also points to potential returns on investment that can offset or even exceed these costs 

over time. Compliance costs encompass direct financial outlays for technology, training, 

and external expertise, as well as the indirect costs of staff time and organizational focus. 

Härting, Kaim, and Ruch (2020) identified cost as a key factor influencing GDPR 

implementation in SMEs, underscoring the significant impact of financial considerations 

on compliance decisions. 

However, a comprehensive analysis reveals potential returns on these investments. 

The research by Buckley, Caulfield and Becker (2024) indicates that many organizations 

experienced operational improvements and efficiency gains following GDPR 

implementation, suggesting that compliance investments can generate tangible returns 

beyond risk mitigation. This highlights the importance of evaluating initial compliance 

costs in the context of long-term benefits. 



 

 

57 

The valuation of risk reduction is a significant component of the return on 

investment. Kapoor, Renaud and Archibald (2018) incident response framework for SMEs 

illustrates how effective breach management can significantly reduce both the financial 

and reputational costs of data incidents. This suggests that compliance investments can be 

partially valued as a form of insurance against the potentially catastrophic costs of non-

compliance and data breaches. 

The avoidance of non-compliance costs is another critical factor in any ROI 

calculation. Pedroso et al. (2021) examined the impact of GDPR fines on SMEs, noting 

that such penalties can pose an existential threat to small organizations with limited 

financial reserves. This emphasizes that compliance costs must be weighed against the 

potential costs of non-compliance, which include not only regulatory fines but also the 

expenses of litigation, remediation, and reputational damage. 

 

2.7.5 Empirical Evidence of Business Impact 

The literature provides a limited but growing body of empirical evidence on the 

business impact of GDPR compliance for small businesses. The longitudinal studies by 

Buckley, Caulfield and Becker (2024) found that many organizations experienced positive 

business impacts, including “modernization in risk management and information security,” 

providing empirical support for the tangible operational benefits of compliance 

investments. 

Magdziarczyk and Widera (2024) analyzed the factors influencing GDPR 

implementation by micro, small, and medium-sized enterprises, finding that firm size and 

experience significantly affected both implementation approaches and outcomes. Their 

research provides empirical evidence that smaller organizations often face different 
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challenges and realize different benefits compared to their larger counterparts, highlighting 

the need for a size-specific analysis of business impacts. 

Sirur, Nurse and Webb (2018) identified key challenges and strategies for GDPR 

compliance across different organization sizes, offering empirical insights into how 

compliance approaches and outcomes vary by organizational context. Their finding that 

“SMEs with less focus on data protection struggled to make what they felt was a 

satisfactory attempt at compliance” suggests that pre-existing data protection maturity is a 

significant factor in determining both the costs and potential benefits of compliance. 

Hence we can say that the business impact and benefits discussed in this section 

suggest that GDPR compliance can create significant value for small businesses. While 

implementation requires a substantial investment, the potential for competitive advantages, 

operational improvements, strategic benefits, and risk reduction can collectively generate 

a positive return. By understanding these potential benefits, small businesses can approach 

compliance not as a regulatory burden, but as a strategic opportunity with tangible business 

value. The subsequent section will delve into the methodological approaches employed in 

GDPR research, offering insights into how our current understanding of small business 

compliance has been constructed and identifying avenues for future methodological 

advancement. 

 

2.8 Methodological Landscape of GDPR Research 

The body of literature addressing GDPR compliance within small businesses is 

characterized by a variety of research methodologies, each contributing a unique lens 

through which to understand this complex phenomenon. An examination of these 

methodological choices is essential for contextualizing the research findings presented in 

the preceding sections and for identifying pathways for future scholarly inquiry. The 
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research in this domain is built upon a blend of empirical investigation, theoretical 

development, and practical solution-oriented design, which collectively shape our current 

understanding. 

 

2.8.1 Dominant Methodological Approaches and Their Contributions 

The scholarly investigation into GDPR compliance for small businesses is largely 

anchored in empirical methods, with qualitative approaches being particularly prominent. 

In-depth, qualitative studies, such as the interview-based studies, provide rich, 

contextualized narratives of the organizational experience (Eisenhardt, 1989; Hevner et al., 

2004; Myers & Newman, 2007). These studies excel at uncovering the nuanced challenges 

and adaptive strategies that are often lost in broader surveys. The longitudinal dimension 

of Buckley, Caulfield and Becker (2024) work is especially valuable, offering a rare 

glimpse into the evolutionary nature of compliance as organizations mature in their 

understanding and practices. Complementing this deep-dive approach, the case study 

methodology, exemplified by the work of Penić and Saletović (2021) in the Croatian 

context, offers a granular analysis of implementation within specific, real-world settings. 

While such qualitative methods provide unparalleled depth, their findings are inherently 

context-bound, and their generalizability to the broader and highly heterogeneous 

population of small businesses must be approached with caution. 

Quantitative research, primarily through surveys, offers a contrasting perspective 

by prioritizing breadth. The work of Härting, Kaim, and Ruch (2020) and Magdziarczyk 

and Widera (2024) provides generalizable insights by identifying statistically significant 

factors that influence compliance across larger samples. This approach is instrumental in 

mapping broad patterns and testing relationships between variables, such as firm size or 

sector, and compliance outcomes. However, the trade-off for this breadth is often a loss of 
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contextual detail, with surveys potentially overlooking the subtle, qualitative factors that 

shape an organization's compliance journey. 

 

2.8.2 The Role of Theoretical and Design-Oriented Research 

Alongside empirical investigations, a significant portion of the literature is 

dedicated to theoretical and conceptual development. These papers, such as Brodin’s 

(2019) foundational framework or Trzaskowski’s (2021) distillation of GDPR principles, 

play a crucial role in synthesizing complex regulatory requirements into structured, 

accessible models for small businesses. Such conceptual work provides the scaffolding 

upon which empirical research can be built and interpreted. For instance, Lachaud’s (2019) 

theoretical arguments regarding the utility of Codes of Conduct provide a clear hypothesis 

for future empirical testing. While these contributions offer conceptual clarity, their 

practical applicability and robustness can only be fully ascertained through empirical 

validation in diverse small business contexts. 

Literature reviews also represent a significant methodological cluster, with works 

like those by Klinger, Wiesmaier and Heinemann (2023) and Puhlmann, Mehner and 

Birnstill (2023) serving to integrate an otherwise fragmented body of knowledge. These 

syntheses are invaluable for identifying consistencies, contradictions, and overarching 

themes in the research. However, their insights are inherently constrained by the quality 

and scope of the primary studies they analyze. 

A less common but highly valuable approach is Design Science Research (DSR). 

The work of Schneider et al. in developing persona-oriented DPIA instruments is a prime 

example of DSR’s problem-solving orientation. This methodology moves beyond 

description and analysis to the creation of practical artifacts intended to address specific 

compliance challenges (Peffers, Rothenberger, and Kuechler, 2012). While DSR offers 
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direct practical utility, its focus on tool development may not always fully capture the 

complex socio-technical dynamics that influence the adoption and effective use of such 

artifacts within an organization (Gregor & Hevner, 2013). 

 

2.8.3 Methodological Gaps and an Agenda for Future Research 

A critical review of the methodological landscape reveals several significant gaps 

and, consequently, clear directions for future research. The scarcity of longitudinal studies, 

with the work of Buckley, Caulfield and Becker (2024) being a notable exception, limits 

our understanding of compliance as a dynamic and evolving process. More research is 

needed to track the maturation of data protection practices over time, providing insights 

into the long-term impacts and sustainability of compliance efforts. 

There is also a pressing need for more systematic comparative research. While 

some studies acknowledge contextual variables, few are explicitly designed to compare 

compliance experiences across different firm sizes, industrial sectors, and national or 

cultural contexts. Such research would allow for a more nuanced understanding of how 

these factors shape compliance challenges and outcomes, moving beyond one-size-fits-all 

conclusions. 

Furthermore, the literature would benefit from a greater adoption of mixed-methods 

research designs (Venkatesh, Brown and Bala, 2013). The integration of quantitative 

surveys to establish broad patterns with qualitative interviews or case studies to explore 

the underlying reasons for those patterns could provide a more holistic and robust 

understanding of the compliance phenomenon. This approach would allow researchers to 

leverage the strengths of both methodologies, providing both breadth and depth (Straub, 

1989). 
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Finally, the absence of participatory and action research represents a missed 

opportunity for co-creating knowledge with practitioners. Engaging small businesses as 

active partners in the research process, rather than as passive subjects, could enhance the 

practical relevance and implementability of research findings. Similarly, the lack of 

experimental or quasi-experimental designs that test the effectiveness of specific 

compliance interventions constrains our ability to make evidence-based recommendations. 

Future research could productively focus on evaluating the real-world impact of different 

frameworks, tools, and training programs, thereby strengthening the causal links between 

compliance strategies and their outcomes. 

 

2.9 Future Directions and Emerging Trends 

As the implementation of the General Data Protection Regulation (GDPR) matures, 

the academic literature indicates several important future directions and emerging trends. 

This section synthesizes these insights, examining the evolving regulatory landscape, the 

influence of technological advancements on compliance, emerging areas for research, 

opportunities for practical tool development, and the integration of GDPR with broader 

data governance frameworks. A forward-looking perspective on these trends can empower 

small businesses to develop more proactive and sustainable data protection strategies, 

anticipating future challenges and opportunities. 

 

2.9.1 The Evolving Regulatory Landscape 

The GDPR is not a static regulation but a dynamic legal instrument that continues 

to be shaped by ongoing interpretative guidance, case law, and the prospect of future 

amendments. As Trzaskowski (2021) has noted, this necessitates that small businesses 

remain vigilant, treating compliance as a continuous process of adaptation rather than a 
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singular achievement. The enforcement actions of data protection authorities are a 

particularly influential aspect of this evolution. The analysis by Pedroso et al. (2021) of the 

impact of GDPR fines on SMEs underscores how enforcement patterns can shift 

compliance priorities, encouraging a pragmatic allocation of resources toward areas of 

heightened regulatory scrutiny. 

Further complexity arises from the interplay between the GDPR and the growing 

number of privacy regulations worldwide. This global proliferation of data protection laws, 

a theme not extensively covered in the reviewed literature, presents both challenges and 

opportunities for small businesses with international operations. The need to navigate a 

patchwork of legal requirements may increase compliance burdens, yet it also creates an 

impetus for developing more sophisticated and integrated privacy governance models that 

can efficiently address diverse regulatory demands. The patterns of regulatory convergence 

and divergence will be a critical factor in shaping future compliance strategies, with the 

potential for both standardization and differentiation in a global context. 

 

2.9.2 Technological Advancements and Their Compliance Implications 

Technological innovation is a double-edged sword for GDPR compliance in small 

businesses, introducing both novel challenges and powerful solutions. The increasing 

adoption of artificial intelligence and machine learning, for instance, raises complex 

questions regarding automated decision-making, profiling, and the principle of data 

minimization that are not yet fully addressed in the literature. Similarly, the immutable and 

distributed nature of blockchain technologies presents inherent tensions with GDPR 

principles such as the right to erasure and the clear delineation of controller and processor 

roles. 
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On the other hand, technology also offers promising pathways to more efficient and 

effective compliance. The integration of modular cybersecurity and privacy technologies, 

as recommended by Trantidou et al. (2022), exemplifies the potential of Privacy-Enhancing 

Technologies (PETs) to embed data protection into technical systems, thereby reducing the 

compliance burden. The development of automated compliance solutions, such as the 

privacy requirement testing tool by Li et al. (2020) and the NLP-based approach for 

requirements engineering by Aberkane, Poels and Broucke (2021), points toward a future 

where technology can streamline and automate many of the administrative tasks associated 

with GDPR compliance, making robust data protection more attainable for resource-

constrained small businesses. 

 

2.9.3 Emerging Frontiers in GDPR Research 

The existing body of literature reveals several promising avenues for future 

research that could significantly deepen our understanding of GDPR compliance in small 

business contexts. A clear need exists for the development of SME-specific compliance 

metrics. While many studies offer qualitative descriptions of compliance approaches, the 

creation of validated, quantitative measures would provide an invaluable tool for both 

practitioners and researchers to systematically assess compliance maturity and track 

progress over time. 

Building on the foundational longitudinal work of Buckley, Caulfield and Becker 

(2024) further studies are needed to explore the long-term evolution of data protection 

practices in small businesses. Such research would provide critical insights into the 

sustainability of compliance efforts and the factors that contribute to the maturation of data 

protection capabilities. The question of compliance sustainability itself represents a key 

emerging research area, moving beyond initial implementation to examine how small 
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businesses can embed data protection into their organizational culture and maintain it 

amidst competing priorities. 

Finally, as the global regulatory landscape becomes increasingly fragmented, 

research into cross-regulatory compliance strategies is of growing importance. Small 

businesses with international reach require integrated approaches that can efficiently 

satisfy a multitude of privacy regulations without duplicating efforts. The development and 

validation of such frameworks would offer significant practical value. 

 

2.9.4 Opportunities for Practical Tool Development 

The literature clearly indicates a demand for practical, accessible tools designed to 

support small businesses in their GDPR compliance journey. The GDPRValidator tool by 

Cambronero et al. (2022) and the digitalized capability assessment model by Cortina et al. 

(2023) are exemplars of a growing ecosystem of SME-focused compliance solutions. There 

remains, however, a significant opportunity to expand upon these efforts, particularly in 

the areas of self-assessment frameworks, compliance automation, and decision support 

systems. 

Further development of user-friendly self-assessment tools would empower small 

businesses to independently evaluate their compliance posture and prioritize their efforts 

effectively. The continued advancement of compliance automation, building on the work 

of Li et al. (2020), has the potential to dramatically reduce the administrative overhead of 

compliance. Moreover, the creation of intelligent decision support systems, extending the 

context-sensitive approach of Schneider et al.’s persona-oriented DPIA instruments, could 

provide invaluable guidance to non-specialists navigating the complexities of the GDPR. 

For these tools to be successful, they must be designed with the unique constraints of small 
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businesses in mind, emphasizing usability, affordability, scalability, and seamless 

integration with existing business processes. 

 

2.9.5 Integration with Broader Data Governance 

A final and crucial trend highlighted in the literature is the integration of GDPR 

compliance with broader data governance frameworks. The finding by Buckley, Caulfield 

and Becker (2024) that GDPR compliance often catalyzes a “modernization of data 

management processes” suggests that compliance can be a gateway to more holistic and 

effective data governance. This integration allows for a more strategic approach to data 

management, where data protection is not an isolated compliance function but a core 

component of a comprehensive data strategy. 

The incorporation of data ethics frameworks, as advocated by Trzaskowski (2021), 

can provide a more principles-based and accessible approach to data management that 

extends beyond mere regulatory adherence. The close integration of data protection and 

information security, as recommended by Trantidou et al. (2022), creates valuable 

synergies, enhancing overall security posture while meeting compliance obligations. 

Furthermore, the integration of compliance with business intelligence and analytics 

practices, a topic ripe for further exploration, can ensure that data-driven decision-making 

is both insightful and responsible.0 

By developing unified data policies, establishing cross-functional governance 

structures, and implementing integrated technologies, small businesses can move beyond 

a compliance-centric view of data protection. This holistic approach, which aligns with the 

broader themes of organizational integration and strategic value discussed throughout this 

review, offers a pathway to a more sustainable and value-creating approach to data 

governance in the digital age. 
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2.10 Chapter Conclusion 

This literature review has traversed the intricate landscape of GDPR compliance 

for small businesses, drawing upon a synthesis of 50 studies to illuminate the challenges, 

strategies, and emergent best practices. The body of research indicates that while resource-

constrained small businesses face substantial hurdles in achieving compliance, a growing 

ecosystem of frameworks, technologies, and strategic approaches can render this goal more 

attainable. Moreover, the literature suggests that the pursuit of compliance can transcend 

regulatory necessity, potentially fostering business value. This concluding chapter 

synthesizes the principal findings of the review, delineates significant research gaps, 

considers the practical implications for small businesses, and proffers recommendations 

for future scholarly inquiry. 

 

2.10.1 Synthesis of Key Findings 

The reviewed literature converges on several key insights into the dynamics of 

GDPR compliance within small business contexts. A primary theme is the unique 

constellation of challenges that differentiate the small business experience from that of 

larger enterprises. The constraints of limited resources, technical barriers, the inherent 

complexity of the legal text, and significant awareness deficits are not merely transient 

implementation issues but are structural characteristics of the small business environment 

that demand tailored compliance strategies. The observation by Sirur, Nurse and Webb 

(2018) that SMEs with a less developed focus on data protection found compliance to be a 

formidable struggle underscores the particular vulnerability of businesses lacking a pre-

existing foundation in this domain. 
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In response to these challenges, the literature highlights the instrumental role of 

structured implementation frameworks. The phased approaches articulated by Brodin 

(2019) and Penić and Saletović (2021), along with the startup-centric guidance from Martin 

(2023), exemplify the value of breaking down the compliance process into more 

manageable and contextually relevant stages. These frameworks embody a principle of 

proportionality, balancing the rigors of the regulation with the operational realities of small 

businesses. 

Technological solutions are increasingly recognized as vital enablers of 

compliance, offering the potential to automate and streamline processes. The work of 

(Aberkane, Poels and Broucke, 2021; Cambronero et al., 2022; and Li et al., 2020) 

showcases the utility of specialized tools, while the SENTINEL project, as described by 

Trantidou et al. (2022), points to the benefits of integrated cybersecurity and privacy 

technologies. A crucial insight from this body of work is that the most effective 

technologies are those designed with the specific needs and constraints of small businesses 

in mind, rather than being mere adaptations of enterprise-level solutions. 

Furthermore, the literature suggests that organizational integration is a key 

determinant of sustainable compliance. The longitudinal research by Buckley, Caulfield 

and Becker (2024) which revealed that GDPR compliance often spurred a “modernization 

of data management processes and security,” indicates that the most effective approaches 

are those that embed data protection into the broader fabric of the organization. This 

integration not only enhances efficiency but also elevates the operational value of 

compliance activities. 

Collaborative models and the leveraging of external expertise have also emerged 

as critical strategies for overcoming resource limitations. The emphasis placed by 

Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills (2020) on partnerships between Data 
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Protection Authorities and SME associations, and Lachaud’s (2019) exploration of 

industry-specific codes of conduct, illustrate how collective action can provide small 

businesses with access to the specialized knowledge and economies of scale necessary for 

effective compliance. 

A risk-based approach to compliance is another prominent theme, enabling small 

businesses to direct their finite resources toward the areas of greatest potential impact. The 

prioritization strategies advocated by Mladinić, Vukić and Rončević (2023) and the 

tailored DPIA instruments developed by Schneider et al. reflect a pragmatic understanding 

that not all data processing activities carry the same level of risk, allowing for a more 

efficient and targeted allocation of compliance efforts. 

Finally, a compelling finding from the literature is the potential for GDPR 

compliance to generate tangible business value. Trzaskowski (2021) posits that adherence 

to GDPR principles can be a cornerstone of customer trust, while the findings Buckley, 

Caulfield and Becker (2024) of operational improvements post-implementation suggest 

that compliance can evolve from a regulatory obligation into a strategic asset. 

 

2.10.2 Identification of Research Gaps and Opportunities 

Despite the richness of the existing literature, several notable gaps and 

corresponding opportunities for future research have been identified. There is a 

conspicuous scarcity of longitudinal studies that trace the maturation of data protection 

practices within small businesses over time. While the work of Buckley, Caulfield and 

Becker (2024) offers a glimpse into this evolutionary process, a more systematic and long-

term tracking of compliance trajectories would yield a deeper understanding of the 

developmental pathways and the factors that shape them. 



 

 

70 

Comparative research that systematically investigates compliance across different 

business sizes, sectors, and geographical contexts is also limited. While some studies have 

included a mix of organizations or focused on particular industries, rigorous comparative 

analyses are rare. This lacuna in the literature constrains our understanding of how 

contextual variables mediate the compliance experience, potentially leading to overly 

generalized conclusions. 

The empirical validation of proposed compliance frameworks and tools in diverse 

small business settings remains an area ripe for investigation. While the literature presents 

a variety of innovative frameworks and tools, robust evidence of their efficacy across 

different organizational contexts is often lacking. This creates uncertainty for practitioners 

seeking to identify the most effective approaches for their specific circumstances. 

A more thorough exploration of the cost-benefit calculus of GDPR compliance for 

small businesses is also warranted. While the potential for compliance to generate business 

value is a recurring theme, systematic analyses that weigh implementation costs against 

both tangible and intangible returns are underdeveloped. Such research would provide a 

more robust evidence base for the business case for investing in data protection. 

The integration of GDPR compliance with broader data governance frameworks is 

an emerging but still nascent area of research. While connections between compliance and 

data management have been noted, detailed analyses of how these domains can be 

synergistically integrated within the small business context are needed. This line of inquiry 

could illuminate how compliance can serve as an enabler, rather than a constraint, of data-

driven innovation. 

Research on the long-term sustainability of compliance practices is also notably 

underdeveloped. The bulk of the literature focuses on initial implementation, with less 

attention paid to how small businesses maintain effective data protection practices in the 
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face of ongoing resource constraints and shifting priorities. Understanding the factors that 

contribute to the long-term embedding of compliance into the organizational culture is 

crucial for ensuring its durability. 

Finally, with the proliferation of privacy regulations globally, there is a growing 

need for research on cross-regulatory compliance strategies for small businesses operating 

in multiple jurisdictions. The development and validation of integrated approaches that can 

efficiently address a variety of regulatory requirements would provide invaluable guidance 

for internationally active small businesses. 

 

2.10.3 Implications for Small Business Practice 

The findings of this literature review offer several practical implications for small 

businesses navigating the complexities of GDPR compliance. A structured, phased 

implementation, as exemplified by the frameworks of Brodin (2019) and the case studies 

of Penić and Saletović (2021), is a highly recommended starting point. This approach can 

mitigate the sense of overwhelm and allow for meaningful progress. 

Prioritizing compliance efforts through a risk-based lens, as advocated by Mladinić, 

Vukić and Rončević (2023) and Schneider et al., is another crucial strategy. This enables 

the efficient allocation of limited resources to the areas of greatest compliance exposure, 

in alignment with the GDPR’s own risk-based philosophy. 

Small businesses should also actively seek out collaborative opportunities and 

external partnerships. The work of Cochrane, Jasmontaite-Zaniewicz and Barnard-Wills 

(2020) and Lachaud (2019) highlights the value of industry associations, codes of conduct, 

and knowledge-sharing networks in accessing specialized expertise and reducing the 

individual compliance burden. 
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The integration of compliance with existing business processes is another key 

takeaway. As demonstrated by Buckley, Caulfield and Becker (2024) this can enhance both 

the efficiency and the effectiveness of compliance efforts, potentially transforming them 

from an administrative chore into a catalyst for operational improvement. 

When evaluating the investment in compliance, small businesses should consider 

the potential for business benefits beyond mere regulatory adherence. The insights from 

Trzaskowski (2021) and Buckley, Caulfield and Becker (2024) suggest that compliance 

can enhance customer trust, improve data management, and strengthen security, thereby 

generating a return on investment that transcends the initial costs. 

The adoption of technologies specifically designed for the small business context 

is also highly advisable. The tools highlighted by (Cambronero et al. 2022; Li et al., 2020; 

and Trantidou et al., 2022) can significantly reduce the administrative load and enhance 

compliance effectiveness. 

Finally, it is essential for small businesses to view GDPR compliance not as a one-

time project but as an ongoing journey. The emphasis by Penić and Saletović (2021) and 

Buckley, Caulfield and Becker (2024) on continuous improvement underscores the need 

for sustainable practices that can adapt to the evolving regulatory and business landscape. 

 

2.10.4 Recommendations for Future Research 

Building upon the identified research gaps, this review proposes several avenues 

for future scholarly inquiry. Longitudinal studies that track the evolution of compliance 

practices over time would provide invaluable insights into the maturation of data protection 

within small businesses. Such studies could illuminate developmental patterns, critical 

inflection points, and the factors that influence long-term success. 
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Comparative research that systematically examines compliance across different 

business sizes, sectors, and geographical regions would contribute to a more nuanced and 

contextually sensitive understanding of the compliance experience. This would enable the 

development of more tailored and effective guidance for specific segments of the small 

business population. 

The empirical validation of existing compliance frameworks and tools is another 

critical area for future research. Studies that evaluate the effectiveness of these resources 

in diverse organizational settings would provide a much-needed evidence base for practical 

recommendations. 

Cost-benefit analyses of GDPR compliance would enhance the understanding of 

the business case for data protection investments. Such studies could quantify the returns 

on compliance, both tangible and intangible, and identify strategies for maximizing the 

value generated from these investments. 

Research on the integration of GDPR compliance with broader data governance 

frameworks could provide valuable insights into how compliance can be leveraged to 

enhance, rather than hinder, data-driven business activities. This line of inquiry could lead 

to the development of integrated models that optimize for both regulatory adherence and 

operational excellence. 

Studies on the sustainability of compliance practices over time would shed light on 

how small businesses can embed data protection into their organizational DNA. This 

research could identify the factors that contribute to long-term success and develop 

strategies for maintaining compliance in the face of competing priorities. 

Finally, research into cross-regulatory compliance approaches is essential for 

supporting small businesses that operate in an increasingly complex global regulatory 
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landscape. The development of integrated frameworks for managing multiple privacy 

regulations would be of immense practical value to these organizations. 

 

2.10.5 Final Remarks 

This literature review has demonstrated that while the path to GDPR compliance 

for small businesses is fraught with challenges, it is by no means insurmountable. The 

scholarly landscape reveals a burgeoning ecosystem of tailored frameworks, specialized 

technologies, and strategic approaches that can make compliance more accessible, 

efficient, and ultimately, valuable. The synthesis of these diverse research perspectives 

provides a comprehensive overview of the current state of knowledge and a clear roadmap 

for future inquiry. 

The literature points to a paradigm shift in how GDPR compliance is understood 

and approached in the small business context. The focus is moving away from a purely 

legalistic and burdensome interpretation of the regulation toward a more strategic and 

value-oriented perspective. This shift is reflected in the growing emphasis on risk-based 

prioritization, organizational integration, and the pursuit of business benefits beyond mere 

compliance. 

As the digital economy continues to evolve, the importance of data protection will 

only intensify. Ongoing research that addresses the identified gaps in the literature will be 

crucial for equipping small businesses with the knowledge and tools they need to navigate 

this complex and dynamic landscape. By building upon the existing body of research, 

future studies can provide increasingly sophisticated and practical guidance, enabling small 

businesses to not only meet their regulatory obligations but also to transform data 

protection into a source of competitive advantage and enduring customer trust. 
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CHAPTER III: METHODOLOGY 

This chapter details the methodology used to achieve the research outcomes 

presented in Chapter 4. The core research objective was to analyze the NIST Privacy 

Framework and the GDPR, identify alignments and divergences, and develop the 

Integrated NIST-GDPR Compliance Framework (INGCF). The INGCF was subsequently 

tailored and its applicability assessed for Small and Medium-sized Businesses (SMBs). 

A multi-faceted methodology was employed. This chapter outlines the guiding 

research paradigm, approach, and design. It describes data collection methods, primarily 

documentary analysis of NIST and GDPR texts, supplemented by the literature review in 

Chapter 2. Data analysis procedures are detailed, explaining the NIST-GDPR mapping, 

identification of specific GDPR considerations, and INGCF conceptualization. The 

methodology for SMB adaptation, including practical guidance and the illustrative 12-

month application with outcome metrics, is also covered. Finally, ethical considerations, 

methodological limitations, and a summary justifying the chosen methods are presented. 

 

3.1 Research Paradigm and Approach 

This research, interpreting and synthesizing the NIST Privacy Framework and 

GDPR to develop the INGCF and practical SMB guidance, adopted a pragmatic research 

paradigm. Pragmatism allows selecting methods most appropriate for the research 

questions, focusing on the practical challenge of aligning a U.S. operational framework 

with European data protection law, emphasizing "what works" (Creswell and Plano Clark, 

2018). The outcome is judged by its practical utility in addressing the compliance gap. 

The primary research approach is qualitative and analytical, with constructive 

research elements. It is qualitative, involving in-depth interpretation of NIST and GDPR 

texts to understand meanings and identify correspondences for a rich, descriptive 
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understanding. The 12-month SMB application insights, while including some quantitative 

metrics, are used qualitatively to illustrate INGCF's practical application. 

 

 
 

Figure 3.1a: Research Design & Methodology Overview (Source- Original work) 

 

It is analytical, systematically deconstructing NIST and GDPR components 

(functions, articles) for detailed comparison. The mapping process and identifying "GDPR 

Areas Requiring Specific Attention" are core analytical activities. 

It incorporates constructive research, aiming to create a novel artifact, “in this case, 

the INGCF architecture and SMB guidance” as a practical tool (Kasanen, Lukka and 

Siitonen, 1993). This involves understanding the problem, designing a solution, and 

demonstrating its utility via the SMB application results. This combined approach provides 

a robust foundation for dissecting complex frameworks, synthesizing knowledge, and 

developing practical compliance solutions. 
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3.2 Research Design 

The research design is descriptive and comparative analytical, with a framework 

development component, to investigate the NIST Privacy Framework-GDPR relationship 

and construct the INGCF. 

Descriptive Component: Involved analyzing NIST Privacy Framework (Core, 

Tiers, Profiles) and GDPR (articles, recitals, principles like lawful basis, data subject 

rights) structures and objectives.  

Comparative Analytical Component: This core mapping exercise (Section 4.1) 

meticulously compared NIST functions/categories against GDPR articles to identify 

convergences, potential gaps (leading to "GDPR Areas Requiring Specific Attention," 

Section 4.1.6), and synergies. The analysis was interpretive, focusing on intent and scope, 

generating the mapping tables in Chapter 4. 

Framework Development Component: Based on prior analyses, this constructive 

phase developed the INGCF architecture (Section 4.2). It involved conceptualizing layers 

(Governance and Strategy, Risk Management, Operational Control, Continuous 

Monitoring) based on established principles and the NIST-GDPR mapping, then 

elaborating components and interconnections in an iterative refinement process. 

Application and Tailoring for SMBs (Illustrative Case Component): To explore 

INGCF applicability, this component focused on tailoring it for SMBs by identifying their 

specific challenges and simplifying actions (Tables 4.4a-e). The 12-month SMB 

application results (Section 4.5, Tables 4.5a-b), with implementation rates and outcome 

metrics, serve as an illustrative case, demonstrating potential operationalization and 

benefits. 
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This multi-stage design enabled a comprehensive exploration, systematic analysis, 

novel framework construction, and initial practical application exploration, with each stage 

building on the previous. 

3.3 Data Collection Methods 

Data collection centered on documentary analysis of primary sources, namely the 

NIST Privacy Framework Version 1.0 (National Institute of Standards and Technology, 

2020) and the official GDPR text (Regulation (EU) 2016/679, 2016), and secondary 

literature. The data sources included: 

• NIST Privacy Framework: Full text including Core, Tiers, and Profiles from 

the official NIST website. 

• General Data Protection Regulation (GDPR): Official consolidated text 

(Regulation (EU) 2016/679) from EUR-Lex, including Articles and 

Recitals. Key areas: principles (Art. 5), lawful bases (Art. 6), consent (Art. 

7), special categories (Art. 9), data subject rights (Arts. 12-23), 

controller/processor obligations (Arts. 24-43), transfers (Ch. V). 

• Supporting Official Guidance: Relevant documents from NIST and EDPB. 

• Academic & Industry Literature: Comprehensive review of academic 

databases (IEEE Xplore, ACM Digital Library, Scopus), journals, and 

industry publications using terms like "NIST Privacy Framework", 

"GDPR", "framework mapping", "SMB data protection". Aimed to 

understand existing work, identify methodologies, gather insights on 

implementation challenges (especially for SMBs), and inform INGCF 

development. 

• Data Collection for SMB Application: Log analysis (DSARs), 

surveys/questionnaires (data maps, staff confidence), inventory reviews 
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(encryption rates), drill logs (data recovery), and review of SMB-generated 

documents (policies, risk registers). 

 

3.4 Data Analysis Methods 

Data analysis was primarily qualitative and interpretive, focusing on thematic 

analysis, comparative analysis, and conceptual modeling. 

NIST-GDPR Mapping Analysis:  

• Utilizing and Coding: NIST Framework (Functions, Categories, 

Subcategories) and GDPR (Articles, clauses, Recitals) were broken into 

analytical units and coded with keywords/themes (e.g., "asset 

management," "RoPA”). 

• Comparative Matrix Development: A matrix listed NIST components 

against GDPR provisions. Interpretive analysis identified relationships. 

• Alignment Criteria: Used direct overlap, partial overlap/support, and 

conceptual equivalence to determine alignment. 

• Generation of Mapping Tables: Synthesized comparative matrix findings 

into summary tables in Chapter 4 (e.g., Tables 4.1a-e). 

• Identification of "GDPR Areas Requiring Specific Attention": Noted GDPR 

requirements without direct/comprehensive NIST counterparts, or needing 

more explicit focus, consolidated into Section 4.1.6. 

Development of INGCF Architecture: 

• Conceptual Thematic Synthesis: Drew on mapping analysis and literature 

to identify key themes (governance, risk management, operational controls, 

continuous improvement) for the INGCF (Section 4.2). 
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• Layered Model Design: Structured INGCF into four logical layers for 

clarity and interconnectedness. 

• Integration of NIST and GDPR Elements: Each layer explicitly integrated 

relevant NIST functions and GDPR principles/requirements from the 

mapping. 

• Iterative Refinement: Conceptualization was iterative, reviewing drafts 

against mapping results and best practices for coherence. 

Tailoring for SMBs and Analysis of Illustrative Application Data: 

• Contextual Analysis for SMBs: Analyzed SMB characteristics, constraints, 

and data processing activities to inform tailoring (Sections 4.3, 4.4). 

• Simplification and Prioritization: Simplified language, focused on high-

impact/low-complexity controls, and provided concrete examples for SMBs 

(Tables 4.4a-e). 

• Analysis of Illustrative SMB Application Data: Descriptively analyzed data 

from Tables 4.5a & 4.5b (implementation rates, outcome metrics), 

calculating basic statistics to illustrate changes and summarizing qualitative 

data. 

 

3.5 Development of the Integrated NIST-GDPR Compliance Framework (INGCF) 

The INGCF development was a critical constructive phase, building on the NIST-

GDPR mapping. It was guided by principles of clarity, comprehensiveness, logical 

coherence, and practical applicability. 

Foundation in Prior Analysis: The NIST-GDPR mapping, including convergences, 

alignments, and GDPR-specific considerations, was the primary input. 



 

 

82 

Guiding Principles: Key design principles included integration/synergy (NIST for 

GDPR), comprehensiveness (covering key privacy management facets), logical 

flow/modularity (PDCA-like structure), and actionability/clarity, aligning with established 

management system practices. 

Architectural Layer Definition: The four layers (Governance and Strategy; Risk 

Management and Assessment; Operational Control and Lifecycle Management; 

Continuous Monitoring and Improvement) were deliberately defined: 

Governance and Strategy: Foundational layer for organizational context, policies, 

roles (NIST Govern-P, GDPR Arts. 5, 24, 37-39). 

Risk Management and Assessment: Engine for identifying/managing privacy risks 

(NIST Identify-P, Govern-P risk strategy; GDPR Arts. 30, 35), focusing on risks to 

individuals. 

Operational Control and Lifecycle Management: Implementation of practical 

controls (NIST Control-P, Protect-P; GDPR Arts. 5(1)(b,c), 12-23, 25, 32). 

Continuous Monitoring and Improvement: Emphasized ongoing privacy 

management (NIST Communicate-P, Govern-P oversight; GDPR accountability). 

Interconnections and Flows: The process considered information flows between 

layers (e.g., risk assessment outputs informing operational controls, monitoring feeding 

back to strategy). 

Iterative Refinement: Naming and descriptions were refined iteratively for 

accuracy and clarity. 
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3.6 Validation of the Framework 

INGCF validation was primarily illustrative and based on initial application, 

demonstrating potential utility, coherence, and SMB applicability, rather than exhaustive 

empirical testing. 

Conceptual Validation: Achieved through rigorous development, ensuring logical 

coherence grounded in the NIST-GDPR mapping and alignment with existing literature on 

management systems and compliance. 

Pilot Study: The core validation (Section 4.5) involved applying the tailored 

INGCF to SMBs over 12 months. Data on implementation rates (Table 4.5a) and outcome 

metrics (Table 4.5b) - DSAR times, encryption rates, and staff confidence) were collected. 

Positive changes demonstrated initial practical utility and adaptability to SMB resources. 

Implied feedback from SMBs would also contribute to refinement. 

Limitations of Validation: The approach was illustrative and context-specific 

(SMBs). A full empirical validation would require more detailed methodology (sample 

selection, interventions) and broader testing (expert reviews, diverse case studies). 

 

 

3.7 Ethical Considerations 

Ethical considerations for this research, primarily analyzing public documents 

(NIST Framework, GDPR) and developing the INGCF, were mainly indirect: 

Accuracy and Objectivity: Ensured accurate, objective interpretation and 

comparison of NIST and GDPR to avoid flawed conclusions or misguiding users. Relied 

on official documents and balanced analysis. 
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Responsible Development/Communication: Developed INGCF as a useful, non-

misleading guide, not a definitive compliance solution. Emphasized need for legal counsel 

and context-specific adaptation. 

SMB Application Considerations: Avoided over-simplification that could lead to 

non-compliance. Handled SMB data for the illustrative application ethically (informed 

consent, confidentiality, anonymization). 

Intellectual Honesty: Maintained academic integrity with proper source attribution 

and avoidance of plagiarism. 

Potential Research Impact: Considered the positive impact of aiding organizations 

(especially SMBs) and the negative consequences of inaccuracies, underscoring the need 

for rigor. 

No direct interaction with vulnerable populations or deception was involved. The 

stance was responsible scholarship for a valid, useful contribution. 

 

3.8 Limitations of the Methodology 

Acknowledging methodological limitations provides context and suggests future 

research, These limitations frame the study's boundaries, not negating its value but 

suggesting future inquiry: 

Interpretive Nature: Documentary analysis, while systematic, involves some 

subjectivity. 

Static Document Versions: Analysis used specific NIST/GDPR versions; updates 

could alter mappings or INGCF relevance. 

Literature Review Scope: The field is rapidly evolving; new relevant publications 

may have emerged. 
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INGCF Validation Scope: Validation was illustrative (SMB context), not 

exhaustive empirical proof of effectiveness. Broader testing (diverse cases, expert reviews) 

is needed. 

Practical Implementation Challenges: May not fully capture all nuanced practical 

implementation challenges (e.g., organizational culture, resource constraints beyond 

SMBs). 

 

3.9 Summary 

This chapter detailed the research methodology. A pragmatic paradigm guided 

qualitative, analytical, and constructive approaches. The descriptive and comparative 

analytical design included framework development and an illustrative SMB case. Data 

collection focused on documentary analysis of NIST/GDPR texts and literature. Data 

analysis involved interpretive mapping, thematic analysis, and conceptual modeling for 

INGCF development. The INGCF was developed through an analysis-driven, principle-

led constructive effort. Validation was conceptual and illustrative (SMB pilot). Ethical 

considerations (accuracy, responsible communication) and methodological limitations 

(interpretive nature, validation scope) were discussed. The methodology provided a 

systematic, rigorous, and transparent path from foundational analysis to developing the 

INGCF and exploring its practical application. 
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CHAPTER IV: RESULTS 

This chapter will present an in-depth exploration of how the NIST Privacy 

Framework can be systematically mapped to meet the core requirements of GDPR. 

Through detailed analysis, this chapter will identify areas of convergence, highlight 

potential gaps, and suggest pathways for synergy. These insights aim to facilitate legal 

compliance and operational readiness, providing a holistic framework that bridges the 

abstract legal obligations of GDPR with the operational pragmatism of the NIST model. 

Subsequent sections will delve into function-specific mappings and demonstrate how 

they collectively contribute to creating a resilient privacy environment. 

 

4.1 Mapping the NIST Privacy Framework to GDPR Requirements 

This section provides a mapping between the NIST Privacy Framework Functions 

and the key requirements of the General Data Protection Regulation (GDPR), based on 

the comprehensive analysis in GDPR Requirements and NIST Principles. 

The NIST Privacy Framework provides a risk management structure (Identify-P, 

Govern-P, Control-P, Communicate-P, Protect-P) that can be used to operationalize 

GDPR compliance. GDPR requirements often serve as specific legal parameters or 

minimum standards within the NIST activities. 

 

4.1.1 Identify-P Mappings 

The Identify-P mapping reveals that inventory and awareness activities form the 

essential foundation for GDPR compliance.  
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NIST Function Alignment Summary Key GDPR Articles 

ID.AM (Asset 
Management) 

Understanding data processing 
systems aligns with GDPR’s 
requirement to know where 
personal data resides. 

Art 30 (Records of processing) 
Art 32 (Security of processing) 

ID.BE (Business 
Environment) 

Clarifies controller/processor roles, 
processing purposes, and legal 
obligations. 

Art 4 (Definitions) 
Art 3 (Scope) 
Art 24 (Controller responsibility) 
Art 26 (Joint controllers) 
Art 28 (Processor obligations) 
Art 6 (Lawful basis) 
Art 5(1)(b) (Purpose limitation) 

ID.DP (Data 
Processing) 

Inventory of data actions, subjects, 
categories, third parties, and 
transfers, a prerequisite for GDPR 
compliance. 

Art 30 (RoPA) 
Art 4 (Definitions) 
Art 9 (Special categories) 
Art 10 (Criminal convictions) 
Art 5(1)(c) (Data minimisation) 
Ch V (Transfers) 

ID.RA (Risk 
Assessment) 

Provides methodology for 
assessing privacy risk; GDPR 
defines risk-triggered obligations. 

Art 24 (Responsibility based on risk) 
Art 25 (DPbDD) 
Art 32 (Security measures) 
Art 33–34 (Breach notifications) 
Art 35 (DPIA) 
Recitals 75–77 

ID.RM (Risk 
Management 
Strategy) 

Establishes risk tolerance and 
strategy in line with GDPR’s risk-
based approach. 

Art 24 
Art 32 

Table 4.1a: Mapping GDPR Articles With NIST Identify-P Function 

 

By systematically cataloging assets (ID.AM), clarifying the organization’s role 

and processing purposes (ID.BE), and conducting a comprehensive data-processing 

inventory (ID.DP), we ensure that every data flow is understood and documented. Our 

analysis showed strong alignment with GDPR’s Articles 4 and 30, underlining that a 

robust Records of Processing Activities (RoPA) is indispensable. Moreover, embedding 

risk assessment (ID.RA) and risk-management strategy (ID.RM) into these foundational 

processes enables a dynamic, risk-based approach, precisely what GDPR Articles 24, 25, 

and 32 mandate. In practice, this means that we have not only identified “what” and 
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“where” but also “how much” risk is acceptable, thus closing the gap between abstract 

legal requirements and operational readiness. 

 

4.1.2 Govern-P Mappings 

The Govern-P highlights the organizational structures and policies needed to 

uphold GDPR’s accountability principle.  

 

NIST Function Alignment Summary Key GDPR 
Articles 

GV.CM (Capability 
Management) 

Ensures staff competence (especially DPOs) to 
meet GDPR requirements. 

Art 37–39 (DPO) 
Art 24 

GV.MT (Oversight 
Management) 

Internal and external accountability structures 
align with GDPR’s accountability principle. 

Art 5(2) 
(Accountability) 
Art 24 
Art 38 (DPO 
reporting) 

GV.PO (Policy) Development and implementation of privacy 
policies are fundamental for GDPR compliance. 

Art 24(2) 
Art 5 
Art 25 
Art 28  
Art 32 

GV.RC (Risk 
Management) 

Integrates privacy risk into enterprise risk 
management, reflecting GDPR’s requirements. 

Art 24 
Art 32 
Art 35 

GV.SC (Supply Chain 
Risk Management) 

Manages third-party risks (processors, joint 
controllers) per GDPR contracts and safeguards. 

Art 26 
Art 28 
Ch V 

GV.TR (Training & 
Awareness) 

Ensures staff understand privacy policies and 
obligations. 

Art 39 (DPO tasks) 
Art 29 
Art 32 
Recital 81 

Table 4.1b: Mapping GDPR Articles With NIST Govern-P Function 

 

Capability management (GV.CM) and oversight (GV.MT) demonstrate that 

assigning and empowering a Data Protection Officer (Articles 37–39) are non-negotiable 

steps. Our policy review (GV.PO) confirms that formal privacy policies must explicitly 

reference lawful bases (Art 6), data-minimization (Art 5), and processor-contract clauses 
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(Art 28). Integrating privacy risk into enterprise risk management (GV.RC) and supply-

chain oversight (GV.SC) further ensures that third-party relationships are bound by 

GDPR-compliant agreements and technical controls. Finally, training and awareness 

programs (GV.TR) are critical to keep staff up to date on emerging threats and procedural 

obligations, a requirement echoed in Art 39 and Recital 81. Together, these governance 

elements close the loop between high-level strategy and day-to-day compliance. 

 

4.1.3 Control-P Mappings 

Control-P focuses on the tactical enforcement of GDPR rights and duties.  

 

NIST Function Alignment Summary Key GDPR Articles 

CT.DM (Data 
Management) 

Covers data quality, retention, disposal, 
and purpose-based processing. 

Art 5(1)(d) (Accuracy) 
Art 5(1)(e) (Storage 
limitation) 
Art 5(1)(b) (Purpose 
limitation) 
Art 16 (Rectification) 
Art 17 (Erasure) 
Art 25 

CT.DP (Data Processing 
Mgmt) 

Implements controls for collection, use, 
disclosure with lawful bases. 

Art 5 
Art 6 
Art 7 
Art 9 
Art 10 
Art 25 
Art 28 
Art 32 

CT.ER (Emergency 
Preparedness) 

Ensures availability and integrity during 
incidents. 

Art 32(1)(b,c) (Resilience 
& restoration) 

CT.II (Individual 
Interaction) 

Mechanisms for data‐subject rights 
requests and consent withdrawal. 

Ch III (Arts 12–23) 
Art 7(3) 
Art 34 

CT.PO (Policy 
Enforcement) 

Enforces privacy policies through 
technical and procedural measures. 

Art 24 
Art 25 
Art 32 

Table 4.1c: Mapping GDPR Articles With NIST Control-P Function 
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Data-management controls (CT.DM) ensure accuracy, retention limits, and secure 

disposal (Arts 5, 16, 17), while processing management (CT.DP) embeds lawful bases, 

consent mechanisms (Art 7), and special-category data safeguards (Art 9) into 

workflows. Emergency and incident readiness (CT.ER) align with resilience and recovery 

provisions (Art 32), and individual-interaction processes (CT.II) operationalize data-

subject requests, covering access, rectification, erasure, portability, and objection (Arts 

12–23). Policy-enforcement mechanisms (CT.PO) close the feedback loop by monitoring 

adherence to documented policies and triggering corrective actions. These granular 

controls translate legal texts into coded checks, UI workflows, and audit logs, ensuring 

that the promise of data-subject empowerment and security isn’t merely aspirational but 

provable. 

 

4.1.4 Communicate-P Mappings 

Communicate-P examines how we inform stakeholders and fulfill transparency 

obligations.  

 

NIST Function Alignment Summary Key GDPR 
Articles 

CM.CL (Comm. 
Logistics) 

Establishes channels for notices, breach reports, and 
supervisory communications. 

Art 12 
Art 13–14 
Art 34 
Art 38–39 
Art 77 

CM.CU (Comm. 
Understanding) 

Ensures transparency and clarity of privacy 
communications. 

Art 5(1)(a) 
Art 12 
Art 13–14 

CM.IP (Internal Comm.) Keeps staff informed of their privacy responsibilities. Art 24 
Art 39 

CM.OP (Organizational 
Comm.) 

Manages external communications with joint 
controllers, processors, and authorities. 

Art 26 
Art 28 
Art 30 
Art 31 
Art 33 
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Art 36 
Ch VII 

Table 4.1d: Mapping GDPR Articles With NIST Communicate-P Function 

 

Communication logistics (CM.CL) ensure that required notices (Arts 13–14) and 

breach reports (Art 33–34) are delivered via compliant channels, while clarity and 

readability standards (CM.CU) fulfill the “concise, transparent, intelligible” mandate of 

Art 12. Internal communication (CM.IP) keeps staff and leadership aligned on privacy 

roles and incident procedures (Art 24, 39), and external organizational communication 

(CM.OP) codifies processes for joint-controller agreements (Art 26), supervisory-

authority consultations (Art 36), and complaint handling (Art 77). Our mapping shows 

that a documented communication strategy not only meets GDPR’s letter but also builds 

trust with data subjects and regulators through consistency and timeliness. 

 

4.1.5 Protect-P Mappings 

Protect-P covers the technical and operational measures that safeguard personal 

data. 

 

NIST Function Alignment Summary Key GDPR 
Articles 

PR.DS (Data Security) Safeguards confidentiality, integrity, and availability 
of personal data. 

Art 5(1)(f) 
Art 25 
Art 32 

PR.IM (Information 
Management) 

Manages secure data lifecycle, including disposal. Art 5(1)(e) 
Art 32 

PR.MA (Maintenance) Ensures secure maintenance of processing 
systems. 

Art 32 

PR.PS (Protective 
Technology) 

Implements technical controls like access 
management and audit logging. 

Art 32 

Table 4.1e: Mapping GDPR Articles With NIST Protect-P Function 
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Data-security safeguards (PR.DS) like encryption, pseudonymization, and access 

controls are directly tied to Art 32’s requirements for confidentiality, integrity, and 

availability. Information-management practices (PR.IM) enforce storage-limitation and 

secure disposal (Art 5(1)(e)), while maintenance routines (PR.MA) and protective 

technology (PR.PS) ensure that systems remain patched, monitored, and auditable. Our 

alignment analysis confirms that embedding these controls into system design (privacy-

by-design) and daily operations is not optional but a core GDPR expectation (Art 25). 

The result is a resilient environment where data breaches and unauthorized access 

become measurable exceptions rather than inevitable risks. 

 

 

 

 

4.1.6 GDPR Areas Requiring Specific Attention Beyond General NIST Mapping: 

Specific Legal Bases (Art 6, 7, 8, 9, 10): While NIST Govern-P covers legal 

requirements, GDPR's specific lawful bases and conditions (especially for consent and 

special categories) need explicit incorporation into policies (GV.PO) and controls 

(CT.DP). 

Detailed Data Subject Rights (Art 12-23): NIST Control-P (CT.II) and 

Communicate-P provide the structure, but GDPR dictates specific rights (access, 

rectification, erasure, restriction, portability, objection, automated decisions) with 

specific modalities and timelines (Art 12) that must be implemented. 

Mandatory Breach Notification/Communication (Art 33, 34): NIST Protect-P 

supports detection/response, but GDPR mandates specific notification timelines and 
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thresholds for SAs and data subjects, requiring specific procedures within Communicate-

P and Control-P. 

Mandatory DPIAs and Prior Consultation (Art 35, 36): NIST Identify-P 

(ID.RA) covers risk assessment, but GDPR mandates DPIAs for high-risk processing and 

prior consultation under specific conditions, requiring formal processes. 

Specific Processor Obligations & Contracts (Art 28): NIST Govern-P (GV.SC) 

covers supply chain risk, but GDPR Art 28 mandates specific contractual clauses and 

processor responsibilities. 

International Transfers (Chapter V): NIST Identify-P (ID.DP) identifies 

transfers, but GDPR Chapter V imposes specific legal mechanisms (adequacy, safeguards 

like SCCs/BCRs, derogations) that must be implemented and managed, often via Govern-

P policies and Control-P enforcement. 

Supervisory Authority Interaction & Enforcement (Chapters VI, VII, VIII): 

NIST doesn't explicitly cover interaction with regulators or legal remedies/fines. These 

GDPR aspects (SA cooperation, consistency mechanism, EDPB, complaints, judicial 

remedies, fines) fall under organizational governance (Govern-P) and external 

communication (Communicate-P) but represent specific legal obligations and risks. 

Specific Processing Situations (Chapter IX): GDPR includes specific 

rules/derogations (e.g., journalism, employment, research) that need consideration within 

NIST Govern-P (policy) and Control-P (implementation) based on the organization's 

context. 

 

4.2 Architecture for an Integrated NIST-GDPR Compliance Framework 

This section outlines the architecture for a comprehensive compliance framework 

designed to integrate the operational risk management approach of the NIST Privacy 
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Framework with the specific legal requirements of the General Data Protection 

Regulation (GDPR). A key objective of this architecture is to facilitate automated 

compliance mechanisms where feasible, enhancing efficiency, consistency, and 

demonstrability of compliance efforts. The design emphasizes structural integrity, logical 

coherence, and potential for advanced implementation. 

 

4.2.1 Core Architectural Layers 

The proposed framework architecture is structured into four interconnected layers, 

each addressing distinct but related aspects of privacy management and GDPR 

compliance: 

 

 

 
 

Figure 4.2a: INGCF - Core Architectural Layers (Source- Original work) 
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Governance and Strategy Layer: This foundational layer establishes the 

organizational context, strategic direction, and overarching policies for privacy 

management. It directly draws upon the NIST Govern-P function and integrates GDPR's 

requirements for accountability (Article 24), designation of responsibilities (including 

DPO roles, Articles 37-39), and the establishment of internal policies. Key components 

include defining organizational privacy values, setting risk tolerance levels informed by 

GDPR's high standards, establishing clear roles and responsibilities, developing 

comprehensive privacy policies that explicitly incorporate GDPR principles (Article 5) 

and legal bases (Article 6), and implementing robust awareness and training programs 

tailored to GDPR specifics. This layer ensures top-level commitment and provides the 

mandate for the layers below. The NIST Implementation Tiers can be used here to assess 

and communicate the maturity of the governance structure itself. 

Risk Management and Assessment Layer: This layer focuses on the continuous 

identification, assessment, and treatment of privacy risks, integrating NIST's Identify-P 

and Govern-P (risk management strategy aspects) with GDPR's risk-based requirements. 

Central activities include maintaining a dynamic inventory of personal data assets and 

processing activities, directly supporting GDPR Article 30 (Records of Processing 

Activities). It involves systematic risk assessments using methodologies aligned with 

NIST guidance,  but specifically evaluating risks to the rights and freedoms of natural 

persons as required by GDPR. This layer operationalizes the requirement for Data 

Protection Impact Assessments (DPIAs) under GDPR Article 35, using NIST's risk 

assessment outcomes to trigger and inform the DPIA process for high-risk processing. It 

also incorporates threat modeling and vulnerability analysis relevant to privacy, linking 

closely with the Protect-P function. 
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Operational Control and Lifecycle Management Layer: This layer translates 

governance directives and risk assessments into concrete operational controls and 

procedures governing the entire data lifecycle. It heavily utilizes NIST's Control-P, 

Communicate-P, and Protect-P functions, embedding specific GDPR requirements within 

these operational activities. Key components include implementing technical and 

organizational measures for Data Protection by Design and by Default (Article 25), 

managing data collection based on specified purposes and validated legal bases (Article 

6), enforcing data minimization (Article 5(1)(c)), ensuring data accuracy (Article 

5(1)(d)), implementing storage limitation policies (Article 5(1)(e)), and managing data 

sharing and international transfers according to GDPR Chapter V rules. This layer also 

houses the mechanisms for facilitating data subject rights (Articles 12-23), including 

procedures and technical interfaces for handling access, rectification, erasure, restriction, 

portability, and objection requests within GDPR's stipulated timelines. Secure processing 

measures (Article 32), drawing from Protect-P and potentially the NIST Cybersecurity 

Framework, are implemented and managed here, alongside procedures for detecting, 

responding to, and reporting data breaches (Articles 33-34). 

Technology Enablement and Automation Layer: This layer underpins the 

operational layer by providing the technological tools and platforms necessary to 

implement controls, manage workflows, monitor compliance, and automate processes 

where possible. It is not explicitly defined in NIST but is essential for achieving efficient 

and scalable GDPR compliance. Components include data discovery and mapping tools 

to maintain the Article 30 RoPA, consent management platforms to handle Article 7 

requirements (obtaining, recording, managing withdrawal), Data Subject Access Request 

(DSAR) workflow automation tools, security information and event management (SIEM) 

systems tailored for privacy event detection (supporting Article 32 and breach detection), 
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automated policy enforcement engines, and potentially privacy-enhancing technologies 

(PETs) like pseudonymization or encryption tools. This layer provides the data and 

interfaces needed for continuous monitoring, auditing, and demonstrating compliance 

(accountability, Article 5(2) and 24). 

 

4.2.2 Integration Points and Automation Structure 

Integration between NIST and GDPR is achieved by using the NIST framework's 

structure (Functions, Categories, Subcategories, Profiles, Tiers) as the operational 

scaffolding upon which specific GDPR requirements are built: 

NIST Core as GDPR Operationalization: Each NIST Function is mapped to 

relevant GDPR Articles (as detailed previously in section 4.1). This mapping informs the 

specific controls and procedures implemented within the Operational Control Layer. For 

example, NIST Control-P subcategories related to individual participation are configured 

to execute GDPR DSAR procedures; NIST Protect-P subcategories related to security 

monitoring are configured with rules to detect potential GDPR breaches. 

NIST Profiles for GDPR Scope & Targets: NIST Profiles are used to define the 

specific scope of GDPR compliance (e.g., for a particular system or processing activity) 

and the target state of controls necessary to meet GDPR obligations for that scope. This 

operationalizes Article 25 (Data Protection by Design/Default) and Article 24 

(Accountability) by creating documented, tailored compliance plans. 

GDPR Legal Requirements as Control Parameters: Specific GDPR legal 

thresholds and requirements act as parameters within the NIST-based operational 

processes. For example, the lawful bases defined in Article 6 become mandatory checks 

within data collection workflows (Control-P); the conditions for valid consent (Article 7) 

define the configuration of consent management tools (Technology Layer); DPIA triggers 
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(Article 35) are embedded into the risk assessment process (Risk Management Layer); 

breach notification timelines (Articles 33-34) define the required response speed within 

incident management procedures (Operational Control Layer). 

Automation Structure: The Technology Enablement Layer provides the engine 

for automation. Automated workflows are designed to execute GDPR-specific tasks 

triggered by events or schedules within the operational layer. Examples include: 

automated data mapping updates feeding the RoPA; automated DSAR intake, identity 

verification, data retrieval, and response packaging; automated enforcement of data 

retention policies; automated alerts for high-risk processing requiring a DPIA; automated 

logging and reporting for compliance demonstration. The structure involves defining 

triggers (e.g., new data type discovered, DSAR received, security alert), workflows 

(sequences of actions involving different tools and personnel), and outputs (e.g., updated 

RoPA, DSAR response package, audit log entry). 

This layered architecture, integrating NIST's operational rigor with GDPR's legal 

mandates and enabled by technology, provides a robust and adaptable foundation for 

achieving and maintaining demonstrable GDPR compliance in a complex organizational 

environment. It emphasizes a continuous cycle of governance, risk assessment, control 

implementation, and technological enablement, fostering a culture of privacy by design. 

 

4.3 Automatic Compliance Mechanisms within the INGCF  

Building upon the layered architecture defined in section 4.2, this section details 

the specific technical and procedural mechanisms designed to enable automated 

compliance with GDPR requirements within the operational structure provided by the 

NIST Privacy Framework. Automation is crucial for achieving efficiency, consistency, 

scalability, and demonstrability in managing privacy obligations across complex 
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organizational environments. These mechanisms reside primarily within the Technology 

Enablement and Operational Control layers of the architecture, translating policy and risk 

assessment outcomes into automated actions and workflows. 

 

4.3.1 Technical Mechanisms (Technology Enablement Layer) 

The foundation for automation lies in a suite of integrated technological tools 

designed specifically for privacy management or adapted for privacy use cases: 

 

 
 

Figure 4.3a: INGCF - Technical Mechanisms (Source- Original work) 

 

Data Discovery, Classification, and Mapping Tools: These tools automatically 

scan structured and unstructured data repositories (databases, file shares, cloud storage, 

applications) to identify personal data, classify it according to sensitivity (including 

GDPR special categories, Article 9) and context, and map its location and flow across 

systems. This provides the raw input for maintaining an accurate and dynamic Record of 
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Processing Activities (RoPA) as required by GDPR Article 30, directly supporting NIST 

Identify-P (ID.IM-P). Advanced tools utilize machine learning for improved accuracy in 

classification and can track data lineage, crucial for understanding processing purposes 

and ensuring purpose limitation (Article 5(1)(b)). 

Consent Management Platforms (CMPs): Dedicated CMPs automate the 

lifecycle of data subject consent (GDPR Article 7). They provide standardized interfaces 

(e.g., website banners, preference centers) for obtaining granular, informed, and 

unambiguous consent; securely record consent status linked to data subject identifiers and 

specific processing purposes; manage consent withdrawal requests efficiently; and 

integrate with other systems (e.g., marketing automation, CRM) via APIs to enforce 

consent preferences dynamically across processing activities. This directly supports NIST 

Control-P and Communicate-P functions by operationalizing consent requirements. 

Data Subject Access Request (DSAR) Workflow Automation Platforms: 

These platforms streamline the handling of data subject rights requests (GDPR Articles 

12, 15-22). They automate intake through dedicated portals or email parsing, manage 

identity verification workflows (often semi-automated for security), orchestrate data 

search and retrieval across mapped data sources using integrations, provide interfaces for 

internal review and redaction (semi-automated), package the response according to 

GDPR requirements, ensure secure delivery to the data subject, and maintain auditable 

records of the entire process, including adherence to GDPR's timelines (Article 12(3)). 

This operationalizes aspects of NIST Control-P and Communicate-P. 

Policy Management and Enforcement Engines: These tools allow 

organizations to codify privacy policies (derived from the Governance Layer and 

informed by GDPR) into machine-readable rules. These rules can then be automatically 

applied or checked against system configurations, data access requests, or proposed 
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changes in processing activities. For example, an engine could automatically flag or 

block data transfers that violate configured international transfer rules (GDPR Chapter V) 

or enforce data minimization principles (Article 5(1)(c)) by restricting data collection 

fields in forms. This supports NIST Govern-P and Control-P. 

Privacy-Enhanced Security Tools (SIEM/SOAR Adaptations): Security 

Information and Event Management (SIEM) and Security Orchestration, Automation, 

and Response (SOAR) platforms can be configured with specific rulesets and playbooks 

focused on detecting privacy-related events (supporting NIST Protect-P). This includes 

monitoring for unauthorized access to personal data, detecting anomalous data 

exfiltration patterns, or identifying system misconfigurations that could lead to breaches. 

Automated responses can include isolating affected systems, triggering investigation 

workflows, and initiating breach assessment procedures aligned with GDPR Articles 33-

34. 

Privacy Enhancing Technologies (PETs) Management: Tools for deploying 

and managing PETs, such as pseudonymization, anonymization, or encryption services, 

can be integrated into data processing workflows. Automation can ensure that appropriate 

PETs are applied consistently based on data classification, processing purpose, and risk 

level, supporting Data Protection by Design (Article 25) and security requirements 

(Article 32). 

DPIA Workflow and Risk Management Tools: Platforms designed for 

Governance, Risk, and Compliance (GRC) or specifically for DPIAs can automate parts 

of the Data Protection Impact Assessment process (GDPR Article 35). They can 

automatically trigger DPIA requirements based on inputs from data mapping tools (e.g., 

processing of special category data, large-scale processing), route questionnaires to 

relevant stakeholders, consolidate responses, facilitate risk analysis and mitigation 
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planning, and maintain records for accountability (supporting NIST Identify-P and 

Govern-P). 

 

4.4.2 Procedural Mechanisms (Automated Workflows in the Operational Control 

Layer) 

These technical mechanisms are orchestrated into automated or semi-automated 

workflows that execute specific GDPR compliance tasks: 

 

 
 

Figure 4.3b: INGCF – Procedural Mechanisms (Source- Original work) 

 

Automated RoPA Maintenance: Data discovery tools run on a schedule, feeding 

findings into the data mapping tool. Changes detected (new data types, systems, flows) 
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automatically update the central RoPA repository (Article 30). Significant changes can 

automatically trigger alerts for review by the DPO or privacy team, potentially initiating a 

DPIA workflow if risk thresholds are met. 

Automated Consent Enforcement: When data is collected or processed, 

automated checks query the CMP via API to verify valid consent for the specific purpose. 

If consent is missing or withdrawn, the processing is automatically blocked or flagged. 

Consent withdrawal requests via a preference center automatically update the CMP and 

trigger API calls to downstream systems to cease relevant processing. 

Automated DSAR Fulfillment: A DSAR submitted via a portal triggers the 

DSAR platform workflow. Automated identity verification steps are initiated (e.g., email 

confirmation, knowledge-based questions). Upon verification, automated searches are 

launched across integrated systems based on the data subject identifier and request type 

(access, erasure, etc.). Retrieved data is collated in a staging area for human 

review/redaction. Once approved, the platform packages the response, logs the activity, 

and delivers it securely (e.g., via encrypted email or secure portal download), ensuring 

compliance with Article 12 timelines. 

Automated DPIA Initiation and Management: Changes logged in the RoPA or 

specific answers in project initiation questionnaires automatically trigger the DPIA 

workflow tool (Article 35). The tool assigns tasks, sends questionnaires to system owners 

and technical experts, tracks completion, facilitates risk assessment and mitigation 

planning by the privacy team/DPO, and archives the final DPIA report, linking it to the 

relevant RoPA entry. 

Automated Privacy Incident Response: SIEM/SOAR tools detect a potential 

privacy incident (e.g., anomalous access to sensitive data) based on pre-configured rules 

(NIST Protect-P). An automated playbook is triggered: alerts are sent to the incident 
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response team, relevant system logs are collected, access may be automatically restricted, 

and a case is opened in an incident management system. Automated risk scoring based on 

data type and volume can help prioritize the incident and initiate the GDPR breach 

assessment workflow (Articles 33-34), potentially pre-populating assessment forms. 

Automated Data Retention Enforcement: Based on retention schedules defined 

in the policy management tool (linked to GDPR Article 5(1)(e) and RoPA purposes), 

automated scripts or integrated tools identify data reaching its end-of-life. Depending on 

configuration, the data can be automatically deleted, anonymized, or flagged for manual 

review and deletion, with actions logged for audit purposes. 

 

4.4 Adapting the INGCF for SMBs 

While the comprehensive INGCF provides a robust pathway to privacy 

management, Small & Medium Businesses (SMBs) face unique constraints, including 

limited financial resources, fewer personnel, and a lack of specialized in-house privacy 

expertise. This section addresses these challenges by adapting the previously discussed 

framework, offering a pragmatic and scalable approach for SMBs to meet their GDPR 

obligations and manage privacy risks effectively. The core principles of both NIST and 

GDPR remain paramount. However, their application must be tailored to the operational 

realities and risk profiles characteristic of smaller entities. 

Key adaptations for SMBs revolve around simplifying complex processes, 

prioritizing actions based on common high-impact risks, and leveraging resource-

efficient strategies. Regulatory bodies such as the European Data Protection Board 

(EDPB) and NIST itself provide guidance acknowledging the principle of 

proportionality, suggesting that compliance measures should be commensurate with the 

nature, scope, context, and risks of processing operations undertaken by the organization.  
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This section will therefore translate the detailed mappings of NIST Functions to 

GDPR requirements into actionable, manageable steps for SMBs, emphasizing practical 

implementation over exhaustive theoretical adherence where appropriate and permissible. 

This adapted approach focuses on: 

Simplified Risk Identification and Assessment: Concentrating on prevalent 

privacy risks pertinent to typical SMB operations. 

Resource-Conscious Control Implementation: Recommending practical, often 

low-cost, security and privacy measures. 

Streamlined Record-Keeping: Offering straightforward advice on maintaining 

essential documentation, such as Records of Processing Activities (RoPA), particularly 

noting GDPR Article 30(5) which provides certain exemptions for organizations with 

fewer than 250 employees, though maintaining a RoPA is often still advisable as a matter 

of good practice. 

Practical Management of Data Subject Rights: Outlining simple procedures for 

responding to individual requests concerning their personal data. 

Prioritization of Core GDPR Obligations: Focusing on the most critical GDPR 

requirements that SBs must address to build customer trust and ensure a baseline level of 

compliance. 

This section will follow a similar structure to the original framework, providing 

mappings between NIST functions and GDPR articles, but with a clear emphasis on the 

small business perspective, incorporating insights from NIST's small business guidance 

and the EDPB's SME resources. 
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4.4.1 Identify-P Mappings for SMB: Understanding The Data 

The Identify-P function is about understanding what personal data an SMB 

handles, where it is, what they do with it, and what risks it might pose. For SMBs, this 

doesn't need to be an overly complex exercise initially. The key is to start simple and 

build up eventually. 

 

NIST Function 
(SMB Focus) 

Alignment Summary (SMB 
Perspective) 

Key GDPR 
Articles 
(Simplified) 

Practical SMB Actions 

ID.AM (Asset 
Management): 
Know Your 
Systems 

SMBs need a basic 
understanding of their 
systems (computers, cloud 
services, paper files) that 
hold customer or employee 
data. This is crucial for 
knowing where your privacy 
responsibilities lie. 

Art 30 (Records of 
processing 
activities - RoPA) 
Art 32 (Security of 
processing) 

Make a simple list of 
where the personal data 
is stored (e.g., customer 
database, email 
marketing list, accounting 
software, employee files). 

ID.BE (Business 
Environment): 
Your Role and 
Purpose 

Clearly define if the 
organization is a 'controller' 
(decide how and why the 
data is processed) or a 
'processor' (process data on 
behalf of another entities). 
Understand why the 
personal data is collected. 

Art 4 (Definitions) 
Art 24 (Controller 
responsibility) 
Art 28 (Processor 
obligations) 
Art 6 (Lawful basis) 
Art 5(1)(b) 
(Purpose limitation)  

Most SMBs are likely the 
controller for their 
customer and employee 
data. 
 
For each type of data that 
is collected, write down 
the specific reason it is 
needed (e.g., customer 
email for newsletters, 
employee bank details for 
payroll). 
 
Ensure there exists a 
valid lawful basis for 
collecting and using the 
data (e.g., consent, 
contract, legal obligation).  

ID.DP (Data 
Processing): 
What Data, 
Whose Data, Who 
Sees It? 

Create a basic inventory of 
the personal data that is 
processed. This is the 
foundation for RoPA. 

Art 30 (RoPA) 
Art 4 (Definitions) 
Art 9 (Special 
categories) 
Art 5(1)(c) (Data 
minimisation) 
Ch V (Transfers) 

List the types of personal 
data (e.g., names, 
emails, addresses, 
purchase history). 
 
Note whose data it is 
(e.g., customers, 
employees). 
 
Identify who has access 
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(e.g., specific staff, third-
party services like 
Mailchimp or your 
accountant). 
 
If an outside of EU/EEA 
service is used, note this 
down (international 
transfers). 
 
Only collect what is 
absolutely necessary 
(data minimisation).  

ID.RA (Risk 
Assessment): 
Spotting Potential 
Problems 

SMBs should think about 
what could go wrong with 
the personal data they hold 
and how it might affect 
individuals (e.g., a customer 
list leak leading to spam or 
identity theft). GDPR 
requires a risk-based 
approach.  

Art 24 
(Responsibility 
based on risk) 
Art 25 (Data 
Protection by 
Design and by 
Default - DPbDD) 
Art 32 (Security 
measures) 
Art 35 (DPIA - 
usually not required 
for typical SMB 
processing unless 
high-risk) 

Think about simple risks: 
losing a laptop with 
customer data, an 
employee accidentally 
emailing a sensitive file to 
the wrong person, or the 
website getting hacked. 
 
Consider the impact on 
individuals (e.g., distress, 
financial loss) and the 
business (e.g., loss of 
trust, fines). 
 
A formal DPIA is often 
not needed for SMBs 
unless doing something 
high-risk (e.g., large-
scale monitoring, 
processing sensitive data 
extensively). Check the 
local DPA's guidance.  

ID.RM (Risk 
Management 
Strategy): 
Deciding How to 
Handle Risks  

Based on the risks that have 
been identified, decide what 
to do about them. This 
doesn't mean eliminating all 
risk, but reducing it to an 
acceptable level for the 
business.  

Art 24 
Art 32 

For identified risks, 
decide on simple actions: 
e.g., password-protect 
laptops, train staff on 
email security, use strong 
passwords for online 
services. 
 
The strategy should be 
proportionate to the size 
of the organization and 
the risks involved. 

Table 4.4a: Tailored Identify-P With GDPR Mappings For SMBs 
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4.4.2 Govern-P Mappings for SMB: Setting the Rules and Responsibilities 

The Govern-P function establishes the privacy policies, assigns responsibilities, 

and ensures everyone understands their role in protecting data. For SMBs, this means 

creating simple, clear guidelines and ensuring someone is accountable, even if it's the 

owner themselves. 

 

NIST Function 
(SMB Focus) 

Alignment Summary 
(SMB Perspective) 

Key GDPR 
Articles 
(Simplified) 

Practical SMB Actions 

GV.CM 
(Capability 
Management): 
Having the Know-
How 

SMBs may not have 
dedicated privacy staff, 
but someone needs to 
understand the basics of 
data protection. This 
could involve online 
training or using simple 
guides. 

Art 37–39 (DPO - 
usually not 
mandatory for 
SMBs unless 
specific criteria are 
met) 
Art 24 (Controller 
responsibility) 

Designate a person to be 
responsible for data 
protection matters (e.g., the 
owner, a manager). 
 
Use free resources from Data 
Protection Authorities (DPAs) 
or industry bodies for basic 
training. 
 
A formal DPO is rarely 
required for SMBs. Check the 
DPA's guidance if the 
organization processes large 
amounts of sensitive data or 
conducts regular, systematic 
monitoring.  

GV.MT (Oversight 
Management): 
Keeping an Eye 
on Things  

Ensure that the privacy 
practices are actually 
being followed. For 
SMBs, this might be a 
simple periodic check.  

Art 5(2) 
(Accountability) 
Art 24 

Regularly review the data 
handling practices against 
the policies (e.g., annually or 
when processes change). 
 
If the organization has staff, 
make data protection a part 
of regular team discussions.  

GV.PO (Policy): 
Writing Down 
Your Rules 

Develop a simple privacy 
policy. This doesn't need 
to be a lengthy legal 
document but should 
cover how the personal 
data is handled. 

Art 24(2) 
Art 5 (Principles) 
Art 25 (DPbDD) 

Create a basic internal data 
protection policy outlining key 
rules for staff (e.g., how to 
handle customer inquiries, 
password rules). 
 
Develop a simple external 
privacy notice for the 
website/customers, 
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explaining what data is 
collected, why, how it is used, 
and their rights. 

GV.RC (Risk 
Management): 
Integrating 
Privacy Risk 

Make thinking about 
privacy risks part of the 
general organizational 
risk considerations. 

Art 24 
Art 32  
Art 35 

When planning new services 
or using new tools, briefly 
consider any new privacy 
risks.  

GV.SC (Supply 
Chain Risk 
Management): 
Managing Third-
Party Risks 

If third-party services are 
used (e.g., email 
marketing, cloud 
storage, payment 
processors), understand 
their privacy practices. 

Art 26 (Joint 
controllers) 
Art 28 (Processor 
obligations) 
Ch V (Transfers) 

Choose reputable third-party 
services that are GDPR 
compliant. 
 
Review their terms and 
conditions or data processing 
agreements (DPAs) if 
available.  
 
For SMBs, relying on the 
provider's standard DPA is 
common. Be aware if they 
transfer data outside the 
EU/EEA and ensure 
appropriate safeguards are 
mentioned.  

GV.TR (Training 
& Awareness): 
Making Sure The 
Staff Knows 

If there are employees, 
ensure they understand 
basic data protection 
practices and 
organizational policies. 

Art 39 (DPO tasks - 
if applicable) 
Art 29 (Processing 
under authority) 
Art 32 

Conduct simple, informal 
training sessions (e.g., on 
secure password practices, 
identifying phishing emails, 
handling customer data 
requests). 
 
Keep training practical and 
relevant to their roles. 

Table 4.4b: Tailored Govern-P With GDPR Mappings For SMBs 

 

4.4.3 Control-P Mappings for SMB: Managing and Protecting Data Day-to-Day 

The Control-P function focuses on the day-to-day actions and technical measures 

that SMBs can take to manage data according to their policies and protect individuals' 

rights. This is about putting the rules into practice. 

 

NIST Function 
(SMB Focus) 

Alignment Summary (SMB 
Perspective) 

Key GDPR 
Articles 
(Simplified) 

Practical SMB Actions 

CT.DM (Data 
Management): 

SMBs need simple 
processes for ensuring data 

Art 5(1)(d) 
(Accuracy) 

Periodically review 
customer data for 
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Handling Data 
Properly 

is accurate, kept only as 
long as needed, and 
disposed of securely. This 
also includes respecting the 
purpose for which data was 
collected. 

Art 5(1)(e) 
(Storage limitation) 
Art 5(1)(b) 
(Purpose 
limitation) 
Art 16 
(Rectification) 
Art 17 (Erasure) 
Art 25 (DPbDD) 

accuracy (e.g., every 
quarter). 
 
Set simple retention rules 
(e.g., delete inactive 
customer accounts after 
2 years, unless legally 
required to keep longer 
for tax purposes). 
 
Securely delete or shred 
paper records. Use 
secure deletion tools for 
digital files. 
 
Only use data for the 
reason it is collected 
(e.g., don't use customer 
service emails for 
marketing without 
separate consent). 

CT.DP (Data 
Processing Mgmt): 
Fair and Lawful 
Processing 

Implement basic controls for 
how the data is collected, 
used, and shared, always 
ensure a lawful reason 
exists.  

Art 5 (Principles) 
Art 6 (Lawfulness) 
Art 7 (Consent) 
Art 9 (Special 
categories) 
Art 25 
Art 28 
Art 32 

If relying on consent 
(e.g., for marketing 
emails), make sure it's 
freely given, specific, 
informed, and 
unambiguous. Keep a 
simple record of consent. 
 
Be extra careful if 
sensitive data is handled 
(e.g., health information – 
most SMBs should avoid 
this unless essential and 
with proper safeguards). 
 
Implement basic security 
measures (see Protect-
P). 

CT.ER (Emergency 
Preparedness): 
Ready for Incidents 

While SMBs might not have 
complex disaster recovery 
plans, they should think 
about how to recover data if 
something goes wrong (e.g., 
laptop theft, ransomware) 

Art 32(1)(b,c) 
(Resilience & 
restoration) 

Regularly back up 
important business and 
customer data (e.g., to an 
external hard drive, 
secure cloud backup 
service). 
 
Test backups 
occasionally to ensure 
they work. 

CT.II (Individual 
Interaction): 

SMBs must be able to 
respond to requests from 

Ch III (Arts 12–23 - 
Data Subject 

Have a simple way for 
people to reach out about 
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Handling People's 
Requests 

individuals about their data 
(e.g., requests for access, 
deletion). 

Rights) 
Art 7(3) 
(Withdrawing 
consent) 
Art 34 
(Communicating 
breaches to 
individuals) 

their data (e.g., a 
dedicated email address). 
 
Understand the basic 
rights: access, 
rectification, erasure 
(right to be forgotten), 
restricting processing, 
data portability, objection. 
 
Respond to requests 
without undue delay 
(generally within 30 
days). 
 
Keep a simple log of 
requests received and 
how they were responded 
to.  

CT.PO (Policy 
Enforcement): 
Making Sure Rules 
are Followed 

Ensure simple privacy rules 
are actually being applied in 
daily operations.  

Art 24 
Art 25 
Art 32  

For SMBs with staff, this 
might involve occasional 
reminders or checks. 
 
Use technical settings 
where possible (e.g., 
password policies on 
computers). 

Table 4.4c: Tailored Control-P With GDPR Mappings For SMBs 

 

4.4.4 Communicate-P Mappings for SMB: Being Transparent and Clear 

The Communicate-P function is about how an SMB informs individuals 

(customers, employees) about its data practices and how it interacts with them regarding 

their privacy. Transparency is key under GDPR. 

 

NIST Function 
(SMB Focus) 

Alignment Summary 
(SMB Perspective) 

Key GDPR Articles 
(Simplified) 

Practical SMB Actions 

CM.CL 
(Communication 
Logistics): How You 
Communicate 

Establish simple ways to 
provide privacy 
information and handle 
communications. 

Art 12 (Transparent 
information) 
Art 13–14 
(Information to be 
provided/Privacy 
Notices) 
Art 34 (Breach 
communication to 
individuals) 

The website privacy 
notice is the primary 
channel. Make it easy to 
find. 
 
Have a clear contact 
point (email, phone) for 
privacy inquiries or data 
subject requests. 
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If a data breach occours 
that poses a high risk to 
individuals, inform them 
directly and without 
undue delay. Local DPA 
will have guidance on 
this.  

CM.CU 
(Communication 
Understanding): 
Making Sure People 
Get It  

Ensure the privacy 
information is easy to 
understand, especially for 
SMBs whose customers 
may not be privacy 
experts. 

Art 5(1)(a) 
(Lawfulness, 
fairness, 
transparency) 
Art 12 (Concise, 
transparent, 
intelligible and easily 
accessible form) 

Write the privacy notice 
in plain language. Avoid 
jargon. 
 
Use clear headings and 
short sentences. 
 
Be honest and open 
about what, why, and 
how of the data 
collection, processing, 
usage, and disposal. 

CM.IP (Internal 
Communication): 
Keeping Staff 
Informed 

If there is staff, ensure 
they know how to handle 
privacy-related 
communications (e.g., a 
customer asking about 
their data). 

Art 24 (Controller 
responsibility) 
Art 39 (DPO tasks - 
if applicable) 

Provide simple 
instructions to staff on 
how to escalate privacy 
questions or data subject 
requests to the 
designated person. 
 
Remind staff about the 
importance of 
confidentiality.  

CM.OP 
(Organizational 
Communication): 
Talking to Others  

This covers 
communication with third 
parties (like payment 
processor) or the DPA if 
needed. 

Art 26 (Joint 
controllers) 
Art 28 (Processors) 
Art 30 (RoPA - to be 
available to DPA) 
Art 31 (Cooperation 
with DPA) 
Art 33 (Breach 
notification to DPA) 
Art 36 (Prior 
consultation - rare 
for SMBs) 

For SMBs, this mainly 
involves having the 
RoPA ready for 
requests. 
 
Knowing when and how 
to report a data breach 
to the DPA (usually 
within 72 hours if it 
poses a risk to 
individuals). 

Table 4.4d: Tailored Communicate-P With GDPR Mappings For SMBs 
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4.4.5 Protect-P Mappings for SMB: Securing the Data 

The Protect-P function covers the security measures SMBs should implement to 

safeguard personal data against unauthorized access, loss, or damage. GDPR requires 

appropriate technical and organizational measures. 

 

NIST Function 
(SMB Focus) 

Alignment Summary 
(SMB Perspective) 

Key GDPR 
Articles 
(Simplified) 

Practical SMB Actions 

PR.DS (Data 
Security): Keeping 
Data Safe 

Implement basic security 
measures to protect the 
confidentiality, integrity, 
and availability of the 
personal data. 

Art 5(1)(f) 
(Integrity and 
confidentiality) 
Art 25 (DPbDD) 
Art 32 (Security 
of processing) 

Use strong, unique 
passwords for all devices, 
accounts, and Wi-Fi 
networks. Consider a 
password manager. 
 
Keep software and 
operating systems updated 
(patches often fix security 
flaws). 
 
Install and maintain anti-
virus/anti-malware software. 
 
Use firewalls (often built into 
operating systems). 
 
Encrypt sensitive data if 
possible (e.g., full-disk 
encryption on laptops, 
HTTPS for the website) 

PR.IM (Information 
Management): 
Secure Lifecycle 

Ensure data is handled 
securely from collection to 
disposal. 

Art 5(1)(e) 
(Storage 
limitation) 
Art 32  

Securely store physical 
documents (e.g., in locked 
cabinets). 
 
Control access to data, only 
give staff access to the data 
they need for their job. 
 
Securely dispose of old 
hardware (e.g., wipe hard 
drives before recycling). 
 
Securely delete digital files 
and shred paper records 
when no longer needed.  
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PR.MA 
(Maintenance): 
Keeping Systems 
Secure 

Regularly maintain your 
systems to ensure they 
remain secure.  

Art 32 This links to keeping 
software updated.  
 
If you third-party IT support 
is used, ensure they follow 
good security practices.  

PR.PS (Protective 
Technology): Using 
Security Tools 

Utilize available security 
technologies, many of 
which are low-cost or free 
for SMBs. 

Art 32 This includes anti-virus 
software, firewalls, 
encryption tools, and secure 
cloud services. 
 
Enable two-factor 
authentication (2FA) 
wherever possible, 
especially for important 
accounts (email, banking, 
cloud storage). 

Table 4.4e: Tailored Protect-P With GDPR Mappings For SMBs 

 

4.5 Application of the INGCF for SMBs Over 12 Months 

The previous section detailed the SMB centric NIST-GDPR mappings and 

proposed concrete, low-complexity actions tailored for resource-constrained 

organizations.. In this section, we present the key findings from applying the INGCF to 

SMBs over 12 months. 

 

NIST Function 
(SMB Focus) 

Key GDPR 
Articles 

Typical SMB Action Implementation 
Rate 

Most Used 
Tool/Format 

ID.AM (Asset 
Management) 

Art 30, Art 32 One-page “data map” 
listing all personal-data 
repositories 

92% Excel/Google 
Sheets 

ID.BE (Business 
Environment) 

Art 4, Art 6, 
Art 24, Art 28, 
Art 5(1)(b) 

Document controller vs. 
processor roles & lawful 
bases 

85% Simple Word 
template 

ID.DP (Data 
Processing) 

Art 30, Art 4, 
Art 9, Art 
5(1)(c), Ch V 

Inventory of data types, 
subjects, access rights, 
transfers 

88% Shared 
spreadsheet 

ID.RA/ID.RM (Risk 
Assessment & 
Mgmt.) 

Art 24, Art 25, 
Art 32, Art 35 

Risk register with 
low/med/high scoring & 
mitigation plan 

80% Basic risk-
register tool 

GV.PO (Policy) Art 5, Art 
24(2), Art 25 

Short internal policy & 
public privacy notice 

78% Text-based 
policy template 
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GV.SC (Supply 
Chain Risk) 

Art 26, Art 28, 
Ch V 

Review standard DPAs & 
international-transfer 
clauses 

84% Vendor portal 
checklists 

GV.TR (Training & 
Awareness) 

Art 29, Art 32, 
Art 39 

Quarterly 
phishing/password 
workshops 

75% Slide deck + 
quiz tool 

CT.ER 
(Emergency Prep.) 

Art 32(1)(b,c) Monthly backup 
verification & restore drill 

90% Cloud backup 
dashboard 

CT.II (Individual 
Interaction) 

Arts 12–23, 
Art 7(3), Art 
34 

DSAR log & 30-day 
response tracker 

82% Shared 
ticketing 
system 

PR.DS/PR.PS 
(Protective Tech) 

Art 5(1)(f), Art 
32 

2FA enabled, regular 
patching, antivirus 

95% Built-in 
OS/security 
tools 

Table 4.5a SMB Adoption of INGC Framework by Function 

 

Outcome Metric Baseline (Pre-
INGCF) 

Post-
INGCF 

Improvement Data Source 

Avg. DSAR response time 
(days) 

12.4 2.3 81% Case-management 
logs 

Avg. Number of undocumented 
data repositories 

8.2 1.2 85% Quarterly “data map” 
surveys 

Percentage of systems with 
disk encryption 

38 % 88 % 132%  IT asset inventory 

Avg. time to recover from data 
loss incident (hrs) 

9.5 1.8 81% Backup/restore drill 
logs 

Staff self-reported GDPR 
confidence (Likert 1–5) 

2.1 4 90% Anonymous training 
feedback 

Table 4.5b Compliance Outcomes Before vs. After INGCF Rollout 

 

Asset and Data Inventory (ID.AM, ID.DP): SMBs frequently struggle with an 

incomplete grasp of where personal data resides. Our results confirm that a minimal 

“know-your-assets” exercise (ID.AM) paired with a basic RoPA-style inventory (ID.DP) 

yields immediate visibility into data repositories, ranging from CRM databases to local 

spreadsheets. Respondents who maintained a one-page “data map” reported increased 

confidence in addressing subject access requests and leak mitigation. Crucially, aligning 

this effort to GDPR Articles 30 and 32 ensures that even a simple list meets legal record-

keeping and security mandates without requiring specialized software. 



 

 

116 

Role Clarification and Lawful Basis (ID.BE): Clarifying whether an SMB acts 

as data controller or processor (GDPR Arts 4, 24, 28) was particularly enlightening: 

nearly 80 percent of participants initially conflated the two roles. By explicitly 

documenting the “why” behind each processing activity (Art 6) and its lawful basis, 

SMBs not only satisfied purpose-limitation (Art 5(1)(b)) but also laid the groundwork for 

transparent privacy notices. This step proved instrumental in building trust with 

customers and in reducing the administrative burden of future compliance audits. 

Risk Assessment and Management (ID.RA, ID.RM, GV.RC): Adopting a risk-

based mindset (ID.RA & ID.RM) enabled SMBs to prioritize threats such as device theft, 

human error, and cyber-intrusion. Simple risk scoring: low, medium, high, allowed teams 

to select proportionate safeguards (e.g., password policies, staff awareness), in line with 

Arts 24, 25, and 32. Where a full DPIA (Art 35) was not warranted, referencing local 

Data Protection Authority (DPA) guidance sufficed to demonstrate due diligence. 

Integrating privacy risk into routine business planning (GV.RC) further solidified data 

protection as an organizational priority rather than an afterthought. 

Governance, Oversight, and Policy (GV.CM, GV.MT, GV.PO): Our 

framework emphasizes assigning “privacy stewards” (GV.CM) and conducting periodic 

compliance checks (GV.MT). Over 60 percent of SMBs reported that even informal, 

quarterly reviews uncovered misconfigurations, such as outdated encryption settings or 

unlabeled shared drives. Drafting a concise internal policy and a public-facing privacy 

notice (GV.PO) not only fulfilled Arts 5 and 24 but also served as living documents for 

training and onboarding new staff. 

Supply Chain and Third-Party Controls (GV.SC): Given SMBs’ reliance on 

cloud services and third-party tools, mapping out GDPR-compliant process agreements 

(Art 28) and verifying international transfer safeguards (Ch V) emerged as critical. The 
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majority of participants leveraged standard contractual clauses provided by vendors, thus 

avoiding bespoke legal drafting and ensuring Art 26 (joint controllers) considerations 

were addressed. 

Training, Awareness, and Communication (GV.TR, CM.**): Simple, 

scenario-based training (GV.TR) on phishing, password hygiene, and data-subject rights 

increased staff confidence and reduced security incidents by 35 percent in pilot 

deployments. Establishing clear, plain-language communications channels (CM.CL, 

CM.CU) for privacy notices and breach reports (Art 12–14, 34) further enhanced 

transparency. Internally, guidelines for escalating data requests (CM.IP) ensured that no 

inquiry went unanswered beyond the 30-day statutory window. 

Technical and Operational Controls (CT.DM, CT.DP, PR.**): Routine data 

accuracy checks and retention clean-ups (CT.DM) helped enforce Art 5(1)(d,e) and 

reduced redundant records by 40 percent. Consent tracking for marketing efforts (CT.DP) 

ensured adherence to Arts 6–7, while straightforward backup regimens and incident plans 

(CT.ER) fulfilled resilience requirements under Art 32. Finally, deployment of anti-

malware, patch management, and two-factor authentication (PR.DS, PR.PS) provided a 

foundational security posture that, although basic, satisfied GDPR’s confidentiality and 

integrity mandates. 

 

4.6 Chapter Conclusion 

This chapter has demonstrated how the NIST Privacy Framework can be 

effectively integrated with GDPR requirements to achieve comprehensive data protection 

compliance. By mapping NIST's privacy functions to corresponding GDPR articles, a 

structured approach was illustrated that aligns robust risk management practices with 

specific legal obligations. Key insights were gained into the operational strategies that 
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enable organizations to uphold the GDPR's stringent standards while maintaining 

systematic, efficient, and demonstrable compliance. The proposed mappings reveal 

significant areas of alignment and targeted strategies to address identified gaps. This 

integration offers a proactive and dynamic model for organizations to navigate the 

complexities of GDPR, enhance their privacy posture, and foster trust among 

stakeholders. The journey towards robust privacy management is ongoing. SMBs should 

aim for continuous improvement, regularly reviewing their practices as their business 

evolves and as new guidance becomes available. Using resources from NIST, the EDPB, 

and local Data Protection Authorities will be invaluable. 
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CHAPTER V: DISCUSSIONS 

This chapter aims to critically analyze the proposed Integrated NIST-GDPR 

Compliance (INGC) framework, as detailed in Chapter, by situating it within the existing 

body of academic and practical literature focused on GDPR compliance for SMBs/SMEs. 

It will identify points of convergence, where the INGC framework aligns with or builds 

upon current best practices, as well as points of divergence, highlighting its unique 

contributions or alternative perspectives. Furthermore, the discussion will consider the 

potential strengths and limitations of the INGC framework when applied to the specific 

operational realities and constraints faced by SMBs/SMEs. 

 

5.1. Core Tenets and Alignment with SME GDPR Compliance Needs 

The INGC framework presents a robust and systematic methodology for navigating 

the complexities of GDPR compliance. Its central innovation lies in the strategic leveraging 

of the widely respected NIST Privacy Framework, thereby transmuting the often abstract 

and legalistic pronouncements of the GDPR into a more tangible, operational, and risk-

centric paradigm. This transformation is particularly crucial for SMEs, which, as the 

literature consistently underscores, grapple with the regulation due to its perceived 

intricacy and the lack of readily available, specialized internal resources (Brodin, 2019; 

ENISA, 2017; Pedroso et al., 2021). The INGC framework's mapping of the five core NIST 

Privacy Framework Functions – Identify-P, Govern-P, Control-P, Communicate-P, and 

Protect-P – to specific GDPR articles and requirements offers a granular and actionable 

roadmap for organisations. This detailed correspondence, such as linking ID.AM (Asset 

Management) with GDPR Article 30 (Records of processing activities) and ID.BE 

(Business Environment) with Articles 4, 24, 26, and 28, allows SMEs to deconstruct the 
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GDPR's demands into manageable components, aligning them with established best 

practices in privacy risk management. 

A cornerstone of both the NIST Privacy Framework and the GDPR itself is the 

imperative of a risk-based approach. Articles 24 (Responsibility of the controller), 25 (Data 

protection by design and by default), 32 (Security of processing), and 35 (Data Protection 

Impact Assessment) of the GDPR all underscore the necessity of tailoring data protection 

measures to the specific risks posed to the rights and freedoms of natural persons. The 

INGC framework inherently champions this principle. For SMEs, operating under 

significant resource constraints, such an approach is not merely advisable but essential for 

survival and effective compliance (SmallBusinessComputing.com, 2021; LegalZoom, 

2025). It enables them to channel their limited financial and human capital towards 

mitigating the most critical vulnerabilities and addressing the highest-impact processing 

activities, rather than attempting a potentially wasteful and ineffective blanket 

implementation of all conceivable measures. The INGC framework's explicit identification 

in Chapter 4 of "GDPR Areas Requiring Specific Attention Beyond General NIST 

Mapping" further refines this risk-based focus. These areas, including the nuances of legal 

bases for processing (Articles 6, 7, 8, 9, 10), the detailed catalogue of data subject rights 

(Articles 12-23), mandatory breach notification protocols (Articles 33, 34), the conditions 

triggering DPIAs (Article 35), specific processor obligations and contractual requirements 

(Article 28), the complex rules governing international data transfers (Chapter V), and the 

framework for interacting with supervisory authorities (Chapters VI, VII, VIII), highlight 

that a generic security overlay is insufficient for genuine GDPR compliance. This targeted 

guidance ensures that SMEs do not overlook GDPR-specific mandates that might not be 

explicitly detailed in the standard NIST documentation (Data Protection Commission, 

n.d.). 
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The proposed four-layered architecture comprising the Governance and Strategy 

Layer, the Risk Management and Assessment Layer, the Operational Control and Lifecycle 

Management Layer, and the Technology and Security Enablement Layer, provides a 

holistic and integrated structure for embedding data protection into the fabric of an SME. 

This multi-layered design resonates strongly with academic calls for comprehensive 

strategies that seamlessly integrate policy, process, people, and technology (Trantidou et 

al., 2022; Tawalbeh et al., 2020). 

For instance, the Governance and Strategy Layer establishes the foundational 

bedrock for all subsequent compliance activities. As outlined in Chapter 4, this layer 

"establishes the organizational context, strategic direction, and overarching policies for 

privacy management," drawing directly from NIST Govern-P and integrating GDPR's 

accountability principle (Article 24) and DPO requirements (Articles 37-39). For an SME, 

this translates into defining clear privacy values, setting a realistic risk tolerance, assigning 

unambiguous roles and responsibilities (crucial in environments where staff often wear 

multiple hats), developing understandable and actionable privacy policies that explicitly 

address GDPR principles like lawfulness, fairness, transparency (Article 5) and the chosen 

legal bases for processing (Article 6), and instituting practical awareness and training 

programs. The use of NIST Implementation Tiers within this layer offers a valuable 

mechanism for SMEs to benchmark and progressively mature their governance structures 

in a way that is proportionate to their size and risk appetite. 

The Risk Management and Assessment Layer operationalizes the continuous cycle 

of identifying, assessing, and treating privacy risks. It directly supports the creation and 

maintenance of a dynamic inventory of personal data assets and processing activities, a 

core requirement of GDPR Article 30 (Records of Processing Activities – RoPA). Chapter 

4 emphasizes that this layer involves "systematic risk assessments…specifically evaluating 
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risks to the rights and freedoms of natural persons as required by GDPR." This is where 

the INGC framework guides SMEs in conducting DPIAs for high-risk processing, using 

the outputs of broader risk assessments to inform this critical GDPR mandate. For many 

SMEs, the concept of a DPIA can be daunting; the INGC framework aims to demystify 

this by integrating it into a familiar risk management cycle. 

The Operational Control and Lifecycle Management Layer is where governance 

directives and risk assessments are translated into tangible, day-to-day operational controls 

and procedures that govern the entire data lifecycle, from collection to disposal. This layer 

heavily draws upon NIST Control-P and Communicate-P. For SMEs, this means 

implementing practical measures for data quality (Article 5(1)(d)), data minimization 

(Article 5(1)(c)), storage limitation (Article 5(1)(e)), purpose limitation (Article 5(1)(b)), 

and managing data subject requests (Chapter III of GDPR). For example, the CT.II 

(Individual Interaction) mapping helps SMEs establish clear procedures for handling 

access, rectification, erasure, and portability requests, which can be a significant 

operational burden if not managed efficiently. The framework also guides the 

implementation of policies through technical and procedural measures (CT.PO), ensuring 

that documented rules are actually followed in practice. 

Finally, the Technology and Security Enablement Layer, drawing from NIST 

Protect-P, addresses the technical safeguards necessary to protect personal data. As noted, 

this layer "focuses on implementing and managing the technological infrastructure and 

security measures that underpin the operational controls." This includes data security 

measures like encryption and access controls (PR.DS), secure information management 

throughout its lifecycle including disposal (PR.IM), secure maintenance of systems 

(PR.MA), and the deployment of protective technologies (PR.PS). For SMEs, this layer 

provides a structured way to think about and implement necessary cybersecurity measures 
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that are proportionate to their risks, moving beyond ad-hoc solutions towards a more 

deliberate and defensible security posture aligned with GDPR Article 32 (Security of 

processing) and Article 25 (Data protection by design and by default). 

This comprehensive, layered, and NIST-grounded approach provides SMEs with a 

more structured and potentially less intimidating path to GDPR compliance than attempting 

to interpret and implement the regulation from scratch. It translates legal obligations into a 

language of risk management and operational controls that is often more familiar to 

business owners and managers. The detailed mappings provided serve as a critical bridge, 

ensuring that the adoption of the NIST framework is not a mere checkbox exercise but a 

genuine effort to meet the specific and nuanced demands of the GDPR. 

 

5.2. Comparison with Existing GDPR Compliance Frameworks and Approaches 

The landscape of GDPR compliance assistance for SMEs is populated by a variety 

of frameworks, guidelines, and technological solutions, each with its own emphasis and 

utility. The INGC framework, with its structured mapping of NIST Privacy Framework 

functions to GDPR requirements, enters this arena with a distinct approach that warrants 

careful comparison with established and emerging alternatives. 

One common strategy observed in the literature is the adaptation of existing, widely 

recognized international standards to meet GDPR obligations. For instance, ISO 27001, 

the international standard for information security management systems (ISMS), is 

frequently cited as a valuable foundation for GDPR compliance (Calder, 2020). An ISMS 

established under ISO 27001 can address many of the technical and organizational 

measures required by GDPR Article 32. However, ISO 27001 is primarily a security 

standard and, on its own, does not comprehensively cover all GDPR principles, such as the 

specifics of lawful processing, data subject rights, or the requirements for DPIAs and RoPA 
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in the manner GDPR prescribes. Organizations often find they need significant GDPR-

specific augmentation and interpretation to bridge this gap. The INGC framework, by 

directly mapping to GDPR articles and explicitly highlighting areas where NIST requires 

GDPR-specific supplementation (as detailed in section 4.1.6), offers a more targeted and 

complete GDPR compliance pathway than relying solely on a generic security standard. It 

proactively addresses the GDPR's unique privacy management aspects rather than treating 

them as an add-on to security. 

 

 
Figure 5.2a: INGCF vs Other Frameworks (Source- Original work) 

 

As discussed in Chapter 2, the work of Brodin (2019), which proposes a five-phase 

framework (Prepare, Analyse, Implement, Maintain, and Improve) specifically for GDPR 

compliance in SMEs, offers a pertinent point of comparison. This cyclical, phase-based 

model provides a logical progression for SMEs to follow and shares a philosophical 

alignment with the INGC framework's structured, lifecycle-oriented approach. As 
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previously noted, the INGCF's four architectural layers (Governance and Strategy; Risk 

Management and Assessment; Operational Control and Lifecycle Management; 

Technology and Security Enablement) can be seen to encompass and operationalize these 

five phases. For example, Brodin's 'Prepare' phase, involving awareness creation and 

securing management commitment, is directly addressed by the INGCF's Governance and 

Strategy Layer. The 'Analyse' phase, focusing on data flow mapping and risk identification, 

aligns with the INGCF's Risk Management and Assessment Layer. The 'Implement' phase 

corresponds to the INGCF's Operational Control and Lifecycle Management Layer and the 

Technology and Security Enablement Layer. Finally, the 'Maintain' and 'Improve' phases 

are embedded within the continuous improvement philosophy inherent in the NIST 

framework and explicitly encouraged by the INGCF architecture, particularly through its 

emphasis on ongoing risk management and policy updates. The key distinction, however, 

lies in the level of granularity and actionable guidance. While Brodin's framework provides 

a valuable high-level structure, the INGC framework, by virtue of its grounding in the 

detailed functions, categories, and subcategories of the NIST Privacy Framework (National 

Institute of Standards and Technology, 2020), offers a potentially richer and more concrete 

set of activities and controls. For an SME seeking specific operational guidance, the 

INGCF's detailed mappings (e.g., Table 4.1a-4.1e) provide a more direct translation of 

GDPR requirements into implementable actions than a purely phase-based model might, 

unless the latter is similarly populated with detailed control objectives. 

Technological solutions are increasingly being developed to support SMEs in their 

GDPR compliance journey. The SENTINEL project, as described by Trantidou et al. 

(2022), is an exemplar of this trend. It aims to deliver "approachable, tailor-made 

cybersecurity and data protection for small enterprises" by integrating modular 

cybersecurity and privacy technologies. Key innovations include a novel Identity 
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Management System (IdMS) focused on human-centric data portability and an end-to-end 

Personal Data Protection (PDP) compliance self-assessment framework, augmented by 

machine learning-powered recommendations and policy drafting tools. The INGC 

framework, while primarily a governance and procedural architecture, explicitly 

incorporates a 'Technology and Security Enablement Layer.' This layer is designed to guide 

the selection, implementation, and management of such technological solutions. The INGC 

framework can provide the necessary risk assessment context and governance oversight to 

ensure that technological tools like those proposed by SENTINEL are deployed effectively 

and appropriately within an SME's specific operational environment. It does not prescribe 

particular technologies, thus maintaining a vendor-neutral and adaptable stance, allowing 

SMEs to choose solutions that best fit their needs and budget. The INGC framework can 

therefore be seen as complementary to such technological initiatives, providing the 'why' 

and 'what' that can inform the 'how' offered by specific tools and platforms. An SME could 

use the INGC framework to identify its control gaps and then seek out technological 

solutions like SENTINEL to address those specific gaps in an informed manner. 

Beyond academic frameworks and research projects, a plethora of practical guides, 

checklists, and simplified action plans are available to SMEs, often from regulatory bodies, 

industry associations, and commercial service providers. These resources are invaluable 

for their accessibility and ability to provide quick, digestible advice, particularly for micro-

enterprises or those just beginning their GDPR journey. They often break down GDPR into 

a series of steps, such as 'know your data,' 'manage data subject rights,' and 'prepare for 

data breaches.' While these guides excel at raising awareness and providing initial 

direction, they may lack the depth, comprehensiveness, and adaptability of a robust 

framework like INGCF. A checklist approach can sometimes lead to a superficial, 'tick-

box' compliance mentality, potentially missing underlying systemic issues or failing to 
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embed a genuine culture of data protection. The INGC framework, in contrast, aims for a 

more profound and sustainable integration of privacy management into an SME's 

operations. The challenge for the INGC framework, therefore, is to ensure that its own 

guidance can be distilled or supplemented with accessible summaries or toolkits that bridge 

the gap between its comprehensive nature and the immediate practical needs of SMEs that 

might initially be overwhelmed by the full NIST documentation, even with the GDPR 

mappings provided in Chapter 4. The framework's inherent scalability, potentially guided 

by NIST Implementation Tiers, could address this challenge by offering different levels of 

detail and complexity appropriate to an SME's maturity and resources. 

The INGC framework's principal value lies in its methodical synthesis of a globally 

recognized privacy risk management standard with the nuanced legal obligations of the 

GDPR. Its emphasis on a risk-based approach is not merely a theoretical nicety but a 

practical imperative for SMEs, enabling them to prioritize actions and allocate scarce 

resources judiciously. The detailed control mappings from NIST functions (Identify-P, 

Govern-P, Control-P, Communicate-P, Protect-P) to GDPR articles, as illustrated in 

Chapter 4 (e.g., Tables 4.1a-e), provide a crucial translational layer, converting abstract 

legal duties into concrete operational tasks. This is a significant advantage over generic 

security frameworks that often require substantial, expert-driven interpretation to align 

with GDPR's specific privacy tenets. Furthermore, the INGCF's explicit identification of 

"GDPR Areas Requiring Specific Attention Beyond General NIST Mapping" (Chapter 4, 

section 4.1.6) demonstrates a sophisticated understanding of the regulation's unique 

demands, preventing a superficial or incomplete application of the NIST standard. The 

proposed four-layered architecture (Governance and Strategy; Risk Management and 

Assessment; Operational Control and Lifecycle Management; Technology and Security 

Enablement) provides a holistic and integrated structure that encourages SMEs to embed 
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data protection into their organizational DNA, moving beyond a mere compliance exercise 

towards a culture of privacy. 

When juxtaposed with other existing approaches, the INGC framework carves out 

a distinct niche. It offers a greater depth of operational granularity than many high-level 

phase-based models (e.g., Brodin, 2019) by leveraging the detailed NIST subcategories. 

While ISO 27001 provides a strong security foundation (Calder, 2020), the INGC 

framework is more inherently privacy-focused and directly aligned with GDPR's full 

spectrum of requirements from the outset. Compared to purely technological solutions like 

the SENTINEL project (Trantidou et al., 2022), the INGC framework provides the 

overarching governance and risk management context necessary for the effective selection 

and deployment of such tools, acting as a complementary rather than a competing 

approach. It also aims for a more sustainable and deeply embedded compliance posture 

than can typically be achieved through simplified, although such checklists can serve as 

useful entry points or supplementary aids. 

Despite these considerable strengths, the successful widespread adoption and real-

world efficacy of the INGC framework within the diverse SME landscape will inevitably 

hinge on addressing certain practical considerations and potential limitations. The primary 

challenge remains the perceived complexity and initial resource outlay required to 

implement any comprehensive framework, even one designed to simplify a more complex 

regulation. For micro-enterprises or those with extremely limited digital literacy or in-

house expertise, the INGC framework, even with its clear structure, might still appear 

daunting. The very comprehensiveness that makes it robust could be a barrier to entry for 

the smallest or least resourced entities. While the NIST Implementation Tiers offer a 

theoretical path to scalability, translating this into practical, easily digestible guidance for 

different SME segments is paramount. 
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5.3. Limitations and Challenges of the INGC Framework 

While the INGC framework represents a significant advancement in providing 

structured guidance for SME GDPR compliance, it is essential to acknowledge and 

critically examine its limitations and potential implementation challenges. These 

limitations do not negate the framework's value but rather provide important context for 

understanding its appropriate application and areas requiring further development. 

The first significant limitation relates to the complexity and resource requirements 

inherent in any comprehensive privacy management framework. Despite efforts to make 

the INGCF accessible to SMEs, the framework's comprehensive nature may still present 

barriers for the smallest organizations or those with extremely limited technical expertise. 

The detailed mapping tables and four-layered architecture, while providing thorough 

guidance, may overwhelm micro-enterprises that lack dedicated personnel for privacy 

management activities. The initial investment required to understand and implement the 

framework may be prohibitive for organizations operating with minimal margins and 

competing priorities. 

A related challenge concerns the assumption of baseline organizational capabilities 

that may not exist in all SME contexts. The framework presupposes a certain level of 

organizational maturity, including basic IT infrastructure, documented business processes, 

and management commitment to systematic approaches. Many small businesses, 

particularly in traditional sectors or developing markets, may lack these foundational 

elements, making framework implementation difficult without significant preliminary 

investment in organizational development. 

The framework's reliance on the NIST Privacy Framework as its operational 

foundation introduces potential limitations related to cultural and jurisdictional differences. 
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While NIST frameworks are widely respected, they were developed within the American 

regulatory and business context, which may not fully align with European business 

practices, regulatory expectations, or organizational cultures. The translation of NIST 

concepts into European SME contexts may require additional adaptation that is not fully 

addressed in the current framework design. 

Another significant limitation concerns the framework's validation scope and 

empirical foundation. The illustrative twelve-month application study, while providing 

valuable initial evidence, represents a limited validation that may not capture the full range 

of implementation challenges or long-term sustainability issues. The validation involved a 

relatively small number of participants from specific sectors and regions, limiting the 

generalizability of findings to the broader SME population. Different industry sectors, 

organizational sizes, and geographic contexts may present unique challenges that are not 

adequately addressed in the current framework guidance. 

The framework's emphasis on systematic, structured approaches may not align with 

the informal, flexible management styles that characterize many small businesses. SMEs 

often rely on personal relationships, informal communication, and adaptive decision-

making processes that may be difficult to reconcile with the formal documentation and 

procedural requirements embedded in the framework. This cultural mismatch could create 

resistance to framework adoption or lead to superficial implementation that fails to achieve 

genuine privacy protection outcomes. 

The technological assumptions underlying the Technology Enablement and 

Automation Layer present another area of limitation. The framework assumes access to 

and capability for implementing various technological solutions, including data mapping 

tools, consent management platforms, and automated monitoring systems. Many SMEs 

may lack the technical expertise, financial resources, or IT infrastructure necessary to 
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effectively implement these technological components, potentially limiting the 

framework's effectiveness. 

The framework's approach to risk assessment and management, while grounded in 

established methodologies, may be challenging for SMEs to implement effectively without 

specialized expertise. Privacy risk assessment requires understanding of both technical and 

legal concepts that may exceed the capabilities of typical SME personnel. The framework 

provides guidance on conducting risk assessments but may not adequately address the 

knowledge and skill gaps that prevent effective implementation. 

Scalability represents another significant challenge, particularly for organizations 

at different stages of growth or maturity. While the framework incorporates NIST 

Implementation Tiers to address scalability, the practical guidance for adapting the 

framework to different organizational contexts remains limited. Organizations may 

struggle to determine which framework components are most critical for their specific 

circumstances or how to sequence implementation activities effectively. 

The framework's integration requirements may create challenges for SMEs that 

have already invested in other compliance approaches or technological solutions. 

Organizations using different privacy management frameworks, security standards, or 

compliance tools may find it difficult to integrate the INGCF without significant disruption 

to existing processes or additional investment in new systems and training. 

The dynamic nature of privacy regulation presents ongoing challenges for 

framework maintenance and relevance. The GDPR continues to evolve through regulatory 

guidance, enforcement actions, and court decisions that may affect the interpretation and 

implementation of specific requirements. The framework's detailed mapping to specific 

GDPR articles means that regulatory changes could require significant updates to maintain 

accuracy and relevance. 
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Finally, the framework's effectiveness depends heavily on organizational 

commitment and cultural change that cannot be mandated through procedural guidance 

alone. Privacy protection requires genuine commitment to protecting individual rights and 

embedding privacy considerations into business decision-making processes. The 

framework can provide structure and guidance, but it cannot guarantee the cultural 

transformation necessary for sustainable privacy protection. 

These limitations highlight the importance of viewing the INGCF as one tool 

among many in the privacy management toolkit rather than a universal solution for all SME 

compliance challenges. Understanding these limitations is essential for appropriate 

framework application and for identifying areas where additional research, development, 

and support may be needed to enhance the framework's effectiveness and accessibility. 

 

5.4. Implications for Policy and Practice 

The development and validation of the INGC framework generates significant 

implications for multiple stakeholder groups involved in privacy governance and 

regulatory compliance. These implications extend beyond the immediate domain of SME 

GDPR compliance to broader questions of regulatory design, implementation support, and 

professional practice in privacy management. 

For regulatory authorities and policy makers, the framework demonstrates the 

potential for structured, risk-based approaches to make complex regulatory requirements 

more accessible and implementable for small businesses. The systematic mapping of NIST 

Privacy Framework functions to specific GDPR requirements provides evidence that 

abstract legal obligations can be operationalized through established risk management 

methodologies without compromising regulatory objectives. This insight has important 

implications for how regulatory guidance is developed and communicated, suggesting that 
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regulators could benefit from partnering with established framework organizations to 

create implementation pathways that leverage existing organizational capabilities. 

The framework's emphasis on proportionate, risk-based implementation aligns with 

regulatory expectations while providing practical tools for organizations to demonstrate 

compliance. This alignment suggests that regulatory authorities could support framework-

based approaches through official endorsement, guidance development, or safe harbor 

provisions that recognize systematic framework implementation as evidence of good faith 

compliance efforts. Such regulatory support could significantly enhance framework 

adoption while reducing compliance uncertainty for SMEs. 

The research also highlights the importance of regulatory consistency and clarity in 

supporting effective compliance implementation. The identification of GDPR areas 

requiring specific attention beyond general NIST mapping demonstrates how regulatory 

complexity can create implementation challenges even within structured frameworks. This 

insight suggests that regulatory authorities could enhance compliance effectiveness by 

providing clearer guidance on specific requirements, standardized interpretation of 

ambiguous provisions, and consistent enforcement approaches that support systematic 

compliance efforts. 

For privacy professionals and consultants working with SMEs, the framework 

provides structured methodologies and tools that can improve service delivery 

effectiveness while ensuring comprehensive coverage of regulatory requirements. The 

detailed mapping tables and implementation guidance enable professionals to conduct 

more systematic privacy assessments and develop more targeted implementation plans 

based on established risk management principles. This capability can improve both the 

quality and efficiency of professional services while reducing the expertise barriers that 

often prevent SMEs from accessing effective privacy consulting support. 
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The framework's layered architecture provides consultants with a comprehensive 

structure for organizing privacy management programs that addresses the full spectrum of 

privacy responsibilities. This structure can serve as a foundation for developing 

standardized service offerings, training programs, and certification schemes that improve 

the consistency and quality of SME-focused privacy services. The framework's emphasis 

on building internal organizational capabilities rather than creating dependency on external 

services aligns with the long-term interests of both SMEs and ethical privacy professionals. 

The research demonstrates the value of systematic approaches to privacy 

management that can be taught, learned, and replicated across different organizational 

contexts. This insight has important implications for professional development and 

education in privacy management, suggesting opportunities for developing framework-

based training programs, certification schemes, and educational curricula that prepare 

professionals to work effectively with resource-constrained organizations. 

For SME practitioners and business owners, the framework provides evidence that 

comprehensive privacy protection is achievable within resource constraints through 

systematic, structured approaches. The validation results demonstrate that meaningful 

improvements in privacy protection outcomes can be achieved through framework 

implementation, providing business case evidence for investing in systematic privacy 

management approaches. This evidence can help SME leaders justify privacy investments 

to stakeholders while demonstrating the business benefits of effective privacy governance. 

The framework's integration emphasis provides practical guidance for embedding 

privacy considerations within existing business processes rather than creating separate 

compliance programs that compete with operational priorities. This integration approach 

recognizes the reality that SMEs cannot afford to treat privacy management as a 
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disconnected activity and provides practical strategies for achieving compliance while 

supporting broader business objectives. 

The research also highlights the importance of incremental implementation 

approaches that accommodate resource constraints and competing priorities. The 

framework's scalable design provides SMEs with flexibility to implement privacy 

management capabilities progressively while maintaining compliance effectiveness. This 

insight has important implications for how SMEs approach privacy investments and how 

they sequence implementation activities to maximize impact while managing resource 

constraints. 

For technology developers and service providers, the framework identifies specific 

opportunities for creating tools and platforms that support systematic privacy management 

implementation in SME environments. The Technology Enablement and Automation 

Layer provides detailed requirements analysis that can inform product development while 

ensuring that technological solutions address real implementation needs rather than 

theoretical compliance requirements. 

The framework's vendor-neutral approach creates opportunities for developing 

interoperable privacy management tools that can work together within the framework 

architecture rather than requiring organizations to commit to single-vendor solutions. This 

interoperability potential can foster innovation and competition in privacy management 

technology while reducing vendor lock-in risks for SMEs. 

The research demonstrates the importance of user-friendly interfaces and simplified 

workflows in achieving successful privacy management implementation. Technology 

developers can leverage these insights to create tools that prioritize accessibility and 

usability while maintaining comprehensive functionality appropriate for SME 

environments. 



 

 

136 

For educational institutions and training providers, the framework provides a 

comprehensive structure for developing privacy management curricula that address both 

theoretical understanding and practical implementation skills. The systematic approach to 

privacy management developed in this research can serve as a foundation for educational 

programs that prepare students and professionals to address real-world privacy challenges 

in resource-constrained environments. 

The framework's integration of different privacy management paradigms provides 

educational opportunities to help students understand how different approaches to privacy 

protection can complement and reinforce each other. This understanding is increasingly 

important as privacy regulations continue to evolve and expand globally, requiring 

professionals who can navigate complex, multi-jurisdictional privacy requirements. 

The research demonstrates the value of interdisciplinary approaches to privacy 

management that integrate legal, technical, organizational, and business perspectives. 

Educational institutions can leverage this insight to develop programs that prepare students 

to address the complex, multifaceted nature of privacy governance in organizational 

contexts. 

These implications collectively demonstrate that the research contributes not only 

to academic understanding but also to professional practice, policy development, 

technology innovation, and educational advancement. The broad applicability of the 

research findings ensures that the investment in this investigation generates benefits across 

multiple stakeholder groups and application contexts, supporting the broader objective of 

improving privacy protection in an increasingly data-driven economy. 

 

5.5. Theoretical Contributions and Significance 
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The development of the INGC framework makes several significant theoretical 

contributions to the fields of privacy governance, regulatory compliance, and 

organizational risk management. These contributions advance academic understanding 

while providing foundations for future research and development in privacy management 

theory and practice. 

The framework's systematic integration of different privacy management 

paradigms represents a significant theoretical advancement in privacy governance theory. 

The research demonstrates how the risk-based, operational focus of American privacy 

frameworks can be combined with the rights-based, legal requirements of European 

privacy regulation to create synergistic approaches that leverage the strengths of both 

paradigms. This integration challenges traditional assumptions about the incompatibility 

of different privacy governance approaches and provides a theoretical foundation for 

developing more comprehensive and effective privacy management strategies. 

The four-layered architectural model developed in this research advances privacy 

governance theory by providing a comprehensive framework for organizing privacy 

management activities that addresses the full spectrum of organizational privacy 

responsibilities. The layered approach demonstrates how governance and strategy activities 

provide the foundation for risk management and assessment, which in turn inform 

operational control and lifecycle management, all supported by appropriate technology 

enablement and automation. This architectural contribution provides a theoretical model 

that can be applied across various organizational contexts and regulatory environments. 

The research contributes to theoretical understanding of how privacy governance 

can be adapted to address the specific constraints and opportunities of small business 

environments. The SMB-specific adaptations developed in this research show how formal 

governance principles can be operationalized in contexts where traditional governance 
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structures may be less developed or resource-intensive. This contribution advances 

theoretical understanding of how privacy governance can be scaled and adapted to different 

organizational contexts while maintaining effectiveness. 

The systematic mapping methodology developed in this research makes important 

methodological contributions to the field of privacy management by providing a replicable 

approach for analyzing and synthesizing different privacy frameworks and regulatory 

requirements. The detailed mapping process demonstrates how abstract legal requirements 

can be systematically connected to operational controls and risk management activities, 

providing a methodological foundation for future framework integration efforts. 

The research contributes to theoretical understanding of risk-based approaches to 

regulatory compliance by demonstrating how established risk management methodologies 

can be adapted to address specific regulatory requirements. The integration of NIST risk 

management principles with GDPR's risk-based requirements advances theoretical 

understanding of how organizations can implement proportionate, context-specific 

compliance approaches that balance regulatory obligations with operational efficiency. 

The framework's emphasis on accountability principles throughout the architecture 

contributes to theoretical understanding of how GDPR's accountability requirement can be 

operationalized through systematic privacy management approaches. The research 

demonstrates how accountability can be embedded in governance structures, risk 

management processes, operational controls, and technological systems to create 

comprehensive accountability frameworks that support both compliance and privacy 

protection objectives. 

The research makes important contributions to understanding of privacy 

management in small business contexts by providing detailed analysis of how 

organizational size, resource constraints, and operational characteristics influence privacy 
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management approaches and outcomes. The SMB-specific insights generated through this 

research advance theoretical understanding of how privacy governance principles must be 

adapted to address different organizational contexts while maintaining protective 

effectiveness. 

The validation methodology developed in this research contributes to 

understanding of how privacy management frameworks can be evaluated and validated in 

real-world contexts. The combination of implementation metrics and outcome measures 

provides a model for assessing framework effectiveness that goes beyond compliance 

documentation to examine actual privacy protection outcomes. This methodological 

contribution has implications for future research in privacy management effectiveness and 

regulatory compliance evaluation. 

The research contributes to broader regulatory compliance theory by demonstrating 

how complex regulatory requirements can be operationalized through structured 

frameworks that bridge legal obligations and operational implementation. The systematic 

approach to translating legal requirements into operational controls provides a model that 

can be applied to other regulatory compliance challenges beyond privacy management. 

The framework's integration approach advances theoretical understanding of how 

regulatory compliance can be achieved through integration with established risk 

management frameworks rather than creation of separate compliance programs. This 

integration approach has important implications for understanding how organizations can 

achieve regulatory compliance while building broader organizational capabilities and 

avoiding compliance silos. 

The research demonstrates that effective regulatory compliance can be achieved by 

small organizations through structured, systematic approaches, contributing to theoretical 

understanding of how regulatory frameworks can be made more accessible and 
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implementable without compromising their protective objectives. This contribution has 

important implications for regulatory design and implementation guidance development. 

The constructive research approach employed in framework development 

contributes to methodological understanding of how academic research can directly 

contribute to practical problem-solving while maintaining scholarly rigor. The iterative 

framework development process demonstrates how theoretical insights can be 

systematically translated into practical tools and guidance, providing a model for applied 

research in privacy management and regulatory compliance domains. 

These theoretical contributions collectively advance understanding across multiple 

domains while providing foundations for future research and development. The integration 

of different theoretical perspectives and the demonstration of practical applicability ensure 

that these contributions have both academic significance and practical relevance for 

ongoing efforts to improve privacy protection and regulatory compliance in organizational 

contexts. 

 

5.6. Future Directions for Research and Development 

To maximize the INGC framework's impact and address its potential limitations, 

several avenues for future work are evident: 

Development of Tailored SME Toolkits: Building upon the core INGC framework, 

future research could focus on creating highly practical, sector-specific, or size-specific 

toolkits. These could include simplified RoPA templates, pre-filled (but customizable) 

DPIA templates for common SME processing activities (e.g., customer relationship 

management, basic e-commerce, employee data management), example privacy policies 

written in plain language, and step-by-step guides for implementing key NIST 
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subcategories relevant to typical SME risks. Such toolkits would significantly lower the 

barrier to adoption. 

Empirical Validation and Case Studies: While Chapter 4 may allude to initial 

evaluations, extensive empirical validation of the INGC framework across a diverse range 

of SMEs (varying in size, sector, digital maturity, and geographical location within the EU) 

is crucial. Longitudinal case studies could track the implementation journey, identify 

common pain points, measure the actual impact on compliance levels and data protection 

culture, and assess the resources consumed. This real-world feedback would be invaluable 

for refining the framework and its supporting guidance. 

Integration with Emerging Technologies: Research could explore how the INGC 

framework can be integrated with, or supported by, emerging technologies like AI-powered 

compliance tools, automated evidence collection systems, or privacy-enhancing 

technologies (PETs). For instance, could AI assist SMEs in conducting initial data mapping 

(ID.DP) or risk identification (ID.RA) based on the INGCF structure? How can PETs be 

mapped to specific INGCF controls to help SMEs implement data protection by design? 

Development of Training and Certification Programs: To build capacity within 

SMEs and among consultants serving the SME market, developing training programs and 

potentially a lightweight certification scheme based on the INGC framework could be 

beneficial. This would foster a community of practice and ensure a consistent 

understanding and application of the framework. 

Comparative Effectiveness Studies: Rigorous comparative studies evaluating the 

effectiveness, cost-efficiency, and usability of the INGC framework against other 

prominent SME compliance approaches (e.g., ISO 27001 adaptation, specific commercial 

solutions, or national DPA guidelines) would provide valuable insights for SMEs trying to 

choose the best path forward. 
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Guidance on Demonstrating Accountability for SMEs: While the INGC framework 

supports accountability, specific guidance on how SMEs can leverage their INGCF 

implementation to effectively demonstrate compliance to supervisory authorities, 

customers, and partners would be highly valuable. This could include advice on structuring 

compliance reports or dashboards based on the INGCF layers and NIST functions. 

Addressing the Evolving Regulatory Landscape: The data protection landscape is 

not static. Future iterations of the INGC framework or its supporting guidance will need to 

consider how to incorporate emerging regulations (e.g., ePrivacy Regulation, AI Act) and 

evolving interpretations of the GDPR, ensuring its continued relevance and utility for 

SMEs. 

Cross-Jurisdictional Applications: Research investigating how the framework 

integration methodology can be applied to other privacy regulations beyond GDPR, such 

as the California Consumer Privacy Act, Brazil's Lei Geral de Proteção de Dados, or 

emerging privacy laws in other jurisdictions, would demonstrate the broader applicability 

of the integration approach while providing practical tools for organizations operating in 

multiple jurisdictions. 

Technology Integration and Automation Research: Investigation of how artificial 

intelligence and machine learning technologies can be applied to privacy management 

tasks within the framework architecture, such as automated data discovery and 

classification, privacy risk assessment, or data subject request processing, could 

significantly enhance framework implementation efficiency while maintaining human 

oversight and accountability. 

Organizational and Behavioral Research: Studies examining how organizational 

culture, leadership commitment, staff training approaches, and change management 

strategies affect framework implementation outcomes would provide valuable guidance 
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for improving implementation success rates and understanding the human factors that 

influence privacy governance effectiveness. 

 

5.7. Chapter Summary 

This chapter has provided a comprehensive critical analysis of the Integrated NIST-

GDPR Compliance Framework, examining its strengths, limitations, and implications for 

theory and practice. The discussion has demonstrated that the INGC framework represents 

a significant advancement in providing structured, systematic guidance for SME GDPR 

compliance through its innovative integration of established risk management principles 

with specific regulatory requirements. 

The framework's core strengths lie in its systematic methodology that translates 

abstract legal obligations into concrete operational activities, its risk-based approach that 

enables resource-constrained organizations to prioritize their compliance efforts 

effectively, and its comprehensive four-layered architecture that addresses the full 

spectrum of privacy management responsibilities. The detailed mapping of NIST Privacy 

Framework functions to specific GDPR requirements provides a crucial bridge between 

established risk management practices and regulatory compliance obligations. 

When compared with existing approaches, the INGC framework offers distinct 

advantages in terms of operational granularity, privacy-specific focus, and comprehensive 

coverage of GDPR requirements. While other approaches such as ISO 27001 adaptations, 

phase-based models, technological solutions, and simplified checklists each have their 

merits, the INGC framework provides a more systematic and complete approach to privacy 

governance that addresses both compliance obligations and privacy protection outcomes. 

However, the analysis has also identified significant limitations and challenges that 

must be acknowledged and addressed. These include complexity and resource 
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requirements that may still present barriers for the smallest organizations, assumptions 

about baseline organizational capabilities that may not exist in all SME contexts, cultural 

and jurisdictional differences that may affect framework applicability, and validation 

limitations that constrain the strength of effectiveness claims. 

The implications for policy and practice are substantial, extending across multiple 

stakeholder groups including regulatory authorities, privacy professionals, SME 

practitioners, technology developers, and educational institutions. The framework provides 

evidence for the viability of structured, risk-based approaches to regulatory compliance 

while highlighting opportunities for enhanced regulatory guidance, professional service 

development, and technology innovation. 

The theoretical contributions of this research advance understanding in privacy 

governance theory, regulatory compliance methodology, and SMB-specific privacy 

management approaches. The systematic integration of different privacy management 

paradigms, the development of comprehensive architectural models, and the demonstration 

of practical applicability provide foundations for future research and development in 

privacy management theory and practice. 

The extensive agenda for future research and development identified in this chapter 

demonstrates the potential for building upon the foundation established by this work while 

addressing identified limitations and extending the applicability of the integrated 

framework approach. These future directions encompass empirical validation, framework 

extension, technology integration, cross-jurisdictional applications, and organizational 

research opportunities. 
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CHAPTER VI: CONCLUSION 

6.1 Introduction 

This concluding chapter synthesizes the research findings, contributions, and 

implications of this comprehensive investigation into GDPR compliance challenges for 

small and medium-sized businesses and the development of an Integrated NIST-GDPR 

Compliance Framework (INGCF/INGC Framework). The research journey undertaken in 

this thesis has addressed a critical gap in the privacy management landscape by providing 

a systematic approach to bridging the divide between abstract regulatory requirements and 

practical operational implementation for resource-constrained organizations. 

The primary objective of this research was to develop and validate a comprehensive 

framework that enables small and medium-sized businesses to achieve effective GDPR 

compliance through the systematic integration of the NIST Privacy Framework's 

operational strengths with the specific legal requirements of the General Data Protection 

Regulation. This objective has been achieved through a multi-faceted research approach 

that combined extensive literature review, systematic framework mapping, constructive 

framework development, and practical validation through real-world application. 

The research has demonstrated that the challenges facing SMBs in achieving GDPR 

compliance are both significant and multifaceted, encompassing resource limitations, 

technical barriers, legal complexity, and the absence of practical implementation guidance 

tailored to their unique operational contexts. Through systematic analysis and creative 

synthesis, this research has developed a solution that addresses these challenges while 

contributing to broader theoretical understanding of privacy governance, regulatory 

compliance, and organizational risk management. 

The key achievements of this research include the first comprehensive mapping of 

NIST Privacy Framework functions to specific GDPR requirements, the development of a 
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four-layered integrated framework architecture that provides a holistic approach to privacy 

management, the creation of SMB-specific guidance that acknowledges resource 

constraints while maintaining compliance effectiveness, and the validation of the 

framework's practical utility through a twelve-month application study that demonstrates 

real-world effectiveness. 

This concluding chapter is structured to provide a comprehensive assessment of the 

research outcomes and their broader implications. The chapter begins with a synthesis of 

research findings that draws together insights from the literature review, framework 

mapping analysis, architectural development, and practical validation. This synthesis 

establishes the foundation for examining the theoretical contributions of the research, 

which advance understanding in several key areas including privacy governance models, 

framework integration methodologies, risk-based compliance approaches, and SMB-

specific privacy management strategies. 

The chapter then examines the practical implications and applications of the 

research, considering its impact for small and medium-sized businesses, privacy 

professionals and consultants, regulatory and policy development, and technology and tool 

development opportunities. This analysis demonstrates how the research contributes not 

only to academic understanding but also to professional practice and policy development 

in the privacy management domain. 

A critical component of this concluding chapter involves honest assessment of 

research limitations, including methodological constraints, scope and generalizability 

boundaries, validation limitations, and temporal and contextual factors that influence the 

applicability of findings. This assessment provides important context for interpreting 

research outcomes while identifying opportunities for future investigation and 

development. 
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The chapter concludes with comprehensive recommendations for future research 

that build upon the foundation established by this investigation. These recommendations 

encompass empirical validation opportunities, framework extension and adaptation 

possibilities, technology integration research, cross-jurisdictional applications, and 

longitudinal studies that could further advance understanding and practice in this critical 

domain. 

Throughout this concluding chapter, particular attention is given to the broader 

implications of the research for privacy governance theory and practice, considering how 

the integrated approach developed in this investigation might inform future efforts to 

bridge regulatory requirements and operational implementation across various contexts 

and domains. The chapter aims to provide both closure to the current investigation and 

direction for future research and development efforts that can build upon the foundation 

established by this work. 

 

6.2 Synthesis of Research Findings 

The comprehensive investigation undertaken in this thesis has generated significant 

findings across multiple dimensions of privacy management and regulatory compliance for 

small and medium-sized businesses. These findings collectively demonstrate the feasibility 

and effectiveness of integrating established privacy frameworks with specific regulatory 

requirements to create practical compliance solutions for resource-constrained 

organizations. 
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6.2.1 Literature Review Insights 

The systematic literature review conducted in Chapter 2 revealed the complex 

landscape of GDPR compliance challenges facing small businesses and established the 

theoretical foundation for the integrated framework approach. The analysis of over 50 

research papers specifically addressing GDPR compliance demonstrated that existing 

approaches often fail to address the unique constraints and operational characteristics of 

SMBs, creating a significant gap between regulatory requirements and practical 

implementation capabilities. 

The literature review identified several critical themes that informed the subsequent 

framework development process. Resource limitations emerged as the most significant 

barrier to effective GDPR compliance, with small businesses consistently struggling to 

allocate sufficient financial and human resources to comprehensive privacy management 

programs. Technical barriers further compound these challenges, as many SMBs lack the 

sophisticated IT infrastructure and cybersecurity expertise necessary to implement robust 

data protection measures. The legal complexity of GDPR itself presents another substantial 

obstacle, with its intricate web of principles, rights, obligations, and exceptions requiring 

specialized knowledge to interpret and operationalize effectively. 

The review also revealed that existing compliance frameworks and guidance 

materials often fail to address the specific needs of small businesses. Large enterprise-

focused frameworks typically assume the availability of dedicated privacy officers, 

sophisticated IT systems, and substantial budgets for compliance activities, assumptions 

that rarely hold true for SMBs. Conversely, simplified checklists and basic guidance 

materials, while accessible, often lack the depth and comprehensiveness necessary for 

sustainable compliance in dynamic business environments. 
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Perhaps most significantly, the literature review identified the absence of 

systematic methodologies for translating GDPR's legal requirements into operational 

controls and procedures as a critical gap in current approaches. While GDPR establishes 

clear principles and obligations, it provides limited guidance on how organizations should 

operationalize these requirements within their specific business contexts. This gap is 

particularly problematic for SMBs, which often lack the internal expertise necessary to 

develop comprehensive privacy management programs from first principles. 

The theoretical frameworks examined in the literature review, including privacy 

governance models, compliance theory, technology acceptance models, and ethical 

frameworks, provided important insights into how privacy management can be 

conceptualized and implemented in organizational contexts. However, the review revealed 

that these frameworks often require significant adaptation to address the specific 

constraints and opportunities of small business environments, where formal governance 

structures may be less developed than in larger enterprises. 

 

6.2.2 NIST-GDPR Mapping Outcomes 

The systematic mapping of NIST Privacy Framework functions to specific GDPR 

requirements, presented in Chapter 4, represents one of the most significant contributions 

of this research. This mapping process involved detailed analysis of both frameworks to 

identify areas of convergence, potential gaps, and opportunities for synergy, resulting in 

comprehensive mapping tables that demonstrate how the operational strengths of the NIST 

framework can be leveraged to address specific GDPR obligations. 

The mapping analysis revealed strong alignment between the NIST Privacy 

Framework's risk-based approach and GDPR's emphasis on proportionate, context-specific 

data protection measures. The Identify-P function demonstrated clear correspondence with 
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GDPR's requirements for data processing inventories and risk assessments, particularly 

Article 30's Records of Processing Activities and the risk assessment requirements 

embedded in Articles 24, 25, and 35. This alignment provides a foundation for SMBs to 

develop comprehensive understanding of their data processing activities while meeting 

specific regulatory documentation requirements. 

The Govern-P function mapping highlighted the critical importance of 

organizational structures and policies in upholding GDPR's accountability principle. The 

analysis demonstrated how capability management and oversight activities directly support 

the designation and empowerment of Data Protection Officers as required by Articles 37-

39, while policy development and review processes ensure that formal privacy policies 

explicitly reference lawful bases, data minimization principles, and processor contract 

requirements as mandated by various GDPR provisions. 

The Control-P function mapping revealed how tactical enforcement of GDPR rights 

and duties can be systematically implemented through structured operational controls. Data 

management controls directly support accuracy, retention, and secure disposal 

requirements under Article 5, while processing management activities embed lawful bases, 

consent mechanisms, and special category data safeguards into operational workflows. 

Individual interaction processes operationalize data subject requests, covering access, 

rectification, erasure, portability, and objection rights as specified in Articles 12-23. 

The Communicate-P function mapping demonstrated how transparency obligations 

and stakeholder communication requirements can be systematically addressed through 

structured communication processes. The analysis showed how communication logistics 

ensure that required notices and breach reports are delivered via compliant channels, while 

clarity and readability standards fulfill GDPR's mandate for concise, transparent, and 

intelligible communication with data subjects. 
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The Protect-P function mapping established clear connections between technical 

and operational safeguards and GDPR's security requirements. Data security safeguards 

like encryption, pseudonymization, and access controls directly address Article 32's 

requirements for confidentiality, integrity, and availability, while information management 

practices enforce storage limitation and secure disposal requirements under Article 5. 

Critically, the mapping analysis also identified specific GDPR areas that require 

attention beyond the general NIST framework scope. These areas include specific legal 

bases for processing, detailed data subject rights implementation, mandatory breach 

notification procedures, Data Protection Impact Assessment requirements, processor 

obligations and contractual requirements, international transfer mechanisms, and 

supervisory authority interaction protocols. The identification of these areas ensures that 

the integrated framework provides comprehensive coverage of GDPR requirements rather 

than relying solely on generic privacy management activities. 

 

6.2.3 Framework Architecture Development 

The development of the Integrated NIST-GDPR Compliance Framework (INGCF) 

architecture represents a significant achievement in creating a comprehensive, practical 

approach to privacy management that addresses both operational efficiency and regulatory 

compliance requirements. The four-layered architectural approach developed in this 

research provides a systematic methodology for organizing privacy management activities 

while ensuring complete coverage of GDPR obligations. 

The Governance and Strategy Layer establishes the foundational context for all 

privacy management activities, integrating NIST Govern-P functions with GDPR's 

accountability requirements and DPO designation obligations. This layer addresses the 



 

 

152 

critical need for top-level commitment and strategic direction in privacy management while 

providing practical guidance on how SMBs can establish effective governance structures 

despite resource constraints. The layer's emphasis on scalable governance approaches 

ensures that privacy management can grow with the organization while maintaining 

effectiveness and compliance. 

The Risk Management and Assessment Layer operationalizes the continuous cycle 

of privacy risk identification, assessment, and treatment that is central to both NIST and 

GDPR approaches. This layer directly supports the creation and maintenance of dynamic 

inventories of personal data assets and processing activities, fulfilling GDPR Article 30 

requirements while providing the foundation for risk-based decision making. The 

integration of Data Protection Impact Assessment requirements into the broader risk 

management cycle ensures that high-risk processing receives appropriate attention while 

avoiding the creation of separate, disconnected compliance activities. 

The Operational Control and Lifecycle Management Layer translates governance 

directives and risk assessments into concrete operational controls and procedures 

governing the entire data lifecycle. This layer heavily utilizes NIST Control-P and 

Communicate-P functions while embedding specific GDPR requirements within 

operational activities. The layer's comprehensive approach to data lifecycle management 

ensures that privacy considerations are integrated into all stages of data processing, from 

collection through disposal, while providing systematic approaches to managing data 

subject rights and maintaining data quality. 

The Technology Enablement and Automation Layer provides the technological 

foundation necessary to implement controls, manage workflows, monitor compliance, and 

automate processes where possible. While not explicitly defined in the NIST framework, 

this layer addresses the critical role of technology in achieving efficient and scalable 
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privacy management. The layer's emphasis on automation and technological support 

recognizes that SMBs must leverage technology to overcome resource constraints while 

maintaining comprehensive privacy protection. 

The architectural integration points and automation structure developed in this 

research demonstrate how NIST and GDPR requirements can be systematically combined 

to create coherent, implementable privacy management programs. The use of NIST Core 

functions as operational scaffolding for GDPR requirements ensures that compliance 

activities are grounded in proven risk management methodologies, while the specification 

of GDPR legal requirements as control parameters ensures that operational processes meet 

specific regulatory obligations. 

 

6.2.4 SMB Adaptation and Practical Validation 

The adaptation of the integrated framework for small and medium-sized business 

environments represents a critical component of this research that addresses the practical 

implementation challenges identified in the literature review. The SMB-specific guidance 

developed in this research acknowledges resource constraints while maintaining 

compliance effectiveness, providing concrete examples and templates that enable practical 

implementation. 

The adaptation process involved systematic simplification of complex requirements 

where appropriate, prioritization of high-impact activities that provide maximum 

compliance benefit for minimal resource investment, and development of implementation 

guidance that acknowledges the operational realities of small business environments. The 

resulting guidance provides SMBs with clear pathways to achieve comprehensive GDPR 

compliance without requiring the sophisticated infrastructure and specialized expertise 

typically assumed by large enterprise-focused frameworks. 
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The twelve-month illustrative application study provided valuable evidence of the 

framework's practical utility and effectiveness in real SMB environments. The 

implementation data collected during this validation period demonstrated significant 

improvements in compliance outcomes, including enhanced data mapping accuracy, 

improved data subject request response times, increased implementation of technical 

safeguards such as encryption, and enhanced staff confidence in privacy management 

activities. 

The validation results showed implementation rates that varied across different 

framework components, with governance and policy development activities achieving high 

implementation rates while more technical controls showed more gradual adoption 

patterns. This variation reflects the natural progression of privacy management maturity 

and demonstrates the framework's ability to support incremental implementation 

approaches that accommodate resource constraints and competing priorities. 

Outcome metrics collected during the validation period provided evidence of the 

framework's effectiveness in improving actual privacy protection outcomes rather than 

merely achieving compliance documentation. Improvements in data subject access request 

response times, increases in encryption implementation rates, enhanced accuracy of data 

processing inventories, and improved staff confidence levels collectively demonstrate that 

the framework supports meaningful privacy protection rather than superficial compliance 

activities. 

The validation process also revealed important insights into implementation 

challenges and success factors that inform both theoretical understanding and practical 

guidance. The importance of leadership commitment, the value of incremental 

implementation approaches, the critical role of staff training and awareness, and the 
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benefits of integrating privacy management with existing business processes emerged as 

key factors influencing successful framework adoption. 

These research findings collectively demonstrate that systematic integration of 

established privacy frameworks with specific regulatory requirements can create practical, 

effective solutions for SMB compliance challenges. The evidence generated through this 

research supports the conclusion that the INGCF provides a viable pathway for small and 

medium-sized businesses to achieve comprehensive GDPR compliance while building 

sustainable privacy management capabilities that support broader business objectives. 

 

6.3 Theoretical Contributions 

This research makes several significant theoretical contributions to the fields of 

privacy governance, regulatory compliance, and organizational risk management. These 

contributions advance academic understanding while providing foundations for future 

research and development in privacy management theory and practice. 

 

6.3.1 Advancement in Privacy Governance Theory 

The development of the Integrated NIST-GDPR Compliance Framework 

represents a significant advancement in privacy governance theory by demonstrating how 

different privacy management paradigms can be systematically integrated to create more 

comprehensive and effective approaches to organizational privacy protection. The research 

contributes to theoretical understanding of privacy governance by showing how the risk-

based, operational focus of American privacy frameworks can be combined with the rights-

based, legal requirements of European privacy regulation to create synergistic approaches 

that leverage the strengths of both paradigms. 
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The four-layered architectural model developed in this research advances privacy 

governance theory by providing a comprehensive framework for organizing privacy 

management activities that addresses the full spectrum of organizational privacy 

responsibilities. The layered approach demonstrates how governance and strategy activities 

provide the foundation for risk management and assessment, which in turn inform 

operational control and lifecycle management, all supported by appropriate technology 

enablement and automation. This architectural contribution provides a theoretical model 

that can be applied across various organizational contexts and regulatory environments. 

The research contributes to privacy governance theory by demonstrating how 

governance structures can be adapted to address the specific constraints and opportunities 

of small business environments. The SMB-specific adaptations developed in this research 

show how formal governance principles can be operationalized in contexts where 

traditional governance structures may be less developed or resource-intensive. This 

contribution advances theoretical understanding of how privacy governance can be scaled 

and adapted to different organizational contexts while maintaining effectiveness. 

The integration of accountability principles throughout the framework architecture 

contributes to theoretical understanding of how GDPR's accountability requirement can be 

operationalized through systematic privacy management approaches. The research 

demonstrates how accountability can be embedded in governance structures, risk 

management processes, operational controls, and technological systems to create 

comprehensive accountability frameworks that support both compliance and privacy 

protection objectives. 
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6.3.2 Framework Integration Methodology 

This research makes a significant methodological contribution to the field of 

privacy management by developing and demonstrating a systematic approach to 

integrating different privacy frameworks and regulatory requirements. The detailed 

mapping methodology developed in this research provides a replicable approach for 

analyzing and synthesizing different privacy management frameworks that can be applied 

to other integration challenges. 

The comparative analysis methodology employed in this research advances 

theoretical understanding of how different privacy frameworks can be systematically 

compared and integrated. The development of alignment criteria, mapping matrices, and 

gap analysis techniques provides methodological tools that can be applied to other 

framework integration challenges, contributing to broader understanding of how regulatory 

requirements can be operationalized through established risk management approaches. 

The constructive research approach employed in framework development 

contributes to methodological understanding of how academic research can directly 

contribute to practical problem-solving while maintaining scholarly rigor. The iterative 

framework development process demonstrates how theoretical insights can be 

systematically translated into practical tools and guidance, providing a model for applied 

research in privacy management and regulatory compliance domains. 

The validation methodology developed in this research contributes to 

understanding of how privacy management frameworks can be evaluated and validated in 

real-world contexts. The combination of implementation metrics and outcome measures 

provides a model for assessing framework effectiveness that goes beyond compliance 

documentation to examine actual privacy protection outcomes. 
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6.3.3 Risk-Based Compliance Approaches 

The research makes important theoretical contributions to understanding of risk-

based approaches to regulatory compliance by demonstrating how established risk 

management methodologies can be adapted to address specific regulatory requirements. 

The systematic integration of NIST risk management principles with GDPR's risk-based 

requirements advances theoretical understanding of how organizations can implement 

proportionate, context-specific compliance approaches that balance regulatory obligations 

with operational efficiency. 

The development of risk assessment methodologies that specifically address 

privacy risks to individuals contributes to theoretical understanding of how traditional 

organizational risk management can be extended to address regulatory requirements that 

focus on external stakeholder protection rather than organizational risk mitigation. This 

contribution has implications beyond privacy management for other regulatory domains 

that emphasize stakeholder protection. 

The research contributes to theoretical understanding of how risk-based approaches 

can be made accessible and implementable for small organizations that may lack 

sophisticated risk management capabilities. The simplified risk assessment and 

management approaches developed in this research demonstrate how complex risk 

management methodologies can be adapted for resource-constrained environments while 

maintaining effectiveness. 

The integration of Data Protection Impact Assessment requirements into broader 

risk management processes contributes to theoretical understanding of how specific 

regulatory risk assessment requirements can be embedded within comprehensive 

organizational risk management frameworks. This integration approach provides a model 
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for how organizations can avoid creating separate, disconnected compliance activities 

while ensuring that specific regulatory requirements receive appropriate attention. 

 

6.3.4 SMB-Specific Privacy Management Insights 

This research makes significant theoretical contributions to understanding of 

privacy management in small business contexts by providing detailed analysis of how 

organizational size, resource constraints, and operational characteristics influence privacy 

management approaches and outcomes. The SMB-specific insights generated through this 

research advance theoretical understanding of how privacy governance principles must be 

adapted to address different organizational contexts. 

The research contributes to theoretical understanding of how privacy management 

frameworks can be scaled and simplified for small business environments without 

compromising their effectiveness or comprehensiveness. The adaptation principles 

developed in this research provide theoretical guidance for how complex privacy 

management requirements can be made accessible to organizations with limited resources 

and expertise. 

The validation results contribute to theoretical understanding of how privacy 

management frameworks perform in small business environments and what factors 

influence their successful adoption and implementation. The identification of 

implementation patterns, success factors, and common challenges provides theoretical 

insights that inform both framework design and implementation guidance. 

The research contributes to understanding of how privacy management can be 

integrated with existing business processes and management structures in small business 

environments. The integration approaches developed in this research demonstrate how 
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privacy protection can be embedded within operational activities rather than creating 

separate compliance programs that compete with core business functions. 

 

6.3.5 Regulatory Compliance Theory 

The research makes broader contributions to regulatory compliance theory by 

demonstrating how complex regulatory requirements can be operationalized through 

structured frameworks that bridge legal obligations and operational implementation. The 

systematic approach to translating legal requirements into operational controls provides a 

model that can be applied to other regulatory compliance challenges beyond privacy 

management. 

The research contributes to understanding of how regulatory compliance can be 

achieved through integration with established risk management frameworks rather than 

creation of separate compliance programs. This integration approach advances theoretical 

understanding of how organizations can achieve regulatory compliance while building 

broader organizational capabilities and avoiding compliance silos. 

The demonstration that effective regulatory compliance can be achieved by small 

organizations through structured, systematic approaches contributes to theoretical 

understanding of how regulatory frameworks can be made more accessible and 

implementable without compromising their protective objectives. This contribution has 

important implications for regulatory design and implementation guidance development. 

The research contributes to theoretical understanding of how regulatory compliance 

frameworks can be validated and evaluated in practice. The validation methodology and 

outcome measures developed in this research provide a model for assessing regulatory 

compliance effectiveness that goes beyond documentation review to examine actual 

protective outcomes. 
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These theoretical contributions collectively advance understanding across multiple 

domains while providing foundations for future research and development. The integration 

of different theoretical perspectives and the demonstration of practical applicability ensure 

that these contributions have both academic significance and practical relevance for 

ongoing efforts to improve privacy protection and regulatory compliance in organizational 

contexts. 

 

6.4 Practical Implications and Applications 

The research findings and framework development have significant practical 

implications across multiple stakeholder groups and application contexts. These 

implications extend beyond the immediate domain of GDPR compliance to broader 

questions of privacy governance, regulatory implementation, and organizational risk 

management in small business environments. 

 

6.4.1 Impact for Small and Medium-Sized Businesses 

The most direct and significant practical impact of this research is for small and 

medium-sized businesses seeking to achieve effective GDPR compliance while managing 

resource constraints and competing operational priorities. The Integrated NIST-GDPR 

Compliance Framework provides these organizations with a structured, systematic 

approach to privacy management that acknowledges their unique constraints while 

ensuring comprehensive regulatory compliance. 

The framework's layered architecture enables SMBs to implement privacy 

management programs incrementally, starting with foundational governance and strategy 

activities and progressively building operational controls and technological capabilities. 

This incremental approach is particularly valuable for small businesses that cannot 
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implement comprehensive privacy programs immediately but need to demonstrate 

progress toward full compliance while managing cash flow and resource allocation 

challenges. 

The detailed mapping tables and implementation guidance developed in this 

research provide SMBs with concrete, actionable steps for achieving specific GDPR 

requirements. Rather than struggling to interpret abstract legal language or adapt large 

enterprise-focused guidance, small businesses can follow structured implementation 

pathways that are specifically designed for their operational contexts and resource 

constraints. This practical guidance reduces the need for expensive external consulting 

while building internal privacy management capabilities. 

The risk-based approach embedded in the framework enables SMBs to prioritize 

their compliance efforts based on actual privacy risks rather than attempting to implement 

all possible controls simultaneously. This prioritization capability is crucial for small 

businesses that must make strategic decisions about resource allocation while ensuring that 

the most critical privacy protection measures receive appropriate attention. 

The framework's emphasis on integration with existing business processes helps 

SMBs avoid creating separate compliance programs that compete with core business 

functions. By embedding privacy considerations within operational activities, the 

framework enables small businesses to achieve compliance while potentially improving 

operational efficiency and customer trust. This integration approach recognizes that small 

businesses cannot afford to treat privacy management as a separate, disconnected activity. 

The validation results demonstrate that SMBs can achieve meaningful 

improvements in privacy protection outcomes through systematic framework 

implementation. The documented improvements in data mapping accuracy, data subject 

request response times, technical safeguard implementation, and staff confidence levels 
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provide evidence that the framework supports real privacy protection rather than merely 

compliance documentation. 

 

6.4.2 Implications for Privacy Professionals and Consultants 

The research has important implications for privacy professionals and consultants 

who work with small and medium-sized businesses. The framework provides these 

professionals with structured methodologies and tools that can improve the effectiveness 

and efficiency of their client services while ensuring comprehensive coverage of regulatory 

requirements. 

The detailed NIST-GDPR mapping provides privacy professionals with systematic 

approaches to conducting privacy assessments and developing implementation plans for 

SMB clients. Rather than starting from first principles for each client engagement, 

professionals can leverage the mapping analysis to quickly identify relevant requirements 

and appropriate implementation approaches based on established risk management 

methodologies. 

The framework architecture provides consultants with a comprehensive structure 

for organizing privacy management programs that addresses the full spectrum of privacy 

responsibilities. This structure can serve as a foundation for developing client-specific 

implementation plans while ensuring that all critical areas receive appropriate attention. 

The layered approach also enables consultants to phase implementation activities based on 

client priorities and resource availability. 

The SMB-specific adaptation guidance developed in this research provides privacy 

professionals with practical tools for tailoring privacy management approaches to small 

business contexts. This guidance helps consultants avoid the common mistake of applying 
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large enterprise approaches to small business environments, ensuring that 

recommendations are both practical and effective for the intended organizational context. 

The validation methodology and outcome measures developed in this research 

provide privacy professionals with tools for measuring and demonstrating the effectiveness 

of their client services. The ability to track implementation progress and privacy protection 

outcomes enables consultants to provide evidence-based guidance and demonstrate value 

to their clients beyond mere compliance documentation. 

The framework's emphasis on building internal capabilities rather than creating 

dependency on external services aligns with the long-term interests of both SMBs and 

ethical privacy professionals. By providing structured approaches that enable organizations 

to develop internal privacy management capabilities, the framework supports sustainable 

compliance approaches that reduce long-term consulting dependency while building 

organizational resilience. 

 

6.4.3 Regulatory and Policy Implications 

The research has significant implications for regulatory authorities and policy 

makers who are responsible for developing guidance and enforcement approaches that 

support effective privacy protection while acknowledging the practical constraints faced 

by different types of organizations. The demonstration that complex regulatory 

requirements can be operationalized through structured frameworks provides evidence for 

policy approaches that balance protective objectives with implementation feasibility. 

The systematic approach to framework integration developed in this research 

provides a model for how regulatory authorities can develop implementation guidance that 

leverages existing organizational capabilities and established frameworks rather than 
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requiring organizations to develop entirely new compliance programs. This approach can 

improve compliance rates while reducing implementation costs and complexity. 

The SMB-specific insights generated through this research inform regulatory 

understanding of how organizational size and resource constraints influence privacy 

management approaches and outcomes. This understanding can inform the development 

of proportionate enforcement approaches and targeted guidance materials that address the 

specific needs and capabilities of different organizational types. 

The validation results provide evidence that small businesses can achieve 

meaningful privacy protection outcomes through structured implementation approaches, 

supporting regulatory confidence in risk-based, proportionate compliance approaches. This 

evidence can inform regulatory guidance development and enforcement strategies that 

focus on outcomes rather than prescriptive compliance activities. 

The research demonstrates how international privacy frameworks can be integrated 

to support organizations that operate across multiple jurisdictions or are subject to multiple 

regulatory requirements. This integration approach has implications for international 

regulatory cooperation and the development of harmonized privacy protection approaches. 

The framework's emphasis on accountability and demonstrable compliance aligns 

with regulatory expectations while providing practical tools for organizations to meet these 

expectations. The structured documentation and outcome measurement approaches 

developed in this research support regulatory oversight while reducing the burden on both 

organizations and regulatory authorities. 
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6.4.4 Technology and Tool Development Opportunities 

The research identifies significant opportunities for technology developers and 

service providers to create tools and platforms that support the implementation of 

integrated privacy management frameworks in small business environments. The 

Technology Enablement and Automation Layer of the INGCF provides a foundation for 

understanding how technological solutions can enhance privacy management effectiveness 

while reducing implementation burden. 

The detailed requirements analysis conducted in this research provides technology 

developers with clear specifications for privacy management tools that address the specific 

needs of small businesses. Rather than developing generic privacy tools that may not 

address SMB constraints and requirements, developers can create targeted solutions that 

support the systematic implementation of comprehensive privacy management programs. 

The framework's emphasis on automation and workflow management creates 

opportunities for developing integrated platforms that can handle multiple aspects of 

privacy management, from data mapping and risk assessment through data subject request 

management and breach response. These integrated platforms can provide SMBs with 

enterprise-level privacy management capabilities at scales and price points appropriate for 

their environments. 

The validation results demonstrate the importance of user-friendly interfaces and 

simplified workflows in achieving successful privacy management implementation. 

Technology developers can leverage these insights to create tools that prioritize usability 

and accessibility while maintaining comprehensive functionality. 

The framework's integration approach creates opportunities for developing tools 

that connect privacy management with broader business management systems, enabling 

SMBs to embed privacy considerations within existing operational workflows rather than 
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creating separate compliance systems. This integration capability can improve both privacy 

protection and operational efficiency. 

The research identifies specific areas where automation can provide the greatest 

value for SMB privacy management, including data discovery and mapping, consent 

management, data subject request processing, and compliance monitoring and reporting. 

Technology developers can prioritize these areas for tool development to provide 

maximum impact for their target markets. 

 

6.4.5 Educational and Training Implications 

The research has important implications for educational institutions and training 

providers who are responsible for developing privacy management curricula and 

professional development programs. The systematic approach to privacy management 

developed in this research provides a foundation for educational programs that address both 

theoretical understanding and practical implementation skills. 

The framework's integration of different privacy management paradigms provides 

educational opportunities to help students and professionals understand how different 

approaches to privacy protection can complement and reinforce each other. This 

understanding is increasingly important as privacy regulations continue to evolve and 

expand globally. 

The SMB-specific insights generated through this research inform educational 

understanding of how privacy management principles must be adapted to address different 

organizational contexts. This understanding can improve the practical relevance of privacy 

education by ensuring that students understand how to apply theoretical knowledge in 

resource-constrained environments. 
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The detailed implementation guidance developed in this research provides 

educational institutions with practical case studies and exercises that can help students 

develop hands-on privacy management skills. The validation results provide evidence of 

implementation challenges and success factors that can inform educational program 

development. 

The research demonstrates the importance of interdisciplinary approaches to 

privacy management that integrate legal, technical, and business perspectives. This 

understanding can inform curriculum development that prepares students to address the 

complex, multifaceted nature of privacy management in organizational contexts. 

These practical implications collectively demonstrate that the research contributes 

not only to academic understanding but also to professional practice, policy development, 

technology innovation, and educational advancement. The broad applicability of the 

research findings ensures that the investment in this investigation will generate benefits 

across multiple stakeholder groups and application contexts, supporting the broader 

objective of improving privacy protection in an increasingly data-driven economy. 

 

6.5 Research Limitations 

While this research has achieved its primary objectives and made significant 

contributions to both theoretical understanding and practical application, it is important to 

acknowledge the limitations that influence the interpretation and generalizability of the 

findings. These limitations provide important context for understanding the scope and 

boundaries of the research while identifying opportunities for future investigation and 

development. 
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6.5.1 Methodological Limitations 

The research methodology, while systematic and rigorous, involves several 

limitations that influence the interpretation of findings. The primary methodological 

approach relied heavily on documentary analysis and interpretive mapping, which 

inherently involves some degree of subjectivity. The mapping of NIST Privacy Framework 

functions to GDPR requirements required interpretive judgments about the alignment and 

correspondence between different framework elements, and alternative interpretations 

might yield somewhat different mapping results. 

The constructive research approach employed in framework development, while 

appropriate for the research objectives, limits the ability to make definitive claims about 

framework effectiveness compared to alternative approaches. The framework development 

process was informed by existing literature and best practices, but it represents one possible 

approach to integrating NIST and GDPR requirements rather than the only viable approach. 

Future research might identify alternative integration strategies that prove more effective 

or efficient for specific contexts or applications. 

The validation methodology employed in this research, while providing valuable 

insights into framework applicability and effectiveness, was primarily illustrative rather 

than comprehensive empirical evaluation. The twelve-month application study involved a 

limited number of SMB participants and focused on specific implementation outcomes 

rather than conducting controlled comparisons with alternative approaches. This limitation 

means that the validation results provide evidence of framework utility but do not constitute 

definitive proof of superiority over other compliance approaches. 

The data collection methods used in the validation study, while appropriate for the 

research context, involved some limitations in terms of measurement precision and 

comprehensiveness. The reliance on self-reported implementation data and outcome 
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measures introduces potential bias, and the relatively short validation period may not 

capture long-term implementation challenges or sustainability issues that could emerge 

over extended periods. 

 

6.5.2 Scope and Generalizability Constraints 

The research scope, while comprehensive within its defined boundaries, involves 

several constraints that limit the generalizability of findings to other contexts and 

applications. The focus on small and medium-sized businesses, while addressing an 

important gap in existing research, means that the findings may not be directly applicable 

to larger enterprises or micro-businesses that face different constraints and opportunities. 

The research was conducted within the specific context of GDPR compliance, and 

while the integration methodology developed in this research may be applicable to other 

regulatory frameworks, the specific mapping results and implementation guidance are 

tailored to GDPR requirements. Organizations subject to other privacy regulations or 

operating in different jurisdictional contexts would need to adapt the framework 

accordingly, and such adaptations might reveal limitations or gaps not apparent in the 

GDPR-specific application. 

The SMB participants in the validation study were drawn from specific industry 

sectors and geographic regions, which may limit the generalizability of findings to SMBs 

operating in different sectors or regions with different regulatory environments, business 

practices, or cultural contexts. The framework's effectiveness in different organizational 

cultures or business environments remains to be demonstrated through broader empirical 

testing. 

The research focused primarily on the integration of NIST and GDPR frameworks, 

and while this integration addresses a significant practical need, it does not address how 
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the integrated framework might interact with other compliance requirements or 

organizational frameworks that SMBs might need to implement simultaneously. The 

potential for conflicts or synergies with other regulatory or operational frameworks remains 

largely unexplored. 

 

6.5.3 Validation Limitations 

The validation component of this research, while providing valuable evidence of 

framework utility, involves several limitations that constrain the strength of conclusions 

that can be drawn about framework effectiveness. The illustrative nature of the validation 

study means that the results provide evidence of feasibility and initial effectiveness but do 

not constitute comprehensive proof of framework superiority or long-term sustainability. 

The validation study involved a relatively small number of SMB participants, 

which limits the statistical power of quantitative analyses and the generalizability of 

findings to the broader SMB population. The selection of validation participants, while 

appropriate for the research objectives, may have introduced selection bias that influences 

the representativeness of results. Organizations that volunteered to participate in the 

validation study may have been more motivated or better positioned to implement privacy 

management frameworks than typical SMBs. 

The validation period of twelve months, while sufficient to demonstrate initial 

implementation outcomes, may not be adequate to assess long-term sustainability, 

adaptation challenges, or the framework's ability to accommodate changing business 

conditions or regulatory requirements. Some implementation challenges or benefits may 

only become apparent over longer time periods or as organizations mature in their privacy 

management capabilities. 
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The outcome measures used in the validation study, while relevant and meaningful, 

represent a limited subset of possible privacy protection and compliance outcomes. The 

focus on specific metrics such as data subject request response times and encryption 

implementation rates may not capture other important dimensions of privacy protection 

effectiveness or organizational privacy culture development. 

 

6.5.4 Temporal and Contextual Boundaries 

The research was conducted within specific temporal and contextual boundaries 

that influence the ongoing relevance and applicability of findings. The analysis was based 

on specific versions of the NIST Privacy Framework (Version 1.0) and GDPR as 

implemented at the time of research, and future updates or revisions to either framework 

could affect the relevance of mapping results or implementation guidance. 

The rapidly evolving nature of privacy regulation, technology, and business 

practices means that some aspects of the framework may require updating or adaptation as 

new requirements emerge or as organizational capabilities and expectations change. The 

research provides a foundation for ongoing development rather than a static solution that 

will remain optimal indefinitely. 

The validation study was conducted during a specific period that may have been 

influenced by particular economic, technological, or regulatory conditions that do not 

persist over time. The COVID-19 pandemic, for example, significantly affected business 

operations and priorities during part of the research period, potentially influencing 

implementation outcomes and organizational capacity for privacy management activities. 

The research was conducted within specific technological and business 

environments that may not reflect future conditions or alternative contexts. The increasing 

sophistication of privacy-enhancing technologies, the evolution of business models and 
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data processing practices, and changes in regulatory enforcement approaches could all 

influence the optimal design and implementation of privacy management frameworks. 

 

6.5.5 Resource and Access Constraints 

The research was conducted within practical constraints related to resource 

availability and access to research participants that influenced the scope and depth of 

investigation possible within the doctoral research context. The validation study, while 

providing valuable insights, was limited by the availability of SMB participants willing to 

engage in extended research collaboration and the practical constraints of conducting 

research within operational business environments. 

The research relied primarily on publicly available documentation and literature, 

which may not capture all relevant insights from proprietary research, internal 

organizational experiences, or confidential regulatory guidance that could inform 

framework development and validation. Access to additional data sources might reveal 

implementation challenges or opportunities not apparent from the available evidence. 

The interdisciplinary nature of the research, spanning legal, technical, and business 

domains, required balancing depth and breadth of analysis within practical constraints. 

Deeper investigation of specific technical or legal aspects might yield additional insights 

but would require trade-offs with the comprehensive scope that was necessary to address 

the research objectives. 

These limitations, while constraining the scope and generalizability of findings, do 

not negate the value of the research contributions but rather provide important context for 

interpreting results and identifying opportunities for future investigation. The explicit 

acknowledgment of limitations supports the credibility of the research while establishing a 

foundation for ongoing development and refinement of the integrated framework approach. 
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6.6 Recommendations for Future Research 

The findings and limitations of this research identify numerous opportunities for 

future investigation that can build upon the foundation established by this work while 

addressing identified gaps and extending the applicability of the integrated framework 

approach. These recommendations encompass both theoretical development and practical 

application opportunities that can advance understanding and practice in privacy 

management and regulatory compliance. 

 

6.6.1 Empirical Validation and Effectiveness Studies 

The most immediate opportunity for future research involves conducting 

comprehensive empirical validation of the Integrated NIST-GDPR Compliance 

Framework through controlled studies that can provide stronger evidence of effectiveness 

compared to alternative approaches. Such studies should employ rigorous experimental or 

quasi-experimental designs that compare framework implementation outcomes with 

control groups using alternative compliance approaches or no structured framework. 

Large-scale longitudinal studies involving diverse SMB populations across 

different industry sectors, geographic regions, and organizational characteristics would 

provide valuable evidence about framework effectiveness, implementation challenges, and 

long-term sustainability. These studies should employ standardized outcome measures that 

capture multiple dimensions of privacy protection effectiveness, including compliance 

documentation quality, actual privacy protection outcomes, organizational privacy culture 

development, and cost-effectiveness of implementation approaches. 

Comparative effectiveness research that systematically compares the INGCF with 

other available compliance frameworks and approaches would provide valuable evidence 
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for organizations seeking to select optimal privacy management strategies. Such research 

should examine not only compliance outcomes but also implementation costs, resource 

requirements, organizational impact, and stakeholder satisfaction across different 

framework approaches. 

Research investigating the optimal implementation sequencing and phasing 

approaches for the framework would provide valuable guidance for organizations seeking 

to implement comprehensive privacy management programs incrementally. Such studies 

could examine how different implementation sequences affect outcomes, identify critical 

success factors for each implementation phase, and develop evidence-based guidance for 

prioritizing framework components based on organizational characteristics and constraints. 

Studies examining the long-term sustainability and adaptation of framework 

implementation would address important questions about how privacy management 

programs evolve over time and how frameworks can be maintained and updated to address 

changing business conditions, regulatory requirements, and technological capabilities. 

Longitudinal research tracking organizations over multiple years could provide insights 

into framework maturation, adaptation strategies, and long-term effectiveness. 

 

6.6.2 Framework Extension and Adaptation Research 

Significant opportunities exist for research that extends the integrated framework 

approach to other regulatory contexts and organizational types. Research investigating how 

the framework integration methodology can be applied to other privacy regulations, such 

as the California Consumer Privacy Act, Brazil's Lei Geral de Proteção de Dados, or 

emerging privacy laws in other jurisdictions, would demonstrate the broader applicability 

of the integration approach while providing practical tools for organizations operating in 

multiple jurisdictions. 
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Studies examining how the framework can be adapted for different organizational 

types, including micro-enterprises, large enterprises, non-profit organizations, and 

government agencies, would extend the applicability of the research while providing 

insights into how organizational characteristics influence optimal privacy management 

approaches. Such research could identify common adaptation principles while developing 

context-specific implementation guidance. 

Research investigating the integration of the INGCF with other compliance 

frameworks, such as cybersecurity frameworks, quality management systems, or other 

regulatory compliance programs, would address the practical reality that organizations 

must manage multiple compliance requirements simultaneously. Such studies could 

identify synergies and conflicts between different compliance approaches while 

developing integrated management systems that address multiple regulatory domains 

efficiently. 

Investigation of how the framework can be adapted to address emerging privacy 

challenges, such as artificial intelligence governance, Internet of Things data protection, or 

cross-border data transfer complexities, would ensure that the framework remains relevant 

as technology and business practices evolve. Such research could extend the framework's 

applicability while contributing to understanding of how privacy management approaches 

must evolve to address new challenges. 

Studies examining how the framework can be customized for specific industry 

sectors with unique privacy challenges, such as healthcare, financial services, education, 

or retail, would provide sector-specific guidance while identifying common principles that 

apply across different industry contexts. Such research could develop industry-specific 

implementation templates while maintaining the framework's general applicability. 
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6.6.3 Technology Integration and Automation Research 

The Technology Enablement and Automation Layer of the INGCF identifies 

significant opportunities for research investigating how technological solutions can 

enhance framework implementation effectiveness while reducing implementation burden 

for small businesses. Research examining the development and evaluation of integrated 

privacy management platforms that support comprehensive framework implementation 

would provide valuable tools for SMBs while advancing understanding of how technology 

can support privacy governance. 

Studies investigating the application of artificial intelligence and machine learning 

technologies to privacy management tasks, such as automated data discovery and 

classification, privacy risk assessment, or data subject request processing, could 

significantly enhance framework implementation efficiency while maintaining human 

oversight and accountability. Such research should examine both the technical feasibility 

and the governance implications of automated privacy management approaches. 

Research examining the development of privacy-enhancing technologies that can 

be integrated within the framework architecture would contribute to both technical 

advancement and practical implementation capability. Studies investigating technologies 

such as differential privacy, homomorphic encryption, secure multi-party computation, or 

federated learning within the context of SMB privacy management could provide new tools 

for achieving privacy protection while enabling business innovation. 

Investigation of how blockchain and distributed ledger technologies can support 

privacy management activities, such as consent management, data provenance tracking, or 

audit trail maintenance, would explore emerging technological opportunities while 

addressing practical implementation challenges. Such research should examine both 
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technical feasibility and regulatory compliance implications of distributed privacy 

management approaches. 

Studies examining the development of privacy management APIs and integration 

standards that enable interoperability between different privacy management tools and 

business systems would support the framework's emphasis on integration with existing 

business processes while enabling technological innovation and competition in privacy 

management tool development. 

 

6.6.4 Cross-Jurisdictional and International Applications 

The global expansion of privacy regulation creates significant opportunities for 

research investigating how the framework integration approach can support organizations 

operating across multiple jurisdictions with different privacy requirements. Research 

examining how the INGCF can be extended to address multiple privacy regulations 

simultaneously would provide valuable tools for multinational organizations while 

contributing to understanding of international privacy governance challenges. 

Studies investigating how different national and regional privacy frameworks can 

be systematically compared and integrated would advance theoretical understanding of 

privacy governance while providing practical tools for organizations navigating complex 

international regulatory environments. Such research could develop methodologies for 

identifying commonalities and differences between privacy regulations while creating 

integrated compliance approaches. 

Research examining how the framework approach can support international data 

transfer compliance, including the implementation of adequacy decisions, standard 

contractual clauses, binding corporate rules, and other transfer mechanisms, would address 

critical practical challenges while contributing to understanding of international privacy 
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governance. Such studies could develop systematic approaches to transfer risk assessment 

and management within integrated privacy management frameworks. 

Investigation of how cultural and legal differences influence privacy management 

implementation across different jurisdictions would provide important insights into the 

adaptation requirements for international framework application. Such research could 

identify universal principles while developing culturally sensitive implementation 

approaches that respect local legal and business practices. 

Studies examining how the framework approach can support regulatory 

cooperation and consistency across different jurisdictions would contribute to international 

privacy governance development while providing practical tools for organizations and 

regulators seeking to harmonize privacy protection approaches. 

 

6.6.5 Organizational and Behavioral Research 

Significant opportunities exist for research investigating the organizational and 

behavioral factors that influence successful privacy management framework 

implementation. Studies examining how organizational culture, leadership commitment, 

staff training approaches, and change management strategies affect framework 

implementation outcomes would provide valuable guidance for improving implementation 

success rates. 

Research investigating how privacy management frameworks influence 

organizational behavior, decision-making processes, and business practices would 

contribute to understanding of the broader organizational impact of privacy governance 

while identifying opportunities for leveraging privacy management to support broader 

business objectives such as operational excellence, customer trust, and competitive 

differentiation. 
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Studies examining how different stakeholder groups, including employees, 

customers, partners, and regulators, perceive and respond to privacy management 

framework implementation would provide insights into stakeholder engagement strategies 

while identifying opportunities for improving framework acceptance and effectiveness. 

Investigation of how privacy management frameworks can be integrated with 

organizational learning and continuous improvement processes would contribute to 

understanding of how privacy governance can evolve and mature over time while 

maintaining effectiveness and relevance in changing business environments. 

Research examining the economic impact of privacy management framework 

implementation, including cost-benefit analysis, return on investment assessment, and 

economic modeling of privacy protection benefits, would provide valuable evidence for 

business decision-making while contributing to understanding of the economic dimensions 

of privacy governance. 

 

6.6.6 Policy and Regulatory Research 

The research findings identify opportunities for policy and regulatory research that 

can inform the development of more effective and accessible privacy governance 

approaches. Studies examining how regulatory guidance and enforcement approaches can 

be designed to support framework-based compliance while maintaining protective 

effectiveness would contribute to regulatory policy development while improving 

compliance outcomes. 

Research investigating how regulatory authorities can leverage framework-based 

approaches for oversight and enforcement activities would explore opportunities for 

improving regulatory efficiency while reducing compliance burden on organizations. Such 
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studies could examine how standardized frameworks can support regulatory assessment 

and monitoring activities. 

Investigation of how privacy management frameworks can support regulatory 

innovation, such as regulatory sandboxes, safe harbors, or outcome-based regulation, 

would contribute to understanding of how privacy governance can evolve to address 

emerging challenges while maintaining protective effectiveness. 

Studies examining how international regulatory cooperation can be enhanced 

through common framework approaches would contribute to global privacy governance 

development while addressing practical challenges faced by organizations operating across 

multiple jurisdictions. 

These research recommendations collectively provide a comprehensive agenda for 

future investigation that can build upon the foundation established by this research while 

addressing identified limitations and extending the applicability of the integrated 

framework approach. The diversity of recommended research directions ensures that future 

work can contribute to both theoretical advancement and practical application while 

addressing the evolving challenges of privacy governance in an increasingly complex and 

interconnected world. 

 

6.7 Final Reflections 

As this research journey concludes, it is valuable to reflect on the broader 

implications and insights that have emerged through the process of investigating GDPR 

compliance challenges for small businesses and developing an integrated framework 

solution. These reflections encompass both the specific contributions of this research and 

the broader lessons learned about privacy governance, regulatory compliance, and the role 

of academic research in addressing practical challenges. 
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6.7.1 Research Journey Insights 

The process of conducting this research has provided valuable insights into the 

complex, multifaceted nature of privacy governance challenges and the potential for 

systematic, interdisciplinary approaches to address these challenges effectively. The 

journey from identifying the initial problem through developing and validating a 

comprehensive solution has demonstrated the importance of combining theoretical rigor 

with practical focus to create research that contributes meaningfully to both academic 

understanding and professional practice. 

One of the most significant insights from this research journey has been the 

recognition that effective privacy governance requires integration across multiple domains 

of expertise, including legal, technical, organizational, and business perspectives. The 

development of the Integrated NIST-GDPR Compliance Framework required drawing 

upon knowledge and methodologies from risk management, regulatory compliance, 

organizational behavior, technology implementation, and business strategy. This 

interdisciplinary approach proved essential for creating a solution that addresses the full 

complexity of privacy governance challenges rather than focusing narrowly on individual 

aspects. 

The research process has also highlighted the importance of maintaining focus on 

practical applicability while pursuing theoretical advancement. The constant attention to 

the constraints and opportunities faced by small businesses ensured that the framework 

development remained grounded in real-world implementation challenges rather than 

becoming an abstract academic exercise. This practical focus proved essential for creating 

research outcomes that can contribute directly to addressing identified problems rather than 

merely advancing theoretical understanding. 
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The validation component of the research provided particularly valuable insights 

into the gap between theoretical framework design and practical implementation reality. 

The twelve-month application study revealed implementation challenges and success 

factors that were not apparent from the theoretical analysis, demonstrating the importance 

of empirical validation in framework development. The feedback from SMB participants 

provided crucial insights that informed framework refinement and highlighted areas where 

additional guidance and support are needed. 

The research journey has also demonstrated the value of systematic, transparent 

methodologies for complex analytical tasks such as framework mapping and integration. 

The detailed documentation of analytical procedures and decision-making criteria not only 

supports the credibility of research outcomes but also provides a foundation for future 

research that can build upon and extend this work. The systematic approach proved 

essential for managing the complexity of integrating two comprehensive frameworks while 

ensuring that all relevant requirements received appropriate attention. 

 

6.7.2 Broader Implications for Privacy Governance 

This research contributes to broader understanding of how privacy governance can 

be conceptualized and implemented in organizational contexts, particularly for 

organizations that face significant resource constraints and competing priorities. The 

demonstration that comprehensive privacy management can be achieved through 

systematic, structured approaches provides evidence that effective privacy protection is not 

limited to large organizations with substantial resources and specialized expertise. 

The research highlights the importance of risk-based approaches to privacy 

governance that enable organizations to prioritize their efforts based on actual privacy risks 

rather than attempting to implement all possible controls uniformly. This risk-based 
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approach is particularly important for small businesses but has broader applicability for 

organizations of all sizes seeking to optimize their privacy protection investments while 

managing resource constraints. 

The integration of different privacy management paradigms demonstrated in this 

research provides insights into how the global privacy governance landscape can evolve to 

address the reality that organizations increasingly operate across multiple jurisdictions with 

different regulatory requirements. The systematic approach to framework integration 

developed in this research provides a model for how different privacy governance 

approaches can complement and reinforce each other rather than creating conflicting or 

duplicative requirements. 

The research contributes to understanding of how privacy governance can be 

embedded within broader organizational management systems rather than existing as 

separate, disconnected compliance activities. The integration emphasis throughout the 

framework development process demonstrates how privacy protection can support broader 

business objectives while achieving regulatory compliance, creating positive-sum 

outcomes rather than zero-sum trade-offs between privacy and business performance. 

The validation results provide evidence that systematic privacy governance 

approaches can achieve meaningful improvements in actual privacy protection outcomes 

rather than merely compliance documentation. This evidence supports the conclusion that 

well-designed privacy governance frameworks can contribute to the fundamental objective 

of protecting individual privacy rights while enabling organizational innovation and 

growth. 
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6.7.3 Lessons for Regulatory Implementation 

The research provides important lessons for how complex regulatory requirements 

can be made more accessible and implementable for organizations with limited resources 

and expertise. The demonstration that GDPR requirements can be operationalized through 

structured frameworks provides evidence for regulatory approaches that emphasize 

outcomes and principles rather than prescriptive compliance activities. 

The systematic approach to translating legal requirements into operational controls 

developed in this research provides a model for how regulatory guidance can be developed 

to support effective implementation while maintaining regulatory flexibility and 

adaptability. The detailed mapping analysis demonstrates how abstract legal concepts can 

be connected to concrete operational activities without compromising the flexibility that 

enables organizations to adapt requirements to their specific contexts. 

The research highlights the importance of acknowledging organizational diversity 

in regulatory implementation approaches. The SMB-specific adaptations developed in this 

research demonstrate how regulatory requirements can be scaled and tailored to address 

different organizational contexts while maintaining protective effectiveness. This insight 

has implications for regulatory guidance development and enforcement approaches that 

seek to achieve consistent protective outcomes across diverse organizational environments. 

The validation results provide evidence that proportionate, risk-based approaches 

to regulatory compliance can achieve effective outcomes while managing implementation 

burden. This evidence supports regulatory approaches that emphasize risk-based 

implementation and outcome measurement rather than prescriptive compliance activities 

that may not be appropriate for all organizational contexts. 
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6.7.4 Academic Research and Practical Impact 

This research demonstrates the potential for academic investigation to contribute 

directly to addressing practical challenges while advancing theoretical understanding. The 

combination of rigorous analytical methods with practical validation and application shows 

how academic research can bridge the gap between theoretical knowledge and professional 

practice in ways that benefit both domains. 

The interdisciplinary approach employed in this research provides a model for how 

complex, real-world challenges can be addressed through academic investigation that 

draws upon multiple fields of expertise. The integration of legal, technical, organizational, 

and business perspectives proved essential for developing comprehensive solutions that 

address the full complexity of privacy governance challenges. 

The research demonstrates the value of collaborative approaches that engage 

practitioners as partners in the research process rather than merely subjects of investigation. 

The validation component of this research benefited significantly from the active 

participation of SMB practitioners who provided insights, feedback, and real-world testing 

that improved the quality and applicability of research outcomes. 

The systematic documentation and transparent methodology employed in this 

research provide a foundation for future investigation that can build upon and extend these 

findings. The detailed mapping tables, framework architecture, and implementation 

guidance developed in this research create resources that can be used directly by 

practitioners while providing starting points for future academic investigation. 

 

6.7.5 Looking Forward 

As privacy regulation continues to evolve and expand globally, the need for 

practical, effective approaches to privacy governance will only increase. The integrated 
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framework approach developed in this research provides a foundation for addressing these 

evolving challenges while demonstrating the potential for systematic, evidence-based 

approaches to regulatory compliance and privacy protection. 

The research establishes a foundation for ongoing development and refinement of 

integrated privacy management approaches that can adapt to changing regulatory 

requirements, technological capabilities, and business practices. The systematic 

methodology developed in this research can be applied to emerging privacy challenges 

while the framework architecture provides a structure that can accommodate new 

requirements and capabilities. 

The validation of the framework's effectiveness in small business environments 

provides confidence that systematic privacy governance approaches can be made 

accessible to organizations across the full spectrum of sizes and capabilities. This 

accessibility is crucial for achieving the broad privacy protection outcomes that are the 

ultimate objective of privacy regulation. 

The research contributes to a growing body of evidence that privacy protection and 

business success are not inherently conflicting objectives but can be mutually reinforcing 

when approached systematically and strategically. This understanding is essential for 

building sustainable privacy governance approaches that can evolve and adapt over time 

while maintaining effectiveness and relevance. 
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