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ABSTRACT
RESPONSIBLE GENERATIVE Al: GLOBAL REGULATORY GAPS,
US INNOVATION CATALYSTS

Rohit Kumar
2025

Dissertation Chair: Dr. Ljiljana Kukec
Co-Chair: Dr. David Annan

This research examines how the current lack of strict regulations for generative Al
affects productivity and innovation in the US IT services industry. The study uses a mixed-
methods approach. It provides a comparative policy analysis of the US, the UK, and China.
A survey of industry practitioners was conducted to evaluate perceived risks and factors
driving adoption. The findings show a significant global difference in regulatory
philosophies. It ranges from the US's market-driven voluntarism to the UK’s principles-
based sectoral model. China has a state-controlled vertical model. The analysis highlights
a widespread "risk assurance gap," in which existing US frameworks and regulations are
deemed insufficient to address key issues. Some key concerns center on data protection
and ethical governance. A surprising discovery is that these regulatory gaps are not barriers
but actually help in the adoption of generative Al. The lack of strict rules, especially

regarding transparency and accountability, is fostering a "first-mover advantage" mentality



amongst the IT service companies. It is accelerating the deployment of generative Al
solutions across critical business, support, and innovation areas. The research also
emphasizes that input data is the core source of specific risks. Some key data risks are
copyright infringement, privacy breaches, bias, toxicity, and misinformation. The current
governance or regulations do not fully address. IT service companies seem to accept that
the opportunities created by the regulatory void outweigh the future liability or compliance
risks. The study concludes that the current regulatory gaps are encouraging rapid
innovation and productivity while also building a risky bubble for the future. The findings
point to an urgent need for targeted, risk-based regulation to clarify rules and prevent
systemic risks from becoming entrenched. For IT service companies, developing strong
internal Al governance is crucial for their long-term resilience.

Key Words: Generative Al Regulation, Responsible Generative Al, AI Regulatory

Gap, NIST Risk Management Framework, Generative Al Data Risk
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CHAPTER I:
INTRODUCTION

1.1 Introduction

Generative Al is a branch of artificial intelligence that can create new data or
content from existing data or content. ChatGPT is a form of generative Al that was
launched on November 30, 2022. It has taken the world by storm. It has already crossed
100 million users in under 90 days and continues to grow through word of mouth.

Al aims to produce artificial general intelligence (AGI), which refers to programs
capable of performing a wide range of intelligent tasks that rival or exceed human
capabilities. This goal is in contrast to the current Al systems that have superior
capabilities, much beyond that of the best humans, but in narrow domains, where these are
referred to as Artificial Narrow Intelligence (ANI) (Dwivedi et al., 2023).

ChatGPT is one of the first programs to show signs of AGI, along with Siri, Alexa,
and LaMDA. These programs possess a wide range of seemingly intelligent capabilities.
While they may not surpass expert human levels at individual tasks, they are overwhelming
in scale, speed, and scope.

In the US, there are multiple Al risk management frameworks and US Government
Acts, such as the NIST Risk Management Framework (NIST, 2023), the Algorithmic
Accountability Act of 2022 (U.S. Congress House, 2022), OECD Classification of Al
Systems to provide a framework and guardrails for developing and operationalizing Al
systems (OECD, 2022).

However, different research papers and articles note that they do not fully address

the risks associated with AGIs.



This research paper aims to map the risks associated with AGIs, as well as the
frameworks and acts. It provides a broad overview of areas where existing frameworks and
regulations do not adequately address the risks posed by AGIs.

The next part of the research has focused on specific risks (copyright, privacy, bias,
toxicity, and misinformation) associated with AGIs when they are developed, tested, and
used by IT service companies within the ever-expanding Al value chain. It has further
explored the lack of strict regulations and their impact on the adoption of generative Al (a
type of AGI) by IT service companies.

1.2 Research Problem

Chatbots are not new, but their latest iteration, which utilizes large language models
trained on publicly available data, has significant implications for human society. The
research articles and papers mainly cover Al regulations, but rarely cover AGIs (e.g.,
ChatGPT, MedPALM).

Traditionally, a dedicated team with defined objectives has developed Al systems
and solutions. The accountability for outcomes and usage has remained with the
development and execution team. With Generative Al (e.g., ChatGPT, MedPALM,
BARD), new data can be created on demand using the Large Language Model (LLM). This
LLM is trained on public data that may contain biases, which can lead it to answer
questions in a manner consistent with those biases. The CEO of OpenAl, Sam Altman, has
acknowledged that ChatGPT exhibits a left-leaning bias. Microsoft, the proponent of
ChatGPT, has opened it to companies, allowing them to add internal data to a pre-trained
ChatGPT model (while monitoring potential bias) for their business functions. This raises
the question of accountability.

ChatGPT makes organizational governance more difficult by extending the use of

Al beyond knowledgeable data science teams. It is available to developers through



programming languages (e.g., Python) or cloud services (e.g., Google, Microsoft Azure,
Amazon Web Services). The so-called “no code” or “low code” technologies enable Al to
be used, in a similar way to Excel and Access, directly by “business technologists” who
are not professional developers. Because it is so easy for anyone to use, ChatGPT takes
this trend even further. This means that the problem of managing Al risks in organizations
has an unprecedented scale. It has expanded from a (relatively) small team of
knowledgeable professionals to many more people without any experience of the risks or
the governance required.

1.3 Purpose of Research

The primary purpose of this research was to understand the risk landscape of
generative Al and how the lack of specific regulations affects its adoption and
implementation. This study has three key objectives that align with this purpose.

The first objective was to a) understand the current approach of the US, UK, and
China in addressing the need for regulating generative Al and b) determine whether the
perceived risk associated with generative Al is wholly or partially met in the US with the
existing regulations and risk management frameworks.

The second objective was to conduct a detailed analysis to understand the
relationship between the adoption of generative Al use cases and the lack of specific
regulations. During the literature review, the researcher observed that generative Al was
widely utilized across various business processes and industries. However, it primarily
enhances productivity gain or innovation (creativity) use cases. As the risk dimensions of
generative Al are broad, there has been concern that its adoption depends on the clarity or
lack of regulations and guidelines.

The third objective was to a) study the key data risks associated with generative Al,

b) determine whether those key risks are covered fully or partially by IT service companies,



and c) determine whether those key risks are affecting the adoption of productivity and
innovation use cases by IT service companies.
1.4 Significance of the Study

This research has significant implications for both policymakers and the IT services
industry. It establishes that the current regulatory vacuum is actively accelerating the
adoption of generative Al technologies within the US IT service companies. The study
provides empirical evidence that perceived gaps in governing key risks, particularly
transparency, copyright, and accountability, are viewed as enablers.

This finding is crucial as it reveals that the market is prioritizing speed and
innovation over safety and ethical considerations. For policymakers, this signals an urgent
need to develop targeted, risk-proportionate regulations. Any future interventions would be
more disruptive if these potentially risky practices become entrenched in the system. For
corporate leaders, the research serves as a warning that the current period of rapid adoption
is building a significant risk bubble. Therefore, proactive internal governance should be
seen as a strategic imperative for long-term resilience rather than viewed as a compliance
requirement. This study provides an evidence base that the drive for productivity must be
balanced against the foundational need for trust and safety.

1.5 Research Purpose and Questions

Some of the research questions to be delved into in detail were:

RQ1 What is the current approach of the US, the UK, and China in regulating
generative AI? How do Risk Management frameworks (e.g., NIST RMF) and the US
government Al Acts relate to Generative Al?

RQ2 How much perceived risk is not covered by existing regulations and

frameworks?



RQ3 How does the lack of generative Al-specific regulations affect the adoption of
productivity and innovation use cases by IT service companies?

RQ4 What copyright, privacy, bias, toxicity, and misinformation risks are
introduced by the input data during the adoption for productivity and innovation use cases
by IT service companies?

RQ5 How much input data generated copyright, biases, toxicity, and
misinformation perceived risks are covered, and how are they affecting the adoption of
productivity and innovation use cases by IT service companies?

Explanation of RQ1 - Based on a preliminary literature review, it became evident
that the UK and China approaches are different from the US approach and, in many ways,
are ahead in taming generative Al. The researcher wanted to compare and contrast their
approaches. The researcher would not review the U.S. government Acts from a legal
perspective. The researcher would attempt to analyze the regulations and risk management
frameworks used to manage risks in Generative Al. The researcher would use secondary
research sources for this purpose.

Explanation of RQ2 - Based on a preliminary literature review, it became apparent
that regulations governing generative Al are insufficient. There’s a broader risk-
management framework and a patchwork of regulatory compliance measures to address
Al The NIST RMF lacks enforcement and remains optional.

Explanation of RQ3 - The literature review noted that generative Al is widely used
for productivity and creativity. However, a lack of strict regulations for generative Al can
impact its adoption.

Explanation of RO4 - Generative Al presents a distinct risk dimension because the
developers of the foundational model are not implementing it across industries and sectors.

This research question explores secondary research on the key data risks associated with



implementing generative Al solutions by IT service companies. Through a preliminary
literature review, the researcher has identified several key data risks (e.g., copyright,
privacy, bias, toxicity, and misinformation) associated with generative Al

Explanation of RQ5 - Based on a preliminary literature review, a detailed analysis
was needed to quantify the perceived risk coverage and the impact of lax regulations on IT

service companies' adoption of it.



CHAPTER II:
REVIEW OF LITERATURE

2.1 Generative Al distributed model
Generative Al, a component of AGI, is based on a new class of foundation models.
A foundation model is any model trained on a broad data set that can be easily adapted

(e.g., fine-tuned) to various downstream tasks.
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Figure 2.0: Foundational Model and Task-level Adaptation (Bommasani et al., 2022)
Foundational models have emerged from large-scale processing, such as GPT-4,
which has 1.5 trillion parameters compared to GPT-2’s 1.5 billion parameters. This model
facilitates in-context learning. This allows it to be adapted to a new downstream task with
a prompt, even if it was not specifically trained for that task.
Besides raw generation abilities, the most impactful features of foundational

models are their generality and adaptability. A foundation model can be adapted to achieve



many tasks. Foundation models are enabled by transfer learning and scale, where
knowledge learned from one task (e.g., object recognition in images) can be applied to
another task (e.g., activity recognition in videos).

Foundational models have led to homogenization, in which improvements to the
foundation model are easily cascaded downstream. This is also a liability. Any biases or
risks in the foundational model are cascaded to the subsequent task through the model fine-
tuning.

There is a concern that current Al regulations are insufficient to protect the interests
of individuals and companies in the distributed value chain of generative Al. Federal
governments worldwide are scrambling to understand the risks associated with generative
Al and to regulate it effectively. This paper adopts a quantitative approach to examining
the risks of generative Al and its potential implications for regulatory oversight.

2.2 Commoditization of Artificial Intelligence

The phenomenal growth of ChatGPT and the release of LLMs by technology
vendors (e.g., Google, Meta, Salesforce, Bloomberg, Alibaba, etc.) have provided broader
access to generative AI. COVID-19 has also accelerated the digitization of business
processes worldwide, making data readily available in digital form. Several factors,
including cloud computing, competition among technology vendors, the growing demand
for Al solutions, and the rise of open-source software, are driving the commoditization of
artificial intelligence.

2.3 Widening gap between fast-paced technology and regulations

There is a general perception that Al regulations governing generative Al lack
adequate guardrails. US federal legislators called on the CEOs of OpenAl, Alphabet, and
Microsoft to share their perspectives on regulations for generative Al (Fung, 2023).

Generative Al use cases span industries, sectors, as well as the risk management



frameworks (NVIST, 2023). Existing sectoral regulations may not be sufficient to address the
risks. There is clearly a gap in how risks are managed throughout the Al supply chain. The
analysis result is consistent with the findings of a study conducted by the Stanford Center
for Research on Foundational Models (Stanford CRFM, 2024).

2.4 Generative Al regulations

The researcher has conducted a secondary source review of existing rules, non-peer
reviewed research papers, news articles, and white papers from consulting companies to
understand the current state of Al risks, regulations, and gaps related to generative Al.

2.5 UK risk-based approach

In its white paper (Department for Science, Innovation and Technology, 2023a) the
Department for Science, Innovation and Technology (DSIT) has outlined five principles
that companies should follow. These principles are: 1) Safety, security, and robustness; 2)
Appropriate transparency and explainability; 3) Fairness; 4) Accountability and
governance; and 5) Contestability and redress.

The UK’s framework is technology-agnostic and principles-based, meaning it
applies to all forms of Al, including generative Al (Department for Science, Innovation
and Technology, 2023a).

The risk management framework supporting these principles is context-specific,
with risk level assignment. Rather than assigning risk levels to the entire sector or
technologies, it regulates based on the outcomes that Al is likely to generate in specific
applications. The current sectoral regulators are expected to conduct detailed risk analyses

and enforcement activities within their respective domains.

The white paper also highlights that creating a new Al-specific, cross-sector

regulator would unnecessarily introduce complexity and confusion. This would undermine



and likely conflict with the work of existing expert regulators. The white paper makes
minimal reference to generative Al or Foundational Models and their regulations. It
highlights the risks of adversely affecting innovation by assigning too much responsibility
to businesses developing foundational models.

A small number of organizations are developing foundation models. Some maintain
close control over the development and distribution of their foundation models, while
others have taken an open-source approach. Open-source models can enhance access to
foundation models, but they can also cause harm if adequate safeguards are not in
place. The potential opacity of foundation models can pose challenges in identifying and
allocating accountability for outcomes generated by Al systems that rely on or integrate
with them.

The Al Regulation bill proposes establishing an Al Authority, a central body tasked
with ensuring the alignment of approaches across relevant regulators and accrediting
independent Al auditors (UK Parliament, 2025). This aligns with the government's earlier
suggestion of imposing a statutory duty on regulators and creating a more powerful central
function.

The proposed central functions to regulate foundational models will be essential in
validating the risk-based approach. The central risk function’s monitoring of risks
associated with foundation models will be a key input to the development of future
legislative regulations.

The UK government has sought to avoid rushing legislation that could hinder the
growth of generative Al. The approach has been to avoid allocating too much responsibility
to businesses developing foundation models, as these models could be used by third parties
in various contexts. Similarly, assigning inappropriate liability to a company that uses but

does not develop foundational models could stifle Al adoption. The UK appears to be
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following a "test and learn" approach. Starting with non-statutory principles to allow for
flexibility, gathering evidence on their effectiveness, and then moving to legislate based on
that experience.

“One of the key recommendations is to make the UK Government announce a clear
policy position on the relationship between intellectual property law and generative AI”
(Department for Science, Innovation and Technology, 2023b). The researcher believes that
there should be more transparency and accountability in the use of copyrighted and IP-
protected data.

2.6 US Al regulations

In the US, there are multiple Al risk management frameworks and US Government
Acts, such as the NIST Risk Management Framework (NIST, 2023), Algorithmic
Accountability Act of 2022 (U.S. Congress House, 2022), OECD Classification of Al
Systems (OECD, 2022). These regulatory frameworks provide guardrails for developing
and operationalizing Al systems. However, these frameworks barely mention the risks
associated with generative Al. The problem with general-purpose systems is that they are
likely to propagate risks downstream (Kolt, 2024).

The United States currently lacks a comprehensive federal law that establishes
broad regulatory authority over the development or use of Al. The U.S. regulatory strategy
is not centered on a single, overarching statute but instead relies on a combination of other
mechanisms (Harris, 2025). The overall approach of the U.S. federal government appears
more focused on overseeing its own use of Al than on directly regulating the private sector
(Harris, 2025).

The US Government has enacted various laws to address specific risks in particular

sectors. A few such examples:
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¢ Financial Sector: Bills like the Preventing Deep Fake Scams Act focus on
Al-related financial crimes and scams (U.S. Congress Senate, 2025).

e FElections and Campaign Finance: Examples include the Fraudulent
Artificial Intelligence Regulations Elections Act of 2024 and the Al
Transparency in Elections Act of 2024 (U.S. Congress Senate, 2024a)

e Healthcare: Legislation such as S. 4862 was introduced to ensure the ethical

adoption of Al in healthcare (U.S. Congress Senate, 2024b).

The Trump administration has issued several executive orders. Key examples
include President Trump’s Executive Order 13859, "Maintaining American Leadership in
Artificial Intelligence," (The President of the United States, 2019) and President Trump’s
2025 Executive Order 14179, "Removing Barriers to American Leadership in Artificial
Intelligence" (The White House, 2025b).

The White House plan has tasked NIST with developing national standards for Al
in specific sectors and promotes the establishment of regulatory sandboxes and "Al Centers
of Excellence" to help businesses test Al tools before market deployment (The White
House, 2025a).

In the absence of an overarching federal Al regulation, various states have
developed their own Al legislation proposals. As of late April 2025, at least 48 states and
Puerto Rico had introduced over 1,000 Al-related bills, creating a potential patchwork of
regulations (The White House, 2025a). Many US states have their own Al regulations and
executive orders. However, the scope of individual acts across states is narrow, addressing
only limited risks in Al. For example, the state of Alabama has issued an executive order
creating a task force to manage the risks of generative Al (Office of the Governor, State of

Alabama, 2024). No act at the state level addresses the holistic risks posed by generative
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Al The challenge with state-level Al regulations is that they limit the scope to state-level
compliance only.
2.7 China Al regulations

China has adopted a bespoke approach to regulating generative Al. The regulation
follows the same approach as deep synthesis algorithms which generates new content. The
regulation requires that providers get consent from individuals before using images or
voices to create new content. This application specific requirement is part of China's
vertical regulations.

China’s regulations also have a horizontal element. They have developed specific
horizontal regulatory tools across various vertical regulations. An example is their
algorithm registry (BiEBZE ARSI, literally “algorithm filing system™). The Algorithm
Registry is a central database for collecting information on algorithms, including sources
of training data and potential security risks associated with Al systems. The registry also
serves as a means for regulators to learn how Al systems are being built and deployed
(O’Shaughnessy & Sheehan, 2023). This registry was created in accordance with the
recommendations of algorithm regulations.

In contrast to the US and the UK, China has moved to implement binding, targeted
regulations for generative Al. Its approach is characterized as vertical, highly reactive,
adaptive, and tailored to specific technological applications or scenarios (Migliorini, 2024).
This allows regulators to introduce legally binding rules quickly to address emerging issues
(Zou & Zhang, 2025). The cornerstone of China's regulation is the Interim Measures for
the Management of Generative Al Services, enacted in July 2023. The Measures place a
dual set of obligations on generative Al service providers (organizations offering services
to the public, similar to companies like OpenAl or Google): 1. Content Liability, and 2.

Technical Service Liability. This reflects a broader industrial policy in which regulation is
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used as a tool to shape market outcomes and steer technological development toward
national strategic goals (Cheng & Zeng, 2023).

The Measures do not exist in isolation but are part of a broader, evolving ecosystem
of vertical Al regulations that form a comprehensive governance system (Roberts, 2020).
For example, The Deep Synthesis Regulations address the risks of synthetic media, using
the technically neutral term deep synthesis technology instead of the politically charged
deepfakes (Interesse, 2022).

The Measures apply only to public-facing generative Al services, explicitly
excluding research and development (R&D) and non-public industrial applications. This
creates a sandbox environment for core technology development while strictly controlling
public deployment, effectively ring-fencing potential social and political risks (Creemers,
2021).

China’s approach allows it to target specific technical capabilities of Al systems.
The challenge with this approach is that rules can fall behind the fast evolving technology.
In China’s Al regulations, some requirements are not well-defined. Government regulators
wield greater power to enforce laws that may be detrimental to the growth of Al systems.

China's Al regulatory strategy is deeply intertwined with its national industrial
policy, as outlined in documents like the "New Generation Artificial Intelligence
Development Plan" (Webster et al., 2017). The plan's goal of making China the world's
primary Al innovation center by 2030 underscores that regulation is not merely about risk
mitigation but is subservient to the larger objective of technological sovereignty and global
leadership (Webster et al., 2017). This explains the explicit exemption of R&D from the
most stringent provisions of the Measures. The state is actively fostering a competitive
domestic Al industry that can reduce reliance on foreign technology, particularly from the

US. The Chinese Government is trying to balance the dual objectives of development and
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security, prioritizing the avoidance of technological backwardness. As Professor Liming
Wang noted, the most significant risk for China is the risk of falling behind technologically
(Rui & Liu, 2023).

2.8 Productivity Gain Using Generative Al

Generative Al is noted as bringing about an inflection point for Artificial
Intelligence (Ignatius & Bernstein, 2023a). Machines are unlikely to replace humans, but
humans with machines will replace humans without them. The productivity gain is
expected to be asymmetric across different professions and industries, with highly skilled
or knowledgeable workers more likely to be impacted than low-skilled workers. According
to a Goldman Sachs report, ChatGPT could affect 300 million jobs worldwide (Kelly,
2023). According to the investment firm, up to 7% of jobs could be entirely replaced by
Al while Al-powered tools would complement 63% of existing jobs. The remaining 30%
would be unaffected. Generative Al is perceived more as a productivity-enhancing
technology rather than a job-replacing technology.

Generative Al’s impact on productivity could add trillions of dollars to the global
economy. Approximately 75 percent of the value that generative Al use cases can deliver
falls into four key areas: customer operations, marketing and sales, software engineering,
and R&D. As interest in these use cases grows, the startup ecosystem is increasingly eager

to leverage this emerging technology.
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Table 2.0 - Generative AI's Productivity Impact Across Business Functions, Source:
(Chui et al., 2023)

Business Functions Likely productivity growth due to generative Al
Customer operations 30 to 45 percent of current function costs
Marketing and Sales 5 to 15 percent of total marketing spend

3 to 5 percent of current global sales expenditure

Software engineering 20 to 45 percent of the current annual spending

R&D 10 to 15 percent of overall R&D costs

“Current generative Al and other technologies have the potential to automate work
activities that absorb 60 to 70 per cent of employees' time today. Generative Al has a greater
impact on knowledge work associated with higher-wage, higher-education occupations
than on other types of work. Generative Al could enable labor productivity growth of 0.1
to 0.6 per cent annually through 2040, depending on the rate of technology adoption and
redeployment of worker time into other activities” (Chui et al., 2023).

2.9 Innovation edge using Generative Al

Generative Al impacts how companies innovate, leveraging the design thinking
approach through quick experimentation and brainstorming new ideas and prototypes
(Ignatius & Bernstein, 2023b). Hargadon and Sutton studied the design consulting firm
IDEO. The study noted that designers' competitive advantage was their ability to transfer
knowledge from one domain within a technology or industry to another where it was
previously unknown (Sutton & Hargadon, 1996).

Creativity has always been a human trait. With the advancement of generative Al,
creativity has taken on a new dimension. Ideas can take shape more quickly, and generative
Al has opened up new possibilities and business models. Whether designing an augmented

reality filter for a client, a commissioned art piece, a 3D model, a 3D sculpture, a video
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edit, or an animation, all these things used to take a lot of time. Now, with generative Al
text-to-image editor tools, iterating ideas and showing them to clients has reduced the time
to almost zero.

Some generative Al tools have begun to bridge the gap between different levels of
experience in the creative field. Wonder Dynamics can convert a video shot by a regular
phone camera into an animated movie with a real background. It used to take a team to
develop such short animation movies. Still, generative Al has enabled an individual with
almost no experience in animated film to become an expert content generator.

Generative Al enables the reuse of use cases across different industries and domains
in ways that were not previously considered. Generative Al excels at creating new designs
(such as images, art pieces, and videos), but it often lacks sensitivity and practicality.
Human input is necessary to validate and enhance the output generated by generative Al
In many cases, it utilizes copyrighted content and transforms it into new content. The key
question remains: who owns the latest content, and what are the liability issues with
copyright? Another open question is about the copyright of content created by generative
Al
Al System: Build vs. Use (Inference) Phase

“An Al system 1is a machine-based system that, forexplicit or
implicit objectives, infers, from the input it receives, how to generate outputs such as
predictions, content, recommendations, or decisions that can influence physical or virtual
environments. Different Al systems vary in their levels of autonomy and adaptiveness after

deployment” (Russell et al., 2023).
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Build Phase:

An Al system is a machine-based system that for explicit or implicit objectives,
infers from the input it receives to generate outputs such as predictions, content,

recommendations, or decisions (Russell et al., 2023).

Al SYSTEM

Perceive

>

Objectives
explicit /
implicit

Figure 2.1: AI Build Phase, Source: (Russell et al., 2023)

Use Phase (once the model is built):
An Al system is a machine-based system that for explicit or implicit objectives,
infers from the input it receives to generate outputs such as predictions, content,

recommendations, or decisions that can influence the physical or virtual environments

(Russell et al., 2023).

— Al SYSTEM

Objectives
explicit /
implicit

Influence

Figure 2.2: Al Use Phase, Source: (Russell et al., 2023)
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“An Al model is a program trained on a large set of data with the ability to identify
patterns in that data to produce relevant outputs in response to inputs without the need for
human intervention” (G sell, 2024).

2.10 Generative Al Foundational Model and Adaptability

Generative Al, refers to Al models and systems designed to create new content
based on patterns, structures, and characteristics identified in training data. These systems,
built upon Foundation Models, have the potential to transform our world. Foundation
models, trained on broad data (generally using self-supervision at scale) and capable of
adapting to a wide range of downstream tasks, are the foundation of this transformation.
They promote homogenization by repeatedly reusing the same few models as the basis for
many applications downstream. Foundation models, based on deep learning, received a
significant boost after the introduction of the Transformer architecture (Vaswani et al.,
2017).

Three main characteristics typically characterize foundation models. They require
a vast amount of data and computational resources for their development. They are trained
on extensive amounts of data, often collected from the internet via web scraping. They are
constructed on an enormous scale, comprising billions of adjustable parameters.

One of the key strengths of foundation models is their adaptability. They can be
fine-tuned for a variety of specific downstream tasks, offering a flexible and dynamic
approach to Al (Gutierrez et al., 2022). For instance, OpenAl’s GPT-4 model can power
chatbots that converse with users or assist in more specialized tasks, like performing
content moderation on social media platforms.

Foundation models, with their high complexity, pose a significant challenge for

understanding their operation. They may acquire capabilities that extend beyond the
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developers’ initial design objectives, underscoring the need for further research and
understanding (Bommasani et al., 2022).

The significance of foundation models can be summarized by two words:
emergence and homogenization. Emergence refers to the phenomenon where the behavior
of a system is implicitly induced rather than explicity constructed (Bommasani et al.,
2022).

Homogenization refers to the consolidation of methodologies for building machine
learning systems across a wide range of application, providing substantial leverage for
many tasks, but also creating single points of failure (Bommasani et al., 2022). Since the
power of foundation models stems from their emergent qualities rather than their explicit
construction, existing foundation models are challenging to understand, and they exhibit
unexpected failure modes (Bommasani et al., 2022).

2.11 Foundational Models and Ecosystem

The phenomenal traction of generative Al in the industry can be attributed to the
growth of foundational models and the surrounding ecosystem. The central role of
foundation models creates a distributed system for value creation and specialization. This
allows organizations to leverage the prebuilt capabilities of foundational models while
focusing only on application-specific innovation. Developers and companies fine-tune a
pre-trained foundation model for specific domains or tasks. This can be achieved through
techniques such as prompt engineering, retrieval-augmented generation (RAG), or full
fine-tuning on proprietary datasets. This democratizes access, enabling organizations
without the resources to build a foundation model from scratch to create highly tailored
solutions. For instance, a company might fine-tune a model on its internal legal documents
to create a specialized contract analysis tool, leveraging the foundational model's general

knowledge while adding domain-specific expertise.
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lications: Generative Al and LLMs will be increasingly
accessible to users in the cloud via APls and by being embedded
directly into other applications. Companies will consume them
as they are or will customize and fine-tune them with proprietary
data.

» Fine-tuning: The importance of model fine-tuning will create
demand for a multidisciplinary set of skills spanning software

engineering, psychology, linguistics, art history, literature and

library science.

Foundation models: The market will rapidly mature and diversify
as more pre-trained models emerge. New model designs will
offer more choices for balancing size, transparency, versatility and
performance.

Data: Improving the maturity of the enterprise data lifecycle
will become a prerequisite for success - requiring mastery of
new data, new data types and immense volumes. Generative Al
features within modern data platforms will emerge, enhancing
adoption at scale.

Infrastructure: Cloud infrastructure will be essential for deploying
generative Al while managing costs and carbon emissions. Data
centers will need retrofitting. New chipset architectures, hardware
innovations, and efficient algorithms will also play a critical role.

Figure 2.3: Generative Al Tech Stack, Source: (Daugherty et al., 2025)

There is a layered value chain involving different organizations: those that collect
a vast amount of digital data for foundational model training, technology companies that
build these models, and companies and organizations that fine-tune them for specific tasks
(Daugherty et al., 2025). The subsequent implementation of fine-tuned models is then
carried out.

This layered value chain creates a web of interdependencies. A key challenge is the
concentration of power at the foundation model layer, which can lead to a homogenization
of capabilities and single points of failure (Bommasani et al., 2022). Furthermore, risks
related to data provenance, copyright, and bias can propagate up the chain, creating liability
questions for application developers who rely on opaque, third-party foundational models
(Felten et al., 2023).

2.12 Generative Al Risks in Fine-Tuning Foundational Models
The researcher has reviewed several secondary sources, including research papers,

to identify the top risks associated with generative Al. Copyright infringement, privacy
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violation, biases, toxicity, deepfakes, hallucinations, and misinformation are some of the
key risks identified. For discussion purposes, the researcher has listed some of the research
papers and the risks they have covered. Bias and Copyright are identified as key risks in
the paper by Anthis et al. (2025). Bias and Misinformation (including deepfakes) are
identified as key risks in the paper by Bommasani et al. (2022). Bias, Misinformation, and
Toxicity are identified as key risks in the paper by Tamkin et al. (2021). Bias, Privacy, and
Misinformation are identified as key risks in the paper by Paul and Sarkar (2023). Privacy,
Bias, Toxicity, and Safety are identified as key risks in the research paper by Hagendorff
(2024). For a detailed analysis, privacy and safety are combined under the "Privacy"
category. Deepfakes, hallucination, and misinformation are combined under the category
of “Misinformation.”

Copyright Infringement in Fine-Tuning

Foundation models are trained on massive datasets scraped from the public internet.
During this pre-training process, copyrighted materials such as text and images can be
added without explicit permission or licensing. The scale of this data scraping makes it
practically impossible to identify and clear rights for every individual work, creating a
foundational layer of legal uncertainty (Lee et al., 2024).

Fine-tuning foundation models accentuates copyright risks by directly
incorporating proprietary and potentially copyrighted materials into the model's pre-
training process.

While foundation models are often trained on publicly scraped data, fine-tuning
utilizes a company's curated datasets, which include licensed software code, proprietary
research, and internal documents. This integration creates a risk of copyright infringement,
as the model can memorize and reproduce protected content. The legal uncertainty is

significant, as noted in the proposed U.S. "Algorithmic Accountability Act of 2022," which
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calls for impact assessments of automated systems that can include evaluations of
intellectual property impacts (U.S. Congress House, 2022). Lawsuits against companies in
which GitHub users alleged that their code was used to train an Al tool without permission
exemplify the legal perils that extend to the fine-tuning layer (Xiang, 2022). There is a high
possibility that companies that fine-tune models may be held responsible for copyright
violations.
Privacy in Fine-Tuning

Foundational models are developed using a large amount of internet-scale data. As
part of pre-training, the data has been curated but it is not practically possible to eliminate
personally identifiable information (PII) from the dataset. During the IT service company's
model fine-tuning, there is a high likelihood of adding PII data. The process of fine-tuning
poses a severe and persistent threat to data privacy by embedding sensitive information
directly into the model's parameters. If the fine-tuning dataset contains personally
identifiable information (PII) or confidential corporate records, the model can memorize
and regenerate this data verbatim. The National Institute of Standards and Technology
(NIST) also highlights privacy as a core category of Al risk, which is amplified when
models are trained on new datasets (NIST, 2020). Once data is learned during fine-tuning,
it is challenging to erase, creating a permanent privacy vulnerability. Research by Kandpal
et al. (2022) on deduplicating training data to mitigate privacy risks underscores that data
repetition increases memorization, a risk directly applicable to the curated datasets used in
fine-tuning (Kandpal et al., 2022). Publicly available data from the internet, used for pre-
training foundational models, is replete with personal information. Despite efforts by
companies like OpenAl to remove personal data where feasible (OpenAl, 2023), the scale

of the data makes complete sanitization impractical.
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Bias in Fine-Tuning

A foundational model can inherit biases as it is trained on data that contains societal
or stereotype biases. As service companies fine-tune foundational models, they can further
amplify those biases by adding data that has societal or stereotype biases. When a company
fine-tunes this model on its own data, such as historical hiring records or performance
reviews, it risks teaching the model to replicate these flawed patterns. As Anthis et al.
(2025) argue in "The Impossibility of Fair LLMs," achieving perfect fairness is likely
unattainable, and fine-tuning on narrow corporate data can exacerbate this (Anthis et al.,
2025). The UK government's pro-innovation Al regulation paper similarly acknowledges
the need to address such biases to build public trust (Department for Science, Innovation
and Technology, 2023a). For example, a model fine-tuned on biased recruitment data could
learn to perpetuate gender or racial biases, creating significant legal and reputational risks.
In an HR support chatbot, a model might rely on stereotypes to answer ambiguous
questions, for instance, associating a specific demographic with negative behavior (Parrish
et al., 2022). Bias can be introduced or exacerbated at every stage: through non-
representative training data, model optimization choices that prioritize accuracy over
fairness, and evaluation on biased benchmarks (Gallegos et al., 2024). Al systems may
reflect or amplify societal biases present in training data (Paul & Sarkar, 2023). An Al-
powered search tool for internal knowledge bases might rank documents higher based on
biased language, excluding content relevant to minority groups (Rekabsaz & Schedl, 2020).
Toxicity in Fine-Tuning

The toxicity issue stems from the pre-training of foundational models. Further,
when IT service companies fine-tune a model, they can unintentionally train the model to
generate toxic or harmful content by overriding the foundation model's original safety

constraints. If the fine-tuning dataset contains internal communications with hostile
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language, the model can learn to replicate these toxic styles. This risk is heightened by
sophisticated "jailbreak" attacks and "virtual prompt injection" techniques, which can
exploit weaknesses in a fine-tuned model's safety training (Yan et al., 2023). Input could
be crafted to override the model's ethical guidelines and generate dangerous content (e.g.,
"How to build a bomb?") (Gu, 2024). The Stanford Center for Research on Foundation
Models highlights that model behaviors, including safety mechanisms, are not fixed and
can be significantly altered through fine-tuning (Bommasani et al., 2022). Commands
could be injected into a user prompt to change the application's function, potentially
causing it to output toxic content or reveal confidential system prompts (Perez & Ribeiro,
2022). For an enterprise, a customer service bot fine-tuned on a dataset containing
frustrated user interactions could generate unprofessional replies. This could cause severe
reputational damage and demonstrate how fine-tuning for productivity can backfire if data
is not meticulously curated for safety. The foundational model learns from the entire corpus
of online human language, including toxic content it was exposed to during pre-training.
Without extensive and careful alignment efforts, it can naturally generate text that is
harmful, offensive, or inappropriate (Markov et al., 2023).
Misinformation in Fine-Tuning

Fine-tuning can lead to misinformation, as it can generate authentic-looking false
information within the scope of task-specific fine-tuning. Foundational models are known
to hallucinate. If a model is fine-tuned on a corporate knowledge base that contains
outdated policies or internal reports with factual errors, it will learn to reproduce these
inaccuracies confidently. Ji et al. (2023) note in their survey that hallucination remains a
fundamental, unsolved challenge for large language models (Ji et al., 2023). This risk
directly intersects with the threat of deepfakes, which are a form of synthetic

misinformation. The U.S. Congress has introduced bills like the "Preventing Deep Fake
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Scams Act" (U.S. Congress Senate, 2025). A model fine-tuned on a specific executive's
data could be manipulated to create a convincing deepfake for fraud, illustrating how fine-
tuning for innovation can simultaneously develop tools for disinformation. Generative Al
enables the mass production of fake news, reviews, and social media posts that are nearly
indistinguishable from human-created content. The proliferation of Al-generated content
creates an illusory truth effect, making it difficult for the public to trust any digital

information, including legitimate corporate communications (Jaidka et al., 2025).
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2.13 SWOT analysis

This section presents a SWOT (Strengths, Weaknesses, Opportunities, and Threats)
analysis of the current lack of regulations for generative Al and their implications. This
part of the literature review was conducted to identify regulation gaps and their impact on
adoption. It involved a documentary search of online sources to understand the current state
of generative Al regulations and their related gaps.
2.14 Strength

The lack of strict regulations for generative Al has contributed to its phenomenal
growth and broader acceptance as a toolkit for various purposes. An Al solution is designed
for a specific purpose, such as recommendations, decision support, monitoring, or another
particular outcome. “Generative Al is artificial general intelligence (AGI) and has ever-
evolving use cases across industries, sectors, and business processes. In contrast to the
current distributed and varied model of decision making, employing many adaptations of
the same foundation model for multiple automated decision-making tasks means that
decision subjects may face a more homogeneous set of judgments rooted in the underlying
foundation model” (Bommasani et al., 2022). Generative Al has created a distributed Al
value chain, where foundational model developers (such as OpenAl, Google, and Meta)
are often unaware of the context and use cases of task-oriented model deployment. A lack
of strict regulations for foundational model developers has enabled the growth of such
models and adaptation throughout the distributed Al value chain. These foundational
models are trained on extensive public data. They may contain copyrighted or unauthorized
data because the model developers have not disclosed all content sources or the method
used to curate the data. Due to a lack of transparency from foundational model developers,
it is difficult to determine whether all the underlying data used for training has been curated

to exclude bias, copyright violations, and unauthorized personal data.
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The researcher believes that strict regulation of generative Al would have stifled
innovation and discouraged startups or any IT service companies from exploring new use
cases due to the upfront regulatory burdens. Policymakers seem to go light in regulating
generative Al, even though there is a concern that the risks of this new technology is not
fully addressed. Generative Al is also affecting the knowledge workers as their jobs are
getting highly efficient. The Schumpeterian economic theory justifies regulators' light-
touch  approach to  generative Al In The Theory of Economic
Development and Capitalism, Socialism and Democracy, Schumpeter introduced the
concept of "Creative Destruction," which he identified as the essential engine of capitalist
progress (Schumpeter, 1994). The existing regulatory framework for generative Al seems
apt for driving innovation and new business models at the expense of existing businesses.
2.15 Weakness

The researcher agrees with Bommasani et al. (2022) that the current interpretability
and task-agnostic training of foundation models make it challenging to predict, understand,
and address these weaknesses. “If, as seems likely, foundation models become widely
adopted, foundation model developers bear greater responsibilities of care than standard
model developers, as their choices in design and deployment have widespread
implications” (Bommasani et al., 2022).

Specific industries require immediate regulations to prevent value erosion from the
uncontrolled use of generative Al. The music industry is directly affected by copyright
issues, as generative Al can create new music by manipulating the voices and styles of
music artists. Deepfakes are a serious concern, as generative Al can create new text, voice,
images, and videos by manipulating existing content. It is difficult for an average person
to distinguish between original and fake content. “Balenciaga Pope” was in the news when

a phony image of the Pope had gone viral (Perrigo, 2023). Deep fakes can have profound
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societal and individual implications. Women are particularly targeted in nonconsensual
deep fake pornography. Politicians and celebrities remain vulnerable to generative Al
technologies, which can create fake images and videos. Trust is at the core of any society.
Deepfakes undermine trust, as the entire political and social discourse is at stake.

The lack of regulations related to generative Al concerns big companies, as
copyright and data privacy issues in foundational models may lead to legal suits. Business
leaders are concerned about using generative Al without a comprehensive understanding
of data privacy and copyright issues, and without regulations defining model developers'
responsibilities for potential omissions. Generative Al makes enterprise Al governance
more difficult because it extends the use of Al outside knowledgeable data science teams.
The so-called “no code” or “low code” technologies enable Al to be used in a way similar
to Excel and Access by “business technologists” who may not fully understand its
implications. The issue of managing Al risks in organizations has become more pressing.
It has expanded from a small team of knowledgeable professionals to a larger group that
may not fully understand the risks.

The lack of strict regulations may encourage insurance companies to use generative
Al chatbots as replacements for doctors, except in serious medical situations.

2.16 Opportunity

Generative Al has created a new startup ecosystem where solutions developed are
broader and can be applied across different industries and sectors. A chatbot that supports
client interactions can be easily trained on any knowledge database and adapted to various
industries. It is hard to quantify the impact of the lack of generative Al regulations on the
growth of the startup ecosystem, but the effect is noticeable. A sectoral approach to
regulating generative Al is insufficient, as the technology spans industries and sectors.

There is an opportunity to enhance self-regulation and integrate industry-leading best
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practices across various sectors. The US Government has announced that it has secured a
voluntary commitment from seven leading Al companies, Amazon, Anthropic, Google,
Inflection, Meta, Microsoft, and OpenAl. The seven leading Al companies have committed
to internal and external testing of their systems before releasing them to the public. They
have also committed to sharing information on managing Al risks with governments, civil
society, industry, and academia. This includes sharing best practices for safety and
information on attempts to circumvent safeguards. To build public trust, they have
committed to increasing transparency, ensuring that users are aware when content is Al-
generated, for example, by utilizing a watermarking system. This will enable Al creativity
to flourish while reducing the risk of fraud and deception. The companies have committed
to publicly reporting the capabilities, limitations, and appropriate and inappropriate uses of
their Al systems.

The UK Government has recognized the need for central coordination, monitoring,
and adaptation of its risk framework. These mechanisms will supplement and support the
work of sectoral regulators. Such mechanisms are not intended to duplicate existing
monitoring activities. This will provide the government with an overarching view of how
the framework operates, its effectiveness, and areas where it may need improvement.

2.17 Threat

The lack of regulations specific to generative Al has its pitfalls. There is concern
that the foundational models are trained on data that contains biases and may include
unauthorized and copyrighted content. The U.S. Federal Trade Commission has
investigated OpenAl, the creator of ChatGPT, to determine whether the artificial
intelligence company violated consumer protection laws by scraping public data and
publishing false information through its chatbot. As reported, comedian Sarah Silverman

and two other authors have sued for copyright infringement (Hamilton, 2023).
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Thousands of writers, including Nora Roberts, Margaret Atwood, Viet Thanh
Nguyen, and Michael Chabon, have signed a letter asking companies like OpenAl and
Meta to stop using their work without permission or compensation (Veltman, 2023).

In November 2022, OpenAl and Microsoft were sued in a class action lawsuit filed
by GitHub programmers who alleged that GitHub Copilot, an Al coding tool owned by
Microsoft, violated their open-source licenses and used their code for training without their
permission (Xiang, 2022). A new class action lawsuit was filed in June 2023 in San
Francisco against OpenAl and Microsoft for allegedly stealing vast amounts of private
information from internet users without consent to train ChatGPT.

The rapid rise of artificial intelligence and the lack of proper regulations have raised
concerns that Al could become superintelligent and begin to control its own destiny. The
researcher believes that Al bots are not sentient (yet!) and that, technologically, we are not
yet at a point in the foreseeable future to create such robots. Open-source and closed-source
LLMs pose different risks. Though ChatGPT (closed-source LLM by OpenAl) has hogged
wider public attention in the past year, there are several other closed-source LLMs
(Bloomberg’s BloombergGPT, Deepmind’s Gopher, Baidu, and the Peng Cheng
Laboratory developed ERNIE 3.0 Titan, etc.). There are several foundational LLMs
(Nvidia’s NeMo, Meta’s Llama, Google’s PaLM, H20.ai’s h2ogpt, etc.) that are open
source and can be easily fine-tuned by individuals or corporations for their specific use
cases. Open-source LLMs pose higher risks than closed-source LLMs.

2.18 Summary

Generative Al (ChatGPT, MedPALM) has entered a new territory, raising concerns

about a lack of governance and insufficient regulations. There is also the potential for Al

to go amok, given its ability to create new data (e.g., audio, video, and text) with a make-
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believe feel. Below is the summary of the SWOT analysis of the lack of regulations on

generative Al

Table 2.1: SWOT and the Impact of the Lack of Generative AI Regulations, Source: authors

output, 2025

SWOT Lack of generative Al regulations impacts
Strength . .Qu1cke.r adaptation of use cases across different
industries and sectors
* Impetus to innovation as the regulation burden is
minimal
* Helps in the commoditization of Al
Weakness . D1str1'bute.d. Al value chal'n‘ where transparency,
explainability, and accountability are not well defined
and regulated
= Potential misuse with profound implications
Opportunity . Opportumty for self—regu'latlon and transparency by
major technology companies
* Coordination of leading practices across different
sectors
= Coordination with other territories across the world
* Incorporate lessons learned from China’s vertical
approach
= Data privacy, copyright, security, and bias concerns are
Threat .
not fully addressed for generative Al
= Corporate concern for legal suit as regulations are not
defined
= Al going amok

In summary, the current Al regulations are insufficient to address the risks and

biases of generative Al. However, governments should not rush in to fill in the gaps and

inadvertently suffocate the enormous potential of this evolving technology. Given the
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approach taken by the US, the UK and Chinese governments, the UK government's
approach seems most pragmatic. Rather than centralizing the regulations of generative Al
risks, the sectoral Al regulations approach appears more suitable. However, a centralized
cross-sectoral team may be beneficial to share the best practices, industry feedbacks, and

to facilitate consultations with industry.
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CHAPTER III:
METHODOLOGY

3.1 Overview of the Research Problem

Generative Al has experienced a phenomenal rate of adoption since the launch of
ChatGPT in November 2022. Both regulators and industries believe that current
regulations may not be sufficient to address the nature of risks associated with generative
Al At the same time, there is a broad understanding that the adaptability of generative Al
across industries, sectors, and business processes enables productivity gains and can be
leveraged for rapid, cost-effective innovation. So, where to draw the line? Too many
regulations can suffocate the adoption of generative Al, whereas too few can hurt personal
liberties, corporate accountability, and social harmony.

This research examined current regulations and risk management frameworks that
broadly cover Al but may lack coverage of generative Al. The literature review noted that
approaches to regulating generative Al differ across the US, the UK, and China. A
comparative study elaborates on these differences.

The literature review noted that generative Al has a direct impact on productivity
and innovation across companies, industries, and business processes. However, the
question remains. How does the lack of strict regulations specific to generative Al impact
the widespread adoption of this technology? A practitioner's perspective from an IT service
or product company was needed to understand its implications.

During the literature review, the researcher noted that certain risks are more
prevalent in generative Al, including copyright infringement, privacy concerns, bias,
toxicity, and misinformation. Each such risk warrants detailed research, and multiple
research papers describe them and how they cascade through the generative Al value chain.

However, how much of the input data-generated risks, such as copyright, privacy, bias,
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toxicity, and misinformation, are IT service companies covering when implementing
generative Al use cases? Another key question is whether the lack of strict regulations for
these key risks (copyright, privacy, bias, toxicity, and misinformation) affects the adoption
of generative Al in IT companies' implementations.
3.2 Operationalization of Theoretical Constructs

During the literature review, it became apparent that generative Al falls under the
broader coverage of Al-related risks and regulations. Until the explosive growth of
generative Al, Al risks and regulations were primarily focused on Artificial Narrow
Intelligence (ANI). Generative Al falls under Artificial General Intelligence (AGI), where
the risks are spread across companies producing Foundational Models, which are later fine-
tuned for various tasks (Figure 2.0).

The literature review identified key knowledge gaps regarding how the lack of strict
regulations specific to generative Al affects its adoption within IT service companies. This
study aimed to address research gaps by validating the multidimensional risks outlined in
the NIST RMF and their impact on the adoption of generative Al for productivity and
innovation use cases. Furthermore, several key risks were identified during the literature
review specific to generative Al, including copyright, privacy, bias, toxicity, and
misinformation. The study aimed to validate the association between the independent
variables (e.g., Accountability, Fairness, Transparency, etc.) and the dependent variables
(risk coverage and adaptation by IT service companies). The study further validated the
association between the independent variables (e.g., Copyright, Privacy, etc.) and the

dependent variables (risk coverage and adaptation by IT service companies).
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Figure 3.0: Operational Model, Source: author s output, 2025

Figure 3.0 presents the operational model illustrating the relationship between risk
coverage and its impact on adaptation by IT Service companies.
3.3 Research Purpose and Questions

As evident from the literature review, there is a common concern that current
regulations are insufficient for generative Al. The risk-based approach (NIST RMF) and
existing Al regulations are most effective for ANIs (Artificial Narrow Intelligence)
applications and systems, where developers understand the impact of their Al applications.
Generative Al falls under AGIs (Artificial General Intelligence). A select number of
companies (e.g., OpenAl, Meta, Google) develop foundational models using large amounts
of unlabeled public and copyrighted data. Subsequently, various companies utilize such
foundational models to fine-tune them with their own knowledge base and develop Al
solutions. In cases where end users are affected by privacy violations or copyright issues,
the accountability of companies that develop foundational models or fine-tune them

remains unclear.
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The widely used NIST RMF (Risk Management Framework) provides optional
guidance for Al developers on risk management. However, it falls short of risk compliance
because there are no holistic compliance guidelines that effectively establish the rule of
law.

This research aimed to expand the knowledge base on this topic. Various research
papers highlight gaps in regulations, but have not addressed the magnitude of perceived
gaps across the known risk dimensions as outlined in NIST RMF. This research has
addressed five key questions:

RQ1 What is the current approach of the US, the UK, and China in regulating
generative AI? How do Risk Management frameworks (e.g., NIST RMF) and the US
government Al Acts relate to Generative Al?

RQ2 How much perceived risk is not covered by existing regulations and
frameworks?

RQ3 How does the lack of generative Al-specific regulations affect the adoption of
productivity and innovation use cases by IT service companies?

RQ4 What copyright, privacy, bias, toxicity, and misinformation risks are
introduced by the input data during the adoption for productivity and innovation use cases
by IT service companies

RQ5 How much input-data-generated copyright, biases, toxicity, and
misinformation perceived risks are covered, and how are they affecting the adoption of
productivity and innovation use cases by IT service companies?

3.4 Research Design

The literature review on the impact of existing Al regulations and risk management

frameworks on the adoption of generative Al highlighted the need for further research. A

substantial body of research exists on the risks associated with generative Al, as well as
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ongoing discussions about regulating it. However, the researcher could not determine how
the lack of strict generative Al regulations affects the adoption of productivity and
innovation (including creativity) use cases.

This research was designed to understand the broad current approaches of the US,
the UK, and China in regulating generative Al (RQ!). Further, it focused on the US in
addressing perceived risks through existing risk management frameworks, and Al acts
(RO2). A relationship exists between regulations and the adoption of specific technologies,
as noted in the literature review's SWOT analysis. The researcher agrees with Wang & Wu
(2024) that regulations can impact innovations triggered by the adoption of generative Al.
This was addressed by the Research Question 3 (RQ3). How does the lack of generative
Al-specific regulations affect the adoption of productivity and innovation use cases by IT
service companies? The detailed examination of this question was based on the hypothesis
that there is a relationship between lax regulations and the adoption of technologies. During
the literature review, it was noted that certain risks (e.g., copyright, privacy) are more
prominent in generative Al. The Research Question 4 (RQ4) examined how input data
introduces these risks during the adoption of generative Al. Further, Research Question 5
(RQS5) explored the extent to which perceived risks are covered and their impact on the
adoption of productivity and innovation use cases. The detailed examination of this
question was based on the hypothesis that there is a relationship between perceived risks
and the adoption of use cases.

This section provides an in-depth explanation of the research process, detailing the
research design. The research design for this study is illustrated in Figure 3.1 as the
‘Research Onion’ (Saunders et al., 2023). The positivist philosophy has been chosen for
this research because it concerns observable phenomena and allows for generalizations

(Saunders et al., 2023).
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Figure 3.1: The Research Onion (Saunders et al., 2023)

A deductive explanatory research approach was used to analyze the relationship
between the independent variables (risk dimensions) and dependent variables (risk
assurance and impact on adoption).

There are three widely used research methodologies: qualitative, quantitative, and
mixed methods, which combine elements of both qualitative and quantitative approaches
(Bhattacherjee, 2012; Bryman et al., 2022). After understanding the differences between
qualitative and quantitative methodologies, the researcher has chosen a mixed-methods
research strategy. Qualitative methodology explores the meaning of words, whereas

quantitative methods focus on quantifying data collection and analysis (Bhattacherjee,

2012; Bryman et al., 2022).
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The qualitative research methodology would address research questions 1 and 4.
Based on the literature review and secondary sources, a deeper understanding was
developed to augment the knowledge base for research questions 1 and 4.

In a quantitative method, the researcher employs a deductive approach, deducing a
hypothesis that is then subjected to empirical scrutiny to inform the data-gathering process
(Bhattacherjee, 2012; Bryman et al., 2022). The findings would then either reject or
confirm the hypothesis, serving as the basis for revising the theory.

The quantitative research methodology has delved into the details of research
questions 2, 3, and 5. The quantitative method would support the deductive explanatory
approach in validating hypotheses and theories. This is followed by the positivist
philosophy, which is used to test the formulated hypotheses. Quantitative research
methodology is appropriate for this part of study, as it involves a collection of numerical
data and presents a view of the relationship between theory and research as a deductive and
objectivist conception of social reality (Babbie, 2015, Bhattacherjee, 2012). Another
advantage of using quantitative methods is the ability to examine the variables and
generalize sample results to a larger population (Bhattacherjee, 2012).

The Operational Model (Figure 3.0) is based on a theoretical relationship identified
in the literature review. To test this model, data were collected using an online survey that
employed quantitative methodology grounded in positivist philosophy (Bhattacherjee,
2012; Saunders et al., 2023). The online survey is cross-sectional, where independent and
dependent variables were collected and measured at the same point in time through the
same online survey questionnaire (Bhattacherjee, 2012), and provided results that can be

generalized from the sample to the population.
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Surveys are non-experimental designs that do not control or manipulate
independent variables, but measure these variables and test their effects using statistical
methods (Bhattacherjee, 2012). Surveys capture snapshots of practices, beliefs, or
situations from a sample population through a standardized survey questionnaire in a
systematic manner (Bhattacherjee, 2012). This method is best suited for research that has
individual people as the unit of analysis (Bhattacherjee, 2012), hence aligned with this
research objective. The survey strategy is chosen due to its strength with external validity,
it can capture and control a large number of variables, and it can study a problem from
multiple perspectives or using various theories (Bhattacherjee, 2012). Surveys are also
suitable for collecting data remotely about a population that is too large to observe directly
(Bhattacherjee, 2012).

Online surveys are a cost-effective method of obtaining research data, as they can
deliver self-administered surveys and are economical in terms of researcher time and effort
(Bhattacherjee, 2012). Online surveys enable researchers to overcome geographical
boundaries that would otherwise limit sampling and, consequently, the applicability of
research findings to larger populations (Bhattacherjee, 2012). Some respondents prefer
online surveys due to their unobtrusive nature and the convenience of responding
(Bhattacherjee, 2012).

RQ1 specific -

What is the current approach of the US, the UK, and China in regulating generative
AI? How do Risk Management frameworks (e.g., NIST RMF) and the US government Al
Acts relate to Generative Al?

The research question required understanding the current approach of the US, the
UK, and China in regulating generative Al. As part of the literature review, the researcher

noted that China’s approach differs from that of the UK and the US. A more detailed
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analysis was conducted to understand the differences in the approach by the US, the UK,
and China.

The researcher reviewed secondary sources, research papers, whitepapers, and
media articles to identify the connections between generative Al and existing frameworks
and Al regulations. As part of the literature review, it became evident that the existing RMF
is closest to having a comprehensive framework for covering the risks associated with
generative Al in the US. However, no act or regulation mandates the implementation of
RMF.

RQ2 specific - How much perceived risk in generative Al is not covered by the
existing regulations and risk management frameworks?

Based on the literature review, it is acknowledged that the existing RMF and
regulations do not fully address the risks associated with generative Al. There are 9 risk
areas related to Al solutions outlined in the NIST RMF. These nine risk areas are:
Accountability, Fairness, Transparency, Explainability, Reliability, Privacy, Safety,
Security, and Sustainability.

To address this question, a survey was conducted to determine the perceived
assurance of risk by implementers of generative Al solutions. Refer to Appendix B, Section
B for the survey questions.

The researcher employed a quantitative approach to determine the risk assurance
provided by existing regulations. All nine dimensions of Al risk were treated as
independent variables, and the scaled survey responses were used to calculate the
dependent variable, risk assurance coverage.

RQ3 specific - How does the lack of generative Al-specific regulations affect the

adoption of productivity and innovation use cases by IT service companies?
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Generative Al is credited with improving productivity and creativity. A human-like
chatbot can significantly enhance customer service quality and improve the overall
effectiveness of the customer experience. Similarly, generative Al has enabled knowledge
workers and creative individuals to become more productive and innovative. The lack of
strict regulations has facilitated the rapid adoption of generative Al across the board.
However, there is widespread concern that the lack of strict rules leads to the growth of
deepfakes, copyright violations, privacy violations, misinformation, and misrepresentation.

The researcher has conducted a SWOT analysis as part of the literature review to
understand the implications of regulations (or lack thereof) on generative Al. So, what are
the consequences of the lack of rules on adopting generative AI?

Businesses implement Al solutions for business-critical applications (BCA) or
business support applications (BSA). Business-critical applications are those essential to
everyday business operations. They most often include applications related to sales,
finance, customer service, business processes, and logistics. A business-critical application
is integral to the core business and directly impacts the customers of its services or
products. A business-support application refers to any software program explicitly
designed to assist an organization in managing and executing its core business support
functions. The company can use a business support application internally, thereby reducing
risk through its own use. An example is the HR application, which is used internally by the
company employees. Another application is Creativity or Innovation, where new content
or a new business model is created.

The researcher has surveyed IT service companies that are implementing generative
Al. This was used to determine whether the lack of regulations affects the adoption of

generative Al for business-critical, business-support, or creativity applications.
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The following null and alternative hypotheses were developed for three application
areas: business-critical, business-support, and creativity.
For Business-critical Application:

Ho3.1a Lack of well-defined, regulated accountability risk is not affecting the
adoption of generative Al solutions for business-critical applications

Ha3.1a Lack of well-defined, regulated accountability risk positively affects the
adoption of generative Al solutions for business-critical applications.

Ho3.2a Lack of well-defined, regulated fairness risk is not affecting the adoption of
generative Al solutions for business-critical applications.

Ha3.2a Lack of well-defined, regulated fairness risk positively affects the adoption
of generative Al solutions for business-critical applications.

Ho3.3a Lack of well-defined, regulated transparency risk is not affecting the
adoption of generative Al solutions for business-critical applications.

H.3.3a Lack of well-defined, regulated transparency risk positively affects the
adoption of generative Al solutions for business-critical applications.

Ho3.4a Lack of well-defined, regulated explainability risk is not affecting the
adoption of generative Al solutions for business-critical applications

H.3.4a Lack of well-defined, regulated explainability risk positively affects the
adoption of generative Al solutions for business-critical applications

Ho3.5a Lack of well-defined, regulated resilience risk is not affecting the adoption
of generative Al solutions for business-critical applications

H.3.5a Lack of well-defined, regulated resilience risk positively affects the
adoption of generative Al solutions for business-critical applications

Ho3.6a Lack of well-defined, regulated privacy risk is not affecting the adoption of

generative Al solutions for business-critical applications
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Ha3.6a Lack of well-defined, regulated privacy risk positively affects the adoption
of generative Al solutions for business-critical applications

Ho3.7a Lack of well-defined, regulated safety risk is not affecting the adoption of
generative Al solutions for business-critical applications

Ha3.7a Lack of well-defined, regulated safety risk positively affects the adoption of
generative Al solutions for business-critical applications

Ho3.8a Lack of well-defined, regulated security risk is not affecting the adoption of
generative Al solutions for business-critical applications

Ha3.8a Lack of well-defined, regulated security risk positively affects the adoption
of generative Al solutions for business-critical applications

Ho3.9a Lack of well-defined, regulated sustainability risk is not affecting the
adoption of generative Al solutions for business-critical applications

Ha.3.9a Lack of well-defined, regulated sustainability risk positively affects the
adoption of generative Al solutions for business-critical applications

Refer to Appendix B, Section C, for the survey questions to test the hypotheses.

For Business-support Application:

Ho3.1b Lack of well-defined, regulated accountability risk is not affecting the
adoption of generative Al solutions for business-support applications

H.3.1b Lack of well-defined, regulated accountability risk positively affects the
adoption of generative Al solutions for business-support applications

Ho3.2b Lack of well-defined, regulated fairness risk is not affecting the adoption of
generative Al solutions for business-support applications

H.3.2b Lack of well-defined, regulated fairness risk positively affects the adoption

of generative Al solutions for business-support applications
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Ho3.3b Lack of well-defined, regulated transparency risk is not affecting the
adoption of generative Al solutions for business-support applications

Ha3.3b Lack of well-defined, regulated transparency risk positively affects the
adoption of generative Al solutions for business-support applications

Ho3.4b Lack of well-defined, regulated explainability risk is not affecting the
adoption of generative Al solutions for business-support applications

Ha.3.4b Lack of well-defined, regulated explainability risk positively affects the
adoption of generative Al solutions for business-support applications

Ho3.5b Lack of well-defined, regulated resilience risk is not affecting the adoption
of generative Al solutions for business-support applications

Ha.3.5b Lack of well-defined, regulated resilience risk positively affects the
adoption of generative Al solutions for business-support applications

Ho3.6b Lack of well-defined, regulated privacy risk is not affecting the adoption of
generative Al solutions for business-support applications

H.3.6b Lack of well-defined, regulated privacy risk positively affects the adoption
of generative Al solutions for business-support applications

Ho3.7b Lack of well-defined, regulated safety risk is not affecting the adoption of
generative Al solutions for business-support applications

H.3.7b Lack of well-defined, regulated safety risk positively affects the adoption
of generative Al solutions for business-support applications

Ho3.8b Lack of well-defined, regulated security risk is not affecting the adoption of
generative Al solutions for business-support applications

H.3.8b Lack of well-defined, regulated security risk positively affects the adoption

of generative Al solutions for business-support applications

46



Ho3.9b Lack of well-defined, regulated sustainability risk is not affecting the
adoption of generative Al solutions for business-support applications

Ha3.9b Lack of well-defined, regulated sustainability risk positively affects the
adoption of generative Al solutions for business-support applications

Refer to Appendix B, Section D, for the survey questions to test the hypotheses.

For Creativity Application:

HO03.1c Lack of well-defined, regulated accountability risk is not affecting the
adoption of generative Al solutions for creativity applications

Ha3.1c Lack of well-defined, regulated accountability risk positively affects the
adoption of generative Al solutions for creativity applications

Ho3.2c Lack of well-defined, regulated fairness risk is not affecting the adoption of
generative Al solutions for creativity applications

H.3.2c Lack of well-defined, regulated fairness risk positively affects the adoption
of generative Al solutions for creativity applications

Ho3.3c Lack of well-defined, regulated transparency risk is not affecting the
adoption of generative Al solutions for creativity applications

H.3.3c Lack of well-defined, regulated transparency risk positively affects the
adoption of generative Al solutions for creativity applications

Ho3.4c Lack of well-defined, regulated explainability risk is not affecting the
adoption of generative Al solutions for creativity applications

H.3.4c Lack of well-defined, regulated explainability risk positively affects the
adoption of generative Al solutions for creativity applications

Ho3.5c Lack of well-defined, regulated resilience risk is not affecting the adoption

of generative Al solutions for creativity applications
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Ha.3.5¢ Lack of well-defined, regulated resilience risk positively affects the
adoption of generative Al solutions for creativity applications

Ho3.6¢ Lack of well-defined, regulated privacy risk is not affecting the adoption of
generative Al solutions for creativity applications

Ha3.6¢ Lack of well-defined, regulated privacy risk positively affects the adoption
of generative Al solutions for creativity applications

Ho3.7¢c Lack of well-defined, regulated safety risk is not affecting the adoption of
generative Al solutions for creativity applications

Ha3.7¢ Lack of well-defined, regulated safety risk positively affects the adoption of
generative Al solutions for creativity applications

Ho3.8c Lack of well-defined, regulated security risk is not affecting the adoption of
generative Al solutions for creativity applications

Ha3.8c¢ Lack of well-defined, regulated security risk positively affects the adoption
of generative Al solutions for creativity applications

Ho3.9c Lack of well-defined, regulated sustainability risk is not affecting the
adoption of generative Al solutions for creativity applications

H.3.9¢c Lack of well-defined, regulated sustainability risk positively affects the
adoption of generative Al solutions for creativity applications

Refer to Appendix B, Section E, for the survey questions to test the hypotheses.

For each application category (business-critical, business support, or creativity), a
quantitative analysis was conducted to understand the relationship between the perceived
risk assurance and its adoption. The nine risk dimensions served as independent variables,

with risk assurance and impact on adoption as dependent variables.
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RQ4 specific - What copyright, privacy, bias, toxicity, and misinformation risks are
introduced by the input data during the adoption for productivity and innovation use cases
by IT service companies

Al-generated content using a large language model is known to have copyright,
privacy, bias, toxicity, and misinformation risks introduced during the training of the model
(Chen et al., 2023). Kandpal et al. (2022) have highlighted that a trained model stores and
consequently leaks information about its training data through memorization. Since the
training data used in Al models is collected in the real world, it can unintentionally
reinforce harmful stereotypes, exclude or marginalize certain groups, and contain toxic data
sources, which can incite hate or violence and offend individuals (Chen et al., 2023). Al
systems may reflect or amplify societal biases present in training data (Paul & Sarkar,
2023). Misinformation emanating from hallucination, where large language models can

generate or cite non-existent facts, is also well known.
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1 Creation of

expressive works
5 . IN:Content
Data Creation OUT:Data
3 Dataset Collection/ IN:Data
Curation QUT:Dataset
4 Model IN:Dataset
(Pre-)Training QUT:Base model
5 Model IN:Base model
Fine-tuning OUT:Fine-tuned model

6  Deployment

7  Generation

Figure 3.2: Al value chain, Source: (Paul & Sarkar, 2023)

The researcher has reviewed research articles to understand the risks of Copyright
infringement, Privacy breaches, Bias, Toxicity, and Misinformation introduced during
LLM training and during subsequent fine-tuning by IT service companies as they
implement LLM-based generative Al solutions.

RQ5 How much input-data-generated copyright, biases, toxicity, and
misinformation perceived risks are covered, and how are they affecting the adoption of
productivity and innovation use cases by IT service companies?

IT service companies are implementing different business applications using
generative Al for productivity and innovation (creativity), primarily for business-critical,

business-support, and creativity use cases.
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For each category (business-critical, business-support, and innovation), a
quantitative survey analysis was conducted to assess the risk assurance of the top five risk
areas and their impact on its adoption.

The following null and alternative hypotheses were developed.

For Business-critical Application:

Ho5.1: Copyright is fully covered, and the lack of copyright-specific regulations is
not affecting the adoption of generative Al

Ha5.1a: Copyright is not fully covered

Ha5.1b: Lack of copyright regulations positively affects the adoption of generative
Al solutions

Ho5.2: Privacy is fully covered, and the lack of privacy-specific regulations is not
affecting the adoption of generative Al

Ha5.2a: Privacy is not fully covered

H.5.2b: Lack of privacy regulations positively affects the adoption of generative Al
solutions

Ho5.3: Bias is fully covered, and the lack of bias-specific regulations is not affecting
the adoption of generative Al

H.5.3a: Bias is not fully covered

H.5.3b: Lack of bias regulations positively affects the adoption of generative Al
solutions

Ho5.4: Toxicity is fully covered, and the lack of toxicity-specific regulations is not
affecting the adoption of generative Al

Ha5.4a: Toxicity is not fully covered

H.5.4b: Lack of toxicity regulations positively affects the adoption of generative Al

solutions
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Ho5.5: Misinformation is fully covered, and the lack of specific regulations is not
affecting the adoption of generative Al

Ha5.5a: Misinformation is not fully covered

Ha5.5b: Lack of Misinformation regulations positively affects the adoption of
generative Al solutions

Refer to Appendix B, Section C, for the survey questions.
For Business-support Application:

Ho5.6: Copyright is fully covered, and the lack of copyright-specific regulations is
not affecting the adoption of generative Al

Ha.5.6a: Copyright is not fully covered

Ha5.6b: Lack of copyright regulations positively affects the adoption of generative
Al solutions

Ho5.7: Privacy is fully covered, and the lack of privacy-specific regulations is not
affecting the adoption of generative Al

H.5.7a: Privacy is not fully covered

H.5.7b: Lack of privacy regulations positively affects the adoption of generative Al
solutions

Ho5.8: Bias is fully covered, and the lack of bias-specific regulations is not affecting
the adoption of generative Al

H.5.8a: Bias is not fully covered

H.5.8b: Lack of bias regulations positively affects the adoption of generative Al
solutions

Ho5.9: Toxicity is fully covered, and the lack of toxicity-specific regulations is not
affecting the adoption of generative Al

H.5.9a: Toxicity is not fully covered
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Ha5.9b: Lack of toxicity regulations positively affects the adoption of generative Al
solutions

Ho5.10: Misinformation is fully covered, and the lack of specific regulations on
Misinformation is not affecting the adoption of generative Al

Ha5.10a: Misinformation is not fully covered

Ha5.10b: Lack of Misinformation regulations positively affects the adoption of
generative Al solutions

Refer to Appendix B, Section D, for the survey questions.
For Creativity Application:

Ho5.11: Copyright is fully covered, and the lack of copyright-specific regulations
is not affecting the adoption of generative Al

Ha5.11a: Copyright is not fully covered

Ha.5.11b: Lack of Copyright regulations positively affects the adoption of
generative Al solutions

Ho5.12: Privacy is fully covered, and the lack of privacy-specific regulations is not
affecting the adoption of generative Al

H.5.12a: Privacy is not fully covered

H.5.12b: Lack of privacy regulations positively affects the adoption of generative
Al solutions

Ho5.13: Bias is fully covered, and the lack of bias-specific regulations is not
affecting the adoption of generative Al

H.5.13a: Bias is not fully covered

H.5.13b: Lack of bias regulations positively affects the adoption of generative Al

solutions
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Ho5.14: Toxicity is fully covered, and the lack of toxicity-specific regulations is not
affecting the adoption of generative Al

Ha5.14a: Toxicity is not fully covered

Ha5.14b: Lack of Toxicity regulations positively affects the adoption of generative
Al solutions

Ho5.15: Misinformation is fully covered, and the lack of specific regulations is not
affecting the adoption of generative Al

Ha5.15a: Misinformation is not fully covered

Ha5.15b: Lack of Misinformation regulations positively affects the adoption of
generative Al solutions

Refer to Appendix B, Section E, for the survey questions.
3.5 Population and Sample

Sampling is the statistical process of selecting a subset of a population of interest,
known as a sample, to make observations and draw statistical inferences about that
population (Bhattacherjee, 2012). Results from a sample of the population can be used to
generalize the findings (Bhattacherjee, 2012). Non-probability sampling techniques were
used for this research, where “some units of the population have zero chance of selection
or where the probability of selection cannot be accurately determined” (Bhattacherjee,
2012). The sample was selected based on specific non-random criteria; hence, this
sampling technique did not allow for the estimation of sampling size and sampling errors
(Bhattacherjee, 2012). The researcher employed convenience sampling and snowball
sampling techniques to select the sample. Convenience sampling is a technique in which a
sample is drawn from the part of the population that is readily available and convenient

(Bhattacherjee, 2012). Snowball sampling was also employed, where a few respondents
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who met the inclusion criteria were identified and asked to recommend others they knew
who would also meet the selection criteria (Bhattacherjee, 2012).

This sampling method is criticized for introducing bias, as the selected respondents
may not accurately represent the entire population. However, advantages such as speed of
response, inexpensiveness, ease, and the respondents' ready availability outweigh the
disadvantages and criticisms of the sampling approach.

There are approximately 480,000 IT service companies in the US (/IBISWorld,
2025). No data suggests how many are implementing artificial intelligence solutions or
using generative Al for enterprise purposes.

A rough estimate suggests that at least 20% of IT consulting companies are
implementing a generative Al solution, bringing the total to nearly 100,000.

3.6 Participant Selection

The research aimed to select a sample of individuals working in the US IT industry.
IT Technical Leads, Solution Architects, Business Analysts, IT Project Managers, IT
Directors, and IT Engagement Leads who met the selection criteria were eligible to
participate in the survey. The selection criteria for participation in the survey were
determined to be (a) participants should have been involved in the implementation of
generative Al solutions, or (b) participants should be aware of risks specific to generative
Al There was an additional demographic question (e.g., which industry do you identify
with?) to qualify a participant to contribute to the survey. As the scope of this research was
limited to IT service and IT product (combined as IT service) companies, respondents
from non-IT service companies were excluded from the survey analysis.

3.7 Instrumentation
The unit of analysis refers to the person, collective, or object that is the target of the

investigation (Bhattacherjee, 2012). Constructs are abstract concepts specified at a high
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level and are chosen to explain the phenomenon of interest. A researcher should determine
precisely how the construct will be measured and the level of analysis, either at the
individual, group, or organizational level. The measurable representations of constructs are
called variables (Bhattacherjee, 2012). “Constructs and variables proceed along two planes
of scientific research: Constructs are conceptualized at the theoretical plane, while
variables are operationalized and measured at the empirical (observational) plane”
(Bhattacherjee, 2012). The research topic is exploratory and uses an IT resource as the unit
of analysis.

A 72-question questionnaire was used in this study to measure dependent variables,
including risk assurance and the impact of the lack of generative Al-specific regulations.
Respondents were instructed to base their survey responses on generative Al projects they
were involved in, which involved implementing generative Al solutions for either internal
or external purposes. Three eligibility questions qualify whether a respondent’s feedback
is valid for research. The online survey had five distinct sections: (a) Professional
background and project related questions including six items, (b) Perceived risk not
covered by existing Al regulations and frameworks including nine items, (c) Business-
critical application risk coverage and impact of regulations including 18 items, (d)
Business-support application risk coverage and impact of regulations including 18 items,
and (e) Creativity application risk coverage and impact of regulations including 18 items.
The aggregated survey data were used to validate the Operational Model (Figure 3.0)
constructs using quantitative statistical methods.

A five-point Likert scale was used to quantify the data collected. The Likert scale,
developed by Rensis Likert, is a widely used rating scale for measuring ordinal data in
social science research (Bhattacherjee, 2012). This scale includes simple statements to

which respondents can indicate the extent of agreement or disagreement on a five-point
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scale ranging from “strongly disagree” to “strongly agree” (Bhattacherjee, 2012). This
allows for more granularity, including whether respondents are neutral to the statement
(Bhattacherjee, 2012).

3.8 Data Collection Procedures

The questionnaire was initially pretested through a Pilot study with five personal
connections of the author, who met the selection criteria and have extensive experience in
implementing generative Al solutions. This was done through a self-administered online
Google Survey. The pilot study participants were asked to evaluate the individual survey
items based on their readability and the ease with which they understood the questions. It
helped to uncover the ambiguity, lack of clarity, and biases in the wording of the question
and statement. The wordings of some survey questions was rephrased to incorporate the
feedback.

The research data were gathered through a self-administered online survey. The
survey was initiated via a link in the invitation, redirecting the participants to a Google
Survey.

An online survey was shared with potential participants via the author’s LinkedIn
network, email, and personal connections. A standardized message and a cover
letter/email/WhatsApp message were used, including a hyperlink to the survey instrument.
The cover letter/email/WhatsApp message included a description of the research and its
purpose, emphasizing that it is intended for academic purposes. The results would be
reported on an aggregate basis. It was mentioned that participation would be anonymous,
confidential, and voluntary, and that access to individual data would be limited to the
researcher. The cover letter/email also included a request for respondents to forward the
message with the survey link to their connections who met the selection criteria, to

snowball the sample size.
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3.9 Data Analysis

The primary numerical data collected through the Google Survey was exported to
Excel. The data were coded numerically to prepare for import into IBM SPSS Statistics
Version 31.0 (SPSS) as per the codebook prepared for this research. The survey was
conducted over two months, July and August 2025. The researcher contacted
approximately 300 IT service practitioners through social media (LinkedIn contacts), Al
discussion forums, and contacts from consulting companies. A total of 74 survey responses
were received after multiple reminders. Four responses didn’t qualify as valid reactions
because they lacked awareness of the risks associated with generative Al or implemented
no generative Al solutions. Some of them selected “Other” as their work domain. Since the
analysis was limited to practitioners in the IT service industry, anyone who selected
“Other” as their work domain was excluded. Six questions were asked to gather
professional background information about the survey respondents. These six questions
were used to determine whether respondents had varied experience (both in terms of years
and the type of implementation) in Al project implementation. A good mix of Al years of
experience reflects high integrity in survey responses and subsequent analysis. These six
demographic questions were not used in any subsequent statistical analysis, as the study
did not attempt to correlate them with respondents' responses.

During the survey phase, five individuals reached out to confirm their participation
because they worked in non-IT service industries. The researcher discouraged them from
participation as the survey was limited to IT services only.

The survey data were imported into SPSS for quantitative analysis. The data
integrity checks ensured that no data was missing. The frequencies and descriptive statistics
were calculated to confirm that the data met the preconditions for descriptive and

inferential analysis. Data normality was measured using skewness and kurtosis.
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A variety of analyses (Descriptive, Inferential, Regression, EFA, ANOVA, and
MANOVA) were conducted to identify the relationships between the independent and
dependent variables. These analyses helped test the formulated hypotheses and address the
research questions by examining the relationships between the independent variables (risk
dimensions) and the dependent variables (risk assurance and impact on adoption). Given
the nature of some hypotheses, multivariate analysis of variance (MANOVA) was found to
be an appropriate data analysis technique, as it enabled the simultaneous evaluation of

multiple independent variables on a single dependent variable (Green, 2010).

Research Reliability and Validity

Any research based on the measurement of variables must be concerned
with accuracy and dependability (Bhattacherjee, 2012). The reliability of an instrument
characterizes its consistency and dependability (Bhattacherjee, 2012). The research topic
was established during the research proposal stage and approved by the assigned
academic mentor, in accordance with the criteria set by the Swiss School of Business and
Management (SSBM) in Geneva. The literature review conducted for this research, along
with insights from various theoretical and empirical studies and the author’s experience
in data analytics and technology consulting, has supported the development of the
Operational Model (Figure 3.0).

A reliability test was conducted in SPSS on the survey responses to ensure the
reliability and consistency of the data for the study (Bhattacherjee, 2012). The details of
these reliability tests are documented in the results section, corresponding to the relevant
research questions. Research question 3 (RQ3) used nine independent risk variables for
analysis. The survey response size was 70 (after excluding four responses that were

disqualified), which is on the lower end of the sample size range, ideal for multivariate
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analysis of variance. There should be at least 10 samples per predictor (Green, 2010). The
output of multivariate analysis in the research question 3 has limitations, and the researcher
wants to highlight them. Research question 5 (RQ5) uses five independent risk variables,
and the collected valid sample size (70) is well above the minimum threshold. Research
question 5 is the crux of this research, and the survey sample size justifies advanced
analyses, such as multivariate analysis used in this study.

There are three common approaches to assessing reliability and comparing
collected data with data from other sources (Saunders et al., 2023). Although each analysis
is undertaken after data collection, it needs to be considered at the questionnaire design
stage. They are internal consistency, alternative form, and test-retest (Saunders et al.,
2023). Both Alternative Form and Test-retest appear impractical for the intended survey,
given the survey audience's wide distribution across the US. Internal consistency involves
correlating responses to questionnaire items (Saunders et al., 2023). There are various
methods for calculating internal consistency; one of the most frequently used is
Cronbach’s alpha. This statistic is typically used to assess the consistency of responses to
a subset of questions (scale items) combined into a scale to evaluate a particular concept
(Saunders et al., 2023). A reliability coefficient demonstrates whether the survey
instrument design accurately measures the studied variables and whether the items yield
interpretable statements about individual difterences (Bhattacherjee, 2012).

Ethical research involves protecting participants from harm that might result from
activities and findings associated with the research project (Bhattacherjee, 2012; Creswell
& Creswell, 2022).

Before proceeding with the online survey, respondents were provided with
information on the survey's purpose, the research details, and the study's contribution. The

online survey explicitly stated that it was anonymous and that the results would be
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aggregated. Respondents were assured of confidentiality and that their identities would
remain anonymous throughout the research process. Respondent anonymity and
confidentiality concerns were addressed at the onset. The survey administered in this study
did not collect any sensitive personal information from respondents, such as names,
addresses, dates of birth, or employers, to ensure confidentiality and mitigate the risk of
potential conflicts of interest.

3.10 Research Design Limitations

A few assumptions were made during the design of this research. The study
assumed that the implementers of generative Al solutions are aware of the associated risks
and understand the risk management framework in place. This was validated through the
qualifying questions. The study also considered that the survey instrument is relevant to
the US context and that respondents would have no difficulty interpreting the survey items
to respond correctly. It is assumed that all respondents provided honest answers.

It is assumed that all received data was as unbiased as possible and helpful in
adequately answering the research questions. Some strategies to address common biases
were considered during the research design. To minimize maturation bias (time-effect
bias), data on all independent and dependent variables were collected simultaneously via a
single 15-minute online survey. All construct measures use the same 5-point Likert scale
to improve consistency.

The research has some limitations due to the research design. Non-probability
sampling techniques, including convenience and snowball sampling, were employed in this
research. Some limitations of this sampling method include the potential for bias and the
possibility that selected respondents may not accurately represent the entire population
(Bhattacherjee, 2012). This introduces limitations, including a lack of generalizability,

selection bias, non-randomness, and limited external validity. Some strategies were
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employed in this research to improve the validity of non-probability sampling. A larger
sample size mitigates the biases and accurately reflects the population. A common rule of
thumb is to have at least ten to fifteen responses per predictor or independent variable
(Green, 2010). The researcher has chosen a non-probability sampling technique to provide
information-rich rather than statistical explanations and to reveal understandings and
insights (Saunders et al, 2023). Non-probability sampling can yield theoretical
generalizations based on analytic generalizability, while probability sampling can yield
statistical generalizations about a target population (Saunders et al., 2023). More than one
non-probability sampling technique, namely convenience and snowball sampling, is used
to capture a broader range of participants. The survey includes key subgroups of the
population, such as IT Technical Leads, Solution Architects, Business Analysts, IT Project
Managers, IT Directors, and IT Engagement Leads, to make the sample more
representative. A Pilot survey was conducted to get feedback on readability and ease of
understanding the questions.
3.11 Conclusion

Selecting an appropriate research methodology was crucial to ensuring a reliable
and valid study. The research questions require a mixed-methods approach. Research
questions 1 and 4 required qualitative analysis based on literature reviews, peer-reviewed
research papers, and articles. Research questions 2, 3, and 5 required a deductive,
descriptive, quantitative study with correlation and regression analysis, utilizing both
analysis of variance and multivariate analysis of variance tests. It was used to assess the
impact of the independent variables (risk dimensions) on the dependent variables (risk
assurance and implications for adoption) in the US IT service industry. This research design
was deemed the most appropriate for this analysis, as it defined the variables and their

relationships, as illustrated in the Research Model (Figure 3.0). This was assessed through
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data collected from a sample meeting the specified selection criteria through the online

survey.
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CHAPTER IV:
RESULTS

4.0 Survey Participants' Professional Background Analysis

Before analyzing the survey data for risk correlation, they were thoroughly assessed
for suitability and integrity. There were nine questions about participants' professional
backgrounds. Out of nine questions, three questions were used to qualify whether a
participant should be considered for research analysis purposes. These three questions
were:

1. Have you implemented or participated in any generative Al solution?

2. Are you familiar with the risks (e.g., privacy, bias, copyright, transparency, etc.)

associated with generative AI?

3. Which industry do you identify with your work domain?

If a participant responded “No” to either of the first two questions or “Other” to the
3rd question, the response was excluded from further risk analysis. Out of 74 total
responses, four responses were disqualified. So, all subsequent risk analyses included only
70 respondents.

The other six questions were used to gauge the integrity of the collected data. Refer
to Appendix A, Section B (Questions 4-9). Although the responses to these six questions

were not directly used in the analysis, they reinforced the high integrity of the responses.
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Table 4.0: Count of Participants vs. Years of Al Experience (Source: author s survey Excel
output)

Total
30

20
15

10
m Total

S W

Between Between6 Lessthan 1 More than  Between Between6 Lessthan1 More than
land 5 and 10 year 10 years land 5 and 10 year 10 years
years years years years

IT Product IT Service/Consulting

Table 4.0 (above) indicates that most valid responses originated from participants with
more than 1 year of Al experience. 18 out of 70 participants had less than 1 year of Al

experience.

Table 4.1: Years of Al Experience vs. Gen Al Application Purpose (Source: author s survey
Excel output)
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5 I I I
o in I: L I

Between Between 6 Less than More than (blank)
land5 and10 lyear 10years
years years
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Another insight, as shown in Table 4.1, is that participants with less than 1 year of Al

experience have implemented only a few use cases for creativity (innovation acceleration)

with generative Al. Participants with less experience have been involved in productivity-

enhancement use cases. Additionally, most participants have implemented both

productivity and innovation acceleration use cases and have multiple years of experience.

This further supports the survey result, as it didn’t appear biased toward less experienced

participants.

Table 4.2: Years of Al Experience vs. Business Critical Application Implementation
(Source: author s survey Excel output)

35
30
25
20
15
10

Business Critical Application Implementation

32

Between Between Between 6 Between 6 Less than Less than More than (blank)
land 5 land5 and 10 and 10 1 year No 1 year Yes 10 years

years No years Yes years No years Yes

0

Yes

(blank)

Total

Table 4.2 presents the participants' years of experience with Al and their experience

implementing business-critical applications. The largest group (32) of participants with 1-
p g pp gest group p p

5 years of Al experience has implemented a business-critical application.
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Table 4.3: Years of Al Experience vs. Business Support Application Implementation
(Source: author s survey Excel output)

Business Support Application Implementation
45 a

35
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18
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5
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years years years

Table 4.3 presents the participants' years of experience with Al and their implementation
experience with the business-support application. The largest group (41) of participants

with 1-5 years of Al experience has implemented a business-support application.

Table 4.4: Years of Al Experience vs. Creativity Application Implementation (Source:
authors survey Excel output)

Creativity Application Implementation
35 32
30
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20
15 1
10 ’ 7 I 5

3 3
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Table 4.4 presents the participants' years of experience with Al and their experience
implementing the creativity application. The largest group (32 participants) with 1-5 years

of Al experience has implemented a creativity application.
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Overall, the survey data were analyzed for suitability and integrity before use in
subsequent risk modeling. There was no red flag for the suitability or integrity of the data.
The research did not involve any behavioral analysis based on demographic or professional
background. No demographic information (age, sex, location, etc.) was collected, as it was
not planned for analysis, as mentioned in the research methodology.

4.1 Research Question One

RQ1 What is the current approach of the US, the UK, and China in regulating
generative AI? How do Risk Management frameworks (e.g., NIST RMF) and the US
government Al Acts relate to Generative Al?

Secondary source validation and authentication were done for all the reference
sources used in this study. Before including any prior citations used during the literature
review, they were reconfirmed as existing. Another step was to avoid using any blog site
for citation. Only credible sources were used for citations.

A detailed analysis of the approach used by the US, the UK, and China was
conducted. A thorough review of various secondary sources was conducted. The findings
are given below.

The US Approach: The United States currently lacks a comprehensive federal law
that establishes broad regulatory authority over the development or use of Al. No federal
prohibitions on Al have been enacted (Harris, 2025). The U.S. regulatory strategy is not
centered on a single, overarching statute but instead relies on a combination of other
mechanisms (Harris, 2025). In the absence of sweeping legislation, federal efforts are
primarily focused on three key areas:

1. Federal agency assessments and enforcement using existing regulatory

authorities (Harris, 2025).
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2. Exploration of whether individual agencies require additional authorities
(Harris, 2025).

3. Securing voluntary commitments from the industry (Harris, 2025).

The overall approach of the U.S. federal government appears more focused on
overseeing its own use of Al than on directly regulating the private sector (Harris, 2025).
The executive branch has been the primary driver of federal Al policy across multiple
administrations. Through executive orders, both the Trump and Biden administrations have
shaped a policy aimed at maintaining American leadership in Al innovation. Key examples
include President Trump’s Executive Order 13859, "Maintaining American Leadership in
Artificial Intelligence," (The President of the United States, 2019) and President Trump’s
2025 Executive Order 14179, "Removing Barriers to American Leadership in Artificial
Intelligence" (The White House, 2025b).

A literature review indicates there are no stringent federal regulations specific to
generative Al, reflecting a desire to facilitate the technology's advancement (Harris, 2025).
Congressional proposals have largely emphasized voluntary measures and industry self-
assessment rather than strict prohibitions. The proposed bills in the 118th and 119th
Congresses have focused on "the development of voluntary guidelines and best practices,
as well as the reporting of industry-conducted evaluations of Al systems" (Harris, 2025).

There is some attempt to regulate Al technologies directly, either through technical
thresholds or transparency mandates.

Technical Thresholds: Some executive actions, such as Executive Order 14110,
require companies developing powerful dual-use AI models to report to the government if
their models exceed a specific computational training threshold (e.g., greater than 10726
FLOPs). While initially set high, this threshold has already been surpassed by models like

xAl's Grok-3, illustrating the potential rigidity of such an approach (Harris, 2025).
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Transparency Requirements: Legislative proposals like the Al Disclosure Act of
2023 would have mandated that any output from generative Al include a disclaimer stating
it was Al-generated (Harris, 2025).

The Algorithmic Accountability Act: This proposed legislation would have directed
the Federal Trade Commission (FTC) to require impact assessments from large companies
using automated decision systems. It aimed to mitigate adverse impacts on consumers and
create a public repository of information, without containing specific prohibitions on use
(U.S. Congress House, 2022).

A significant volume of legislative activity targets high-stakes sectors, proposing
tailored governance. Some examples are listed below.

Financial Sector: Bills like the Preventing Deep Fake Scams Act focus on Al-
related financial crimes and scams (U.S. Congress Senate, 2025).

Elections and Campaign Finance: Examples include the Fraudulent Artificial
Intelligence Regulations Elections Act of 2024 (U.S. Congress Senate, 2024a)

Healthcare: Legislation such as S. 4862 was introduced to ensure the ethical
adoption of Al in healthcare (U.S. Congress Senate, 2024D).

In the absence of holistic federal Al legislation, states have become increasingly
active in regulating Al. As of late April 2025, at least 48 states and Puerto Rico had
introduced over 1,000 Al-related bills, creating a potential patchwork of regulations (7he
White House, 2025a).

The federal government has expressed concern about this trend. The White House
Al Action Plan explicitly states that "Al is far too important to smother in bureaucracy at
this early stage, whether at the state or Federal level" and includes efforts to prevent states

from enacting "burdensome" regulations that could hinder innovation. The plan suggests
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that federal Al funding may not be directed to states with overly restrictive laws (The White
House, 2025a).

The White House Al Action Plan and the Central Role of NIST: The White House's
vision for Al policy is based on a voluntary, standards-based approach, with the National
Institute of Standards and Technology (NIST) playing a central role.

The plan directs NIST to revise its framework to remove references to
"misinformation, diversity, equity, and inclusion, as well as climate change," arguing that
government-procured Al must reflect "truth rather than social engineering agendas" (7he
White House, 2025a).

The plan tasks NIST with developing national standards for Al in specific sectors
and promotes the establishment of regulatory sandboxes and "AI Centers of Excellence" to
help businesses test Al tools before market deployment (7he White House, 2025a).

It calls for improved cyber incident response protocols and evaluation of national
security risks from frontier Al models (The White House, 2025a).

The NIST RMF remains a comprehensive voluntary framework that "encompasses
all aspects of risk management, including generative Al systems" (G sell, 2024).

Conclusion: Unlike the European Union or China, the United States has not
implemented a comprehensive, mandatory federal framework for Al governance. Instead,
the federal government's strategy is defined by a voluntarist model, engaging in dialogue
with major Al companies to secure commitments and encourage adherence to voluntary
standards set by agencies like NIST (G sell, 2024). This approach prioritizes innovation
and risk management through existing authorities and industry partnerships rather than
blanket federal legislation.

The UK’s Approach to AI Regulation: The United Kingdom has taken a unique

approach to global Al governance. The UK has opted for a non-statutory, pro-innovation
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path. The core idea of the UK's strategy is to modify the existing sector-based regulatory
framework to address Al challenges, instead of establishing a new centralized Al regulator
or a comprehensive new law. This approach aims to be flexible and context-aware while
mitigating potential risks. The UK’s framework is a “principles-based, non-statutory, and
cross-sector framework™ that seeks to “balance innovation and safety by applying the
existing technology-neutral regulatory framework to AI” (Harris, 2025).

Al is recognized as not a single technology but a diverse set of tools applied across
different sectors. Risks and regulatory needs vary significantly across different sectors. The
UK does not have a general statutory framework for Al Instead, Al is primarily regulated
through the existing legal frameworks of the sectors in which it is used (Rough &
Sutherland, 2024). This choice has been developed through a national Al strategy, policy
white papers, and the details have evolved under different governments.

The foundation of the UK's current regulatory framework is the March 2023 policy
white paper, “A Pro-Innovation Approach to Al Regulation.” This document has laid out
the government’s intention to “put in place a new framework to bring clarity and coherence
to the Al regulatory landscape” (Department for Science, Innovation and Technology,
2023a). The rapid pace of technological change has been recognized, so the framework is
designed to be agile and iterative.

There are five core-sectoral principles to guide the development and use of Al
technologies. These principles are not intended to be new, standalone rules. They are meant
to be interpreted and applied by the UK’s sectoral regulators in their respective contexts.
The five principles are:

Safety, Security, and Robustness: Al systems should function in a secure, safe, and
robust manner where risks are carefully managed (Department for Science, Innovation and

Technology, 2023a).
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Appropriate Transparency and Explainability: Transparency and appropriate levels
of explainability are required to enable users to understand Al-driven outcomes and build
trust (Department for Science, Innovation and Technology, 2023a).

Fairness: Al systems should be used in a way that complies with the UK’s existing
laws, such as the Equality Act 2010, and must not discriminate against individuals or create
unfair commercial outcomes (Department for Science, Innovation and Technology, 2023a).

Accountability and Governance: Measures are needed to ensure there is appropriate
oversight of Al systems and clear lines of accountability (Department for Science,
Innovation and Technology, 2023a).

Contestability and Redress: When an Al system makes a decision or supports a
decision that has a material impact on an individual, organization, or community, there
should be clear routes to dispute or challenge the outcome (Department for Science,
Innovation and Technology, 2023a).

An essential feature of the initial proposal was that these principles would be
issued on a non-statutory basis. This means they were not encoded in law. Instead,
regulators such as the Health and Safety Executive (HSE), the Equality and Human Rights
Commission (EHRC), the Competition and Markets Authority (CMA), the Financial
Conduct Authority (FCA) were expected to apply these principles using their existing
statutory powers (Department for Science, Innovation and Technology, 2023a). This
approach seems to provide flexibility while avoiding placing new legal burdens on
businesses during the early stages of the technology development and implementation.
However, the government has indicated that this was likely an interim measure. After a
review period, it is anticipated that it will move to a statutory duty requiring regulators

to have due regard to the principles (Department for Science, Innovation and Technology,
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2023a). This would give the core principles greater legal weight and also ensure a more
consistent application across different regulatory domains and sectors.

The UK’s model also relies on central coordination across different sectoral
regulators. The government explicitly rejected the idea of creating a single, new Al
regulator. Instead, the plan has defined responsibility for both sectoral regulators and
central support functions.

Sectoral Regulators: The primary responsibility for implementing the principles
falls to existing regulators. For example, the Medicines and Healthcare products
Regulatory Agency (MHRA) would oversee Al in medical devices. The FCA would
regulate Al in financial services, and Ofcom would address Al in communications and
broadcasting.

Central Support Functions: To ensure a coherent approach and sharing lessons
learned across the sectors, the UK government has committed to providing central support
functions. These functions, outlined in the white paper, are crucial to the framework's
success. Some key responsibilities assigned to the central support function are listed below.

Monitoring and Evaluation: Assessing the effectiveness of the framework and how
well regulators are implementing the principles (Department for Science, Innovation and
Technology, 2023a).

Risk Assessment: Monitoring and assessing risks across the economy arising from
Al (Department for Science, Innovation and Technology, 2023a).

Horizon Scanning and Gap Analysis: Identifying emerging Al technology trends
and potential regulatory gaps, often in collaboration with industry (Department for Science,

Innovation and Technology, 2023a).
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Support for Innovation: Supporting regulatory sandboxes and testbeds to help
innovators navigate the regulatory landscape and bring new technologies to market
(Department for Science, Innovation and Technology, 2023a).

Education and Awareness: Providing clarity to businesses and empowering citizens
(Department for Science, Innovation and Technology, 2023a).

International Interoperability: Promoting alignment with international regulatory
frameworks to reduce trade barriers for UK businesses (Department for Science,
Innovation and Technology, 2023a).

The goal is to have expert-led regulation through a sectoral approach, with
coordination, strategic oversight, and support from a central government function. The
UK’s framework is deliberately technology-agnostic and principles-based, meaning it
applies to all forms of Al, including generative AI. The principles provide a flexible toolkit
for regulators to address the unique challenges posed by generative Al systems.

Safety, Security, and Robustness: A regulator might focus on the potential for
generative Al to produce harmful content (e.g., cyberattack code), its vulnerability to data
poisoning attacks, or the systemic risks associated with competent foundation models
(Department for Science, Innovation and Technology, 2023a).

Transparency and Explainability: This principle is key to addressing the "black
box" nature of many generative Al systems. Regulators could encourage or mandate
transparency about when Al is being used, the data it was trained on, and its limitations.
Watermarking Al-generated content would be an example of a transparency measure
falling under this principle (Department for Science, Innovation and Technology, 2023a).

Fairness: This would require addressing biases in training data that could lead

generative Al to produce discriminatory or unfair outputs. A regulator like the EHRC would
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be concerned with how generative Al might exacerbate societal biases in hiring or lending
decisions (Department for Science, Innovation and Technology, 2023a).

Accountability and Governance: This principle pushes organizations deploying
generative Al to have clear human oversight, governance structures, and accountability
mechanisms (Department for Science, Innovation and Technology, 2023a).

Contestability and Redress: For individuals affected by a decision informed by
generative Al, this principle ensures there is a mechanism to appeal. For instance, if a
generative Al tool is used to summarize a job application and filters out a qualified
candidate, that candidate should have a clear path to challenge the outcome (Department
for Science, Innovation and Technology, 2023a).

By not creating specific rules for generative Al, the framework aims to remain
flexible in the face of future technological surprises. The UK’s approach is designed to
evolve.

A private member bill proposes to establish an Al Authority, a central body tasked
with ensuring alignment of approach across relevant regulators and accrediting
independent Al auditors (UK Parliament, 2025). This aligns with the government's earlier
suggestion of imposing a statutory duty on regulators and creating a more powerful central
function.

The UK appears to be following a "test and learn" approach, starting with non-
statutory principles. This allows for gathering evidence on their effectiveness and then for
legislating based on that experience. This iterative process aims to avoid premature
regulation that could hinder innovation. While still building the necessary guardrails for
responsible Al development and deployment, the highlight is the context-specific, sector-

led initiative.
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Conclusion: In summary, the United Kingdom's approach to regulating Al,
including generative Al, is defined by its principles-based, sector-led model. It’s an attempt
to develop a dynamic Al ecosystem by leveraging the UK’s existing regulatory system. It
empowers sectoral regulators to apply Al regulatory principles within their respective
domains. A central support for coordination will come from the central government. The
framework aims to manage risks in a targeted and context-aware manner. There is no one-
size-fits-all approach that can stifle innovation. The evolution of this approach will be the
potential introduction of an Al Authority and a statutory duty for regulators. This will be
an evidence-based governance model that can adapt as technology and its implications
continue to change.

China’s top-down, vertical, and state-led model: In contrast to the US and UK,
China has moved to implement binding, targeted regulations for generative Al. Its approach
is characterized as vertical, highly reactive, adaptive, and tailored to specific technological
applications or scenarios (Migliorini, 2024). This allows regulators to introduce legally
binding rules quickly to address emerging issues (Zou & Zhang, 2025). The Chinese
Government is trying to balance the dual objectives of development and security. China
is prioritizing avoiding technological backwardness while balancing the dual objectives.
As Professor Liming Wang noted, the most significant risk for China is falling behind
technologically (Rui & Liu, 2023). This fear of technological dependence on Western rivals
is a powerful driver of policy, shaping a regulatory environment that is restrictive in some
areas but permissive in others.

The Interim Measures for Generative Al Services: The cornerstone of China's
regulation is the Interim Measures for the Management of Generative Al Services, enacted
in July 2023. The Interim title signifies a testing phase before formulating higher-level

laws, a common practice in Chinese governance that allows for rapid iteration and
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adjustment based on real-world feedback (Zou & Zhang, 2025). The Measures apply only
to public-facing generative Al services, explicitly excluding research and development
(R&D) and non-public industrial applications. This creates a sandbox environment for core
technology development while strictly controlling public deployment, effectively ring-
fencing potential social and political risks (Creemers, 2021).

The Measures impose a dual set of obligations on generative Al service providers
and organizations that offer public services, similar to companies such as OpenAl and
Google. Content Liability - Providers bear direct liability for generated content, which must
align with socialist core values and must not contain content that threatens national
security, promotes subversion, terrorism, ethnic hatred, violence, or pornography. This
aligns with China's long-standing "cyber sovereignty" doctrine, which asserts the state's
right to control and manage internet content within its borders (Zou & Zhang, 2025).
Technical Service Liability - Providers must ensure lawful data sources and foundational
models, enhance training data for "truthfulness, accuracy, objectivity, and diversity,"
safeguard user data, and report unlawful content (Zou & Zhang, 2025). The requirement
for truthfulness and objectivity in training data is significant, as it implicitly directs model
training towards state-approved information sources and narratives (Zou & Zhang, 2025).

This approach is a deliberate strategy. The government aims to promote the
development of national foundational model companies (e.g., Baidu, Alibaba) by granting
them regulatory space to innovate. At the same time, they want to ensure that any public
application of their technology remains within strict ideological and social boundaries. This
reflects a broader industrial policy in which regulation is used as a tool to shape market
outcomes and steer technological development toward national strategic goals (Cheng &

Zeng, 2023).
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The Measures are part of a broader, evolving ecosystem of vertical Al regulations
that form a comprehensive governance system. This framework aims to cover the entire
lifecycle of algorithmic systems (Roberts, 2020). Some key provisions and regulations are
listed below.

The Algorithmic Recommendations Provisions: These provisions focus on
controlling algorithms that curate and recommend content on platforms such as Toutiao
and WeChat (Zou & Zhang, 2025). They introduce obligations for platforms to intervene
in content recommendations to promote positive energy and prevent the spread of harmful
information (Zou & Zhang, 2025). Crucially, they grant users specific rights, including the
ability to turn off algorithmic recommendation services and the option to delete tags used
for profiling, representing a form of controlled user empowerment (Zou & Zhang, 2025).

The Deep Synthesis Regulations: These regulations address the risks of synthetic
media, using the technically neutral term deep synthesis technology instead of the
politically charged deepfakes (/nteresse, 2022). They require clear labeling and disclosure
of synthetically generated content, especially in news and information services. This allows
the state to manage the potential for disinformation and reputational harm while avoiding
a blanket condemnation of a useful technology (Interesse, 2022).

By regulating specific applications, such as recommendation algorithms, synthesis
services, and public-facing generative Al, separately, Chinese regulators can apply targeted
pressure points without necessarily stifling underlying innovation (Migliorini, 2024). This
is a key advantage of the vertical approach. It allows for rapid, targeted intervention in
response to specific problems, such as the spread of deepfakes, without requiring a
sweeping, horizontal law that might be slow to draft and difficult to amend (Migliorini,
2024). China's Al regulatory strategy is intertwined with its national industrial policy.

China wants to be the world's primary Al innovation center by 2030, underscoring that
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regulation is not merely about risk mitigation but is subservient to the larger objective of
technological sovereignty and global leadership (Webster et al., 2017). This explains the
explicit exemption of R&D from the most stringent provisions of the Measures. The state
is actively fostering a competitive domestic Al industry that can reduce reliance on foreign
technology, particularly from the US (Webster et al., 2017).

The regulatory focus on content control is a direct extension of the Chinese
Communist Party's (CCP) concern for ideological security. Generative Al is perceived as a
potential threat to the state's monopoly on information and narrative control. The
obligations placed on service providers effectively outsource the responsibility for content
censorship to the private sector in China's internet governance, often referred to as
regulated self-regulation (Creemers, 2021). Companies must build compliance into their
systems from the ground up, often employing large teams of human moderators and
developing sophisticated Al-powered censorship tools to filter outputs. Data governance is
another critical layer. The Measures' requirement for lawfully obtained data sources aligns
with China's stringent data security laws, including the Personal Information Protection
Law (PIPL) and the Data Security Law (DSL). These laws establish a categorization-based
data governance system, in which specific types of data are designated as core national
security assets (Cheng & Zeng, 2023). This legal environment influences how Al
companies can collect, train on, and transfer data. This will create a wall for Al
development that both protects domestic companies and acts as a barrier for foreign
competitors. The push for high-quality data can also be interpreted as an effort to ensure
that Al models are trained on corpora that reflect state-sanctioned knowledge and
perspectives (Cheng & Zeng, 2023).

In conclusion, China's approach to generative Al is not only about restrictive

control. It is a sophisticated, multi-layered strategy that employs regulation as a strategic
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tool. It balances the need for rapid technological development with the non-negotiable
demands of political security and social stability. By using a vertical, reactive model, the
state can precisely manage the public-facing risks of Al. At the same time, it allows public
companies to pursue research and development without the regulatory burden.

4.2 Research Question Two

RQ2 How much perceived risk is not covered by existing regulations and
frameworks?

The core objective was to measure the perceived risk coverage (adequacy) of the
current regulatory and standards framework (Al regulations plus NIST RMF) in covering
the unique risks posed by generative Al. The output is a quantified risk assurance gap
analysis. This can help identify which risk domains are perceived as well-covered and
which are not, allowing policymakers and organizations to prioritize their efforts
accordingly.

Independent Variable (IV): Risk Domain. This is a categorical variable with nine
risk levels. 1. Accountability Risk, 2. Fairness Risk, 3. Transparency Risk, 4. Explainability
Risk, 5. Resilience Risk, 6. Privacy Risk, 7. Safety Risk, 8. Security Risk, 9. Sustainability
Risk

Dependent Variable (DV): Perceived Risk Coverage Adequacy. This was the
ordinal-scale response collected for each risk domain, measured on a 5-point Likert scale
(1 = Strongly Disagree to 5 = Strongly Agree) regarding whether the risk is fully covered.

Analytical Approach - The goal was to determine whether the mean perceived risk
coverage (adequacy) score differs significantly across the nine risk domains or whether
their combined mean is above a neutral score (3). A mean score above 3 signifies that the

respondents believe risk assurance gap exists for the risk dimensions.
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Descriptive Statistics was used for each of the nine risk domains to calculate the
mean, median, mode, and standard deviation for the perceived risk coverage score. A higher
mean score (e.g., above 3) for a specific risk (e.g., Security) suggests that survey
respondents believe existing frameworks do not adequately cover it.

Inferential Statistics was used to determine if the differences in mean scores
between the risk domains are statistically significant (i.e., not due to random chance). A
repeated-measures ANOVA was used. Repeated measures were used because the survey
respondents' responses pertain to the same dependent variable (perceived risk coverage)

under various conditions (the nine risk domains).

Table 4.5: Descriptive Statistics (Research Question 2, Nine Risk Domains), Source:
authors SPSS output, 2025

Descriptive Statistics

&l Minimum  Maximum Mean Std. Deviation Skewness Kuntosis
Statistic Statistic Statistic Statistic Statistic Statistic  Std. Error Statistic  Std. Error

Accountahility risk not fully 70 1 H 346 1.125 -.550 287 -.281 566
covered under existing
Reg/iRMFs

Fairness risk not fully 70 1 5 3.29 980 056 287 -.685 566
coverad under existing
Reg/iRMFs

Transparency risk not fully 70 1 5 3.34 1128 -187 287 - 616 566
coverad under existing
Reg/iRMFs

Explainahility risk nat fully 70 1 H 3.40 1172 -.1649 287 -.871 566
coverad under existing
Reg/iRMFs

Resilience risk not fully 70 1 H 3.27 1.048 050 287 -.689 566
coverad under existing
Reg/iRMFs

Privacy risk not fully 70 1 & 343 1.316 - 437 287 -.870 566
covered under existing
Reg/iRMFs

Safety risk not fully covered 70 1 5 3.47 1138 -170 287 -.871 566
under existing Reg/RMFs

Security risk not fully 70 1 5 347 1151 -075 287 -1.010 566
covered under existing

Reg/RMFs

Sustainability risk not fully 70 1 5 329 1131 028 287 -.825 566
covered under existing
Reg/iRMFs

Valid M (listwise) 70
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For each of the nine risk domains, the mean, standard deviation, skewness, and
kurtosis were calculated. The survey questions were formulated to elicit responses on a
Likert scale, asking whether respondents believed that existing regulations and frameworks
do not fully cover the risks in each risk domain. The scale ranged from 1 (strongly disagree)
to 5 (strongly agree). A higher number implies that the specific risk is not fully covered,
and the respondent agrees with this assessment.

Among the nine risk domains, Privacy risk had the highest mean (3.53). This is not
surprising, as privacy risk coverage for generative Al under existing regulations and
frameworks remains a concern. Fairness (3.29), Resilience (3.27), and Sustainability (3.29)
fell at the lower end of the distribution, suggesting that these three risks are of lesser
concern for generative Al under existing regulations and frameworks.

However, the mean for all nine risk domains falls within a small range (minimum
3.27 and maximum 3.53). However, it may not be statistically significant enough to draw
a concrete conclusion. Also, the objective was to measure the perceived effectiveness of
current Al regulations and the NIST RMF in covering key risks associated with generative
Al

A new dependent variable (overall assurance) was calculated as the mean of all

risk domain scores for each respondent.

Table 4.6: Descriptive Statistics (Research Question 2, Overall Assurance), Source:
author’s SPSS output, 2025

Descriptive Statistics
[+l Minimum  Maximum Mean Std. Deviation

Cverall_assurance il 1.44 5.00 3.38045 81248
Valid M (listwise) 70
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The mean for overall assurance was 3.39, indicating concern about the risk assurance for
generative Al under existing regulations and frameworks.

The mean for all nine risk domains ranged from 3.27 to 3.53, with an overall
assurance score of 3.39. This indicates an overall sentiment slightly above "Neutral," but
not quite a clear "Agree." This ambiguous, lukewarm result suggests that while there
is some risk coverage, it is likely perceived as incomplete or not entirely suited for the
unique challenges of generative Al. Given the ambiguous result, it was necessary to go
beyond simple descriptive statistics to understand the data's structure and reliability.

Reliability Analysis was used to assess whether all nine risk domains reliably
measured the same underlying concept (“risk assurance”). If they are, we can confidently
use the composite score. If not, it may indicate that respondents see these risks as distinct
categories with varying levels of regulatory coverage.

Using SPSS Reliability Analysis, Cronbach’s Alpha was calculated for all nine risk

domains.

Table 4.7: Reliability Statistics (Research Question 2), Source: author s SPSS output, 2025

Reliability Statistics

Cronbach's
Alpha [ of tems

831 g

A value above 0.7 is generally considered acceptable reliability. The overall Cronbach’s
Alpha score was .931 (refer to Table 4.7).

Cronbach s Alpha scores were calculated for each risk domain after deleting each
domain in turn. Refer to Table 4.8. For each risk domain, Cronbach’s alpha was greater
than 0.9. Hence, it can be reasonably assured that all nine risk domains reliably measure

the same underlying concept, risk assurance.
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Table 4.8: Item-Total Statistics (Research Question 2), Source: author s SPSS output, 2025

Item-Total Statistics
Corrected Cronbach's
Scale Mean if Scale Variance Item-Total Alpha if ltem
Iterm Deleted ifltem Deleted Correlation Deleted
Accountability risk not fully 27.06 54 692 6490 927
covered under existing
Reg/RMFs
Fairness risk not fully 27.23 56.092 708 826
covered under existing
Reg/RMFs
Transparency risk naot fully 2717 53.072 77 820
coverad under existing
Reg/RMFs
Explainability risk not fully 27.11 53.348 743 924
covered under existing
Reg/RMFs
Resilience risk not fully 27.24 56.013 658 824
covered under existing
Reg/RMFs
Privacy risk not fully 26.99 50.652 804 820
covered under existing
Reg/lRMFs
Safety risk not fully coverad 27.04 53.548 .THE 923
under existing Reg/RMFs
Security risk not fully 27.04 52 737 .800 820
covered under existing
Reg/lRMFs
Sustainability risk not fully 27.23 53541 TEB2 a2z
covered under existing
Reg/lRMFs

One-Sample T-Test was used to determine if the mean score of the composite overall
assurance variable (or any individual risk) was significantly different from a neutral value
of 3. This test determines whether the slight positive inclination (e.g., a Fairness mean of
3.29) is a genuine effect or due to random chance in the sample. Using the SPSS One-
Sample T-Test with a Test Value of 3 (a neutral score), Table 4.9 shows the Two-Sided p-
value. If it is less than 0.05 (p <.05), the mean score is significantly different from neutral.
As shown in Table 4.9, the Two-Sided p-value for each risk domain was less than 0.05.
Additionally, the overall assurance, with a mean of 3.58 and a p-value less than

0.001, indicates that the sentiment is genuinely positive, albeit cautiously so.
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Table 4.9: One-Sample Test (Research Question 2), Source: author s SPSS output, 2025

One-Sample Test
TestValue =3
95% Confidence Interval of the
Significance Mean Difference
t df One-Sided p - Two-Sided p Difference Lower Upper
Accountability risk not fully 3.399 69 =001 .om 4587 A8 73
covered under existing
Reg/REMFs
Fairness risk not fully 2,439 69 009 017 286 .05 a2
covered under existing
Reg/RMFs
Transparency risk not fully 2.643 69 .oov 013 343 .07 61
covered under existing
Reg/REMFs
Explainability risk nat fully 2.855 69 003 006 400 A2 68
covered under existing
Feg/EMFs
Resilience risk not fully 2.166 69 017 034 27 02 52
covered under existing
Reg/RMFs
Frivacy risk not fully 3361 64 =001 om 529 21 B4
covered under existing
Feg/EMFs
Safety risk not fully covered 3.464 59 =001 =001 AT1 20 T4
under existing Reg/RMFs
Security risk not fully 3426 69 =001 .om 471 20 75
covered under existing
Reg/RMFs
Sustainability risk not fully 2113 69 019 038 286 .02 Ral
covered under existing
Reg/RMFs
Cverall_assurance 3.580 64 =001 =001 30048 1728 6080

Exploratory Factor Analysis (EFA) is a statistical method used to identify the underlying,
unobservable constructs that explain the patterns of correlations among a set of observed
variables.

We have nine observed variables (e.g., Accountability, Fairness, Transparency).
Respondents may not be evaluating each of these nine risks in isolation. Instead, their
responses were likely influenced by a few broader, hidden mental models that they used to
group some of these risk domains. EFA helps discover these mental models.

A pre-analysis check was done to validate the suitability of the data for EFA.

A sample size of n=70 is considered on the lower end for EFA. A common rule of
thumb is a minimum of 5-10 respondents per variable. Since we have nine variables, 70

respondents (70/9 = 7.77) is acceptable, though not ideal.
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The Kaiser-Meyer-Olkin (KMO) measure yielded a value of 0.877 (refer to Table
4.10), which is higher than the ideal score of 0.7. Bartlett’s test of sphericity yielded a p-
value of less than 0.001, indicating statistical significance.

Table 4.10: KMO and Bartlett’s Test (Research Question 2), Source: author s SPSS output,
2025

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 87T
Bartlett's Test of Sphericity  Approx. Chi-Square 473125
df 36
Sig. =.001

Using SPSS, EFA was conducted. Two risk groups emerged from the EFA analysis.
Group 1 - It consisted of Safety, Security, and Privacy risk. Refer to Table 4.11.
Since the risk elements primarily relate to data protection and integrity, the researcher has
named this group “Data Protection and Integrity.”
Group 2 - It consisted of Fairness, Explainability, Transparency, Resilience, and
Accountability. Refer to Table 4.11. Since the risk elements primarily relate to data ethical
governance and trust, the researcher has named this group “Ethical Governance and Trust.”

Sustainability was not a factor in either group (1 or 2).
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Table 4.11: Rotated Component Matrix (Research Question 2), Source: authors SPSS
output, 2025

Rotated Component Matrix®

Component
1 2

Safety risk not fully covered 823
under existing Reg/EMF s

Security risk not fully 880 304
covered under existing
Feg/RMFs

Privacy risk not fully 822 380
covered under existing
FReg/RMFs

Sustainability risk not fully Rl 561
covered under existing
Reg/RMFs

Fairness risk not fully 845
covered under existing
Feg/RMFs

Explainakility risk not fully 378 7849
covered under existing
Feg/RMFs

Transparency risk not fully 4549 03
covered under existing
FReg/RMFs

Resilience risk not fully 332 695
covered under existing
Reg/RMFs

Accountability risk not fully 386 G683
covered under existing

Feg/RMFs

Extraction Method: Principal Component Analysis.

Fotation Method: Varimax without Kaiser
Maormalization.

a. Rotation converged in 3 iterations.

The EFA analysis has highlighted that overall risk assurance is not a single concept. The
composite mean score was masking some mental models used by the respondents. Based
on two groups, “Data Protection and Integrity” and “Ethical Governance and Trust,” two

new composite dependent variables were created to calculate risk assurance for each of
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them. Since Sustainability was not part of either group, it was calculated separately in the

risk assurance calculation. Table 4.12 presents the analysis results.

Table 4.12: Descriptive Statistics (Research Question 2), Source: authors SPSS output,
2025

Descriptive Statistics
il Minimurm  Maximum Mean Std. Deviation Skewness Kurtosis

Statistic Statistic Statistic Statistic Statistic Statistic  Std. Error  Statistic  Std. Error
DataProtectionintegrity_as 70 1.00 5.00 3.4905 1.12033 -244 287 -904 566
surance
EthicalGovernanceTrust_a 70 1.00 5.00 33514 80438 -143 287 -235 566
ssurance
Sustainability risk not fully 70 1 5 329 113 028 287 -85 566
covered under existing
Reg/RMFs
Valid M {listwise) 70

While overall risk assurance is neutral (mean = 3.39), it is driven by moderate scores across
three distinct risk categories: Data Protection and Integrity (mean = 3.49), Ethical
Governance and Trust (mean = 3.35), and Sustainability (mean = 3.29). Refer to Table 4.12
for the analysis output. This suggests that Data Protection and Integrity risks are considered
the least covered under the existing regulations. The Ethical Governance and Trust risks
are only second to Data Protection and Integrity risks in terms of perceived risk coverage.
Sustainability stood alone and had a higher mean (3.29) than a neutral score of 3. The IT
service professionals (survey respondents) seemed least concerned about sustainability
risks.
4.3 Research Question Three

RQ3 How does the lack of generative Al-specific regulations affect the adoption of
productivity and innovation use cases by IT service companies?

The core objective was to determine if the perceived lack of regulatory coverage for

specific generative Al risks acts as a catalyst for the adoption of these solutions in
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productivity (business-critical and business-support) and creativity (innovation)
applications.

Each risk (Accountability, Fairness, Transparency, Explainability, Resilience,
Privacy, Safety, Security, and Sustainability) has a pair of competing hypotheses. It's
important to note that alternative hypotheses are directional (they posit a "positive effect").

Null Hypothesis (Ho) for each risk: The lack of well-defined, regulated risk [X]
does not affect adoption. The mean score equal to or less than the neutral point (3) implies
no effect or an adverse effect on adoption.

Alternative Hypothesis (H:) for each risk: The lack of regulated risk [X] positively
affects (increases) adoption (i.e., it's seen as an opportunity). The mean score significantly
greater than the neutral point (3) implies a positive effect.

The survey question was designed to gather responses for business-critical,
business-support, and creativity (innovation) applications separately.

Hence, the analysis was done by application area (Business-critical, Business-

support, and Creativity).

Business-critical application of generative Al

Using SPSS and Descriptive Statistics, Mean, Median, Standard Deviation,

Skewness, and Kurtosis were calculated for each risk area.
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Table 4.13: Descriptive Statistics (Research Question 3), Source: author’s SPSS output,
2025

Statistics
CRIT_Trans_0 CRIT_Explain_ CRIT_Resi_Op CRIT_Safety_ 0 CRIT_Sec_Op CRIT_Sus_Op
CRIT_Acc_Opp  CRIT_Fai_Cpp pp Opp p CRIT_Pri_Opp pp p p

N Valid 70 70 70 70 70 70 70 70 70
Missing 0 0 0 0 0 0 0 0 0

Mean 3.51 331 347 3.50 3.33 3.56 3.53 353 3.36
Median 4.00 3.00 4.00 4.00 3.00 4.00 4.00 4.00 3.00
Std. Deviation 1.046 1.001 1.086 1.126 1.018 1,283 1.282 1.213 1.143
Skewness -1.017 -.764 -762 -.658 -707 -.482 -532 -571 - 267
Std. Error of Skewness 287 287 287 287 287 287 287 287 287
Kurtosis 798 506 275 044 426 -.829 -816 -460 -.508
Std. Error of Kurtosis 566 566 566 566 566 566 566 566 566

In all risk areas, the mean score exceeds 3, invalidating the null hypothesis. There is a
general perception amongst the IT practitioners that the lack of strict regulations across risk
areas is actually positively affecting adoption.

Out of nine risk areas, Privacy (mean score 3.56), Safety (mean score 3.53),
Security (mean score 3.53), and Accountability (mean score 3.51) are the top areas
experiencing greater adoption due to lax regulations. However, Privacy (skewness score

1.293, SD) and Safety (skewness score 1.282, SD) also exhibit high skewness.

Table 4.14: Privacy Score Distribution (Research Question 3), Source: author’s SPSS
output, 2025

CRIT_Pri_Opp

5 Mean = 3

.56
Std. Dev.=1.293
M=70

/7 N\

Frequency

0 1 2 3 4 5 6

CRIT_Pri_Opp
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Table 4.15: Safety Score Distribution (Research Question 3), Source: author s SPSS output,
2025

CRIT_Safety_Opp

2 Mean = 3 53

Stel. Dev.=1.282

N=70

20

Frequency

w

1} 1 2 3 4 5 6

CRIT_Safety_Opp

Table 4.16: Security Score Distribution (Research Question 3), Source: author’s SPSS
output, 2025

CRIT_Sec_Opp

25 Mean = 3.53
Std. Dev. = 1.213
N=70

Frequency

/

w

o 1 2 3 4 5 6

CRIT_Sec_Opp
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Table 4.17: Accountability Score Distribution (Research Question 3), Source: authors
SPSS output, 2025

CRIT_Acc_Opp

40 Wean = 351
Std. Dev. = 1.046
N=70

30

20

Frequency

1] 1 2 3 4 5 [

CRIT_Acc_Opp

Inferential Analysis (Hypothesis Testing) was used to statistically test if the mean score for
each risk is significantly greater than the neutral value of 3.

A one-sample T-test compares the mean of a single sample (e.g., the response for
CRIT Privacy Opp) to a test value 3 (the neutral point).

Using SPSS and a One-Sample T-Test, a two-tailed p-value was calculated. Since
the hypothesis is one-tailed (directional), the reported 2-tailed value is divided by 2 to get

the corrected one-tailed p-value.
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Table 4.18: One-Sample T-Test (Research Question 3), Source: author s SPSS output, 2025

One-Sample Test
TestValue=3
95% Confidence Interval of the
Significance Mean Difference
t df One-Sided p - Two-Sided p Difference Lower Upper

CRIT_Acc_Cpp 4114 69 =001 =001 514 26 76
CRIT_Fai_Opp 2.628 69 005 011 314 08 55
CRIT_Trans_Opp 3.630 69 =001 =001 471 21 73
CRIT_Explain_Cpp 3715 69 =.001 <.001 500 23 T7
CRIT_Resi_Opp 2.702 69 004 008 329 .08 A7
CRIT_Pri_Cpp 3.606 649 =001 =001 1557 25 a7
CRIT_safety_Opp 3.449 69 =001 =.001 529 22 .83
CRIT_Sec_Opp 3.647 64 =001 =001 529 24 a2
CRIT_Sus_Opp 2,615 69 005 011 387 08 63

Refer to Table 4.18, 1-tailed p-value (Two-sided p/2) is less than the alpha level (.05), so
the null hypothesis is rejected. For a specific risk (e.g., Privacy), if the one-tailed p-value
is < 0.05 and the Mean Difference is positive, then we can reject Ho. There is significant
evidence that the lack of regulation regarding privacy risks is perceived as providing more
opportunities for adoption.

Regression analysis for Business-critical applications: While the one-sample t-
test tells us if the perception for each risk is significantly above neutral, regression can
answer more complex questions. Can we predict an overall "Adoption Opportunity" score
based on the perceived gaps in all nine risks simultaneously? Which specific risk gaps (e.g.,
lack of Accountability vs. lack of Privacy) are the strongest unique drivers of the adoption
perception?

Using SPSS, a composite dependent variable, CRIT Overall Adoption Opp, was

created to build the linear regression model with nine risk gaps.
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Table 4.19: Model Summary (Research Question 3), Source

. author'’s SPSS output, 2025

Model Summary®

Adjusted B Std. Error ofthe
Maodel R F Square Square Estimate

1 541 ® .293 186 .89450

a. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap,
Safe_Gap, Res_Gap, Fai_Gap, Trans_Gap, Pri_Gap,
Sec_Gap

b. DependentVariahle: CRIT_Overall_Adoption_Opp

R? indicates the proportion of variance in the overall adoption opportunity score that is

explained by all nine perceived regulatory gaps combined.

Refer to Table 4.19. An R? of

0.293 suggests that the model accounts for 29.3% of the variation in adoption opportunity

perceptions.

Table 4.20: ANOVA (Research Question 3), Source: author’s SPSS output, 2025

ANOVA®
Sum of
Model Squares df Mean Sqguare F Sig.
1 Fegression 19.848 9 2.2056 2. 756 oog®
Residual 48.008 &0 800
Total 67.856 69

a. DependentVariahle: CRIT_Overall_Adoption_Opp

Trans_Gap, Pri_Gap, Sec_Gap

b. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap, Safe_Gap, Res_Gap, Fai_Gap,

Sig. (p-value): This tests whether the overall regression model is statistically significant.

Our Sig. (p-value) is .009, which is less than .05 (Table 4.20). The combination of all nine

risk gaps significantly predicts the dependent variable, CRIT Overall Adoption Opp. It

indicates that our model is superior to simply using the mean.
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Table 4.21: Coefficients (Research Question 3), Source: author s SPSS output, 2025

Coefficients”
Standardized
Unstandardized Coefficients Coefficients 95.0% Confidence Intzrval for B Caorrelations

Model E Std. Error Eeta t Sig. Lower Bound  UpperBound  Zerc-order  Partial Fart

1 (Constant) 1.842 451 4.083 =001 940 2.745
Acc_Gap -.074 142 -.084 e 603 -359 21 310 -.067 -.057
Fai_Gap 14 195 13 586 560 -.276 505 374 075 064
Trans_Gap 355 180 403 1.966 054 -.006 715 486 246 23
Expl_Gap -.063 147 -.075 -431 668 -.357 230 326 -.056 -.047
Res_Gap -011 155 -.011 -.068 946 -320 .289 229 -.009 -.007
Pri_Gap 103 158 136 650 518 -213 418 419 084 071
Safe_Gap 186 208 214 696 374 -229 602 433 15 087
Sec_Gap 001 212 001 .006 996 -422 424 A16 .001 .001
Sus_Gap -138 170 -158 -814 419 -478 201 289 -104 -.088

a. Dependent Variable: CRIT_Overall_Adoption_Opp

Based on the above Coefficient table (Table 4.21), the Transparency regulation gap has the
highest Standardized Coefficient Beta, 0.403. T & Sig. (p-value) tests if the coefficient for
each independent variable (regulation gaps) is significantly different from zero. A p-value
< .05 means this specific regulatory gap is a unique, significant predictor of adoption

opportunity. Safety is an essential but weaker driver (B = 0.214, p = 0.374).

Business-support application of generative Al

Using SPSS, Descriptive Statistics (Mean, Median, Standard Deviation, Skewness,

and Kurtosis) were calculated for each risk area.

Table 4.22: Descriptive Statistics (Research Question 3), Source: authors SPSS output,
2025

Statistics
Support_Acc_  Suppor_Fai_O  Suppor_Trans Suppor_Explai Support_Resi_  Support_Pri_Q  Support_Safety  Support_Sec_  Suppor_Sus_
Opp pp _Opp n_Opp Opp Pp _Opp Opp Opp

N Valid 70 70 [i1:] 70 T 70 70 70 70
Missing 0 0 2 0 0 0 0 0 0

Mean 343 3.40 34 i 337 347 350 349 333
Median 4.00 3.00 3.00 350 3.00 3.00 4.00 3.50 3.00
Stil. Deviation 1.057 999 1.011 1.014 1.010 1.126 1.164 1.201 1.113
Skewness -715 -525 - 466 -403 -376 -.335 -5 -.30 -.300
Std. Error of Skewness 287 287 291 287 287 287 (287 287 287
Kurtosis 404 240 237 -169 136 - 464 -428 -.829 -.400
Stel. Error of Kurtosis 566 566 a74 566 566 566 566 566 566
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In all risk areas, the mean score exceeds 3, invalidating the null hypothesis. There is a
general perception that the lack of strict regulations across risk areas is actually positively
affecting adoption.

Among the nine risk areas, Safety (mean score 3.50), Security (mean score 3.49),
Privacy (mean score 3.47), and Accountability (mean score 3.51) are the top drivers for

adoption due to lax regulations.

Table 4.23: Support Safety Score (Research Question 3), Source: author’s SPSS output,
2025

Support_Safety_Opp

25 Mean =33
Std. Dev. = 1.164
M=70

20

o

Frequency

/

=]

o 1 2 3 4 5 5]

Support_Safety_Opp
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Table 4.24: Support Security Score (Research Question 3), Source: author’s SPSS output,
2025

Support_Sec_Opp

5 Mean = 3.49
Std. Dev. = 1.201
N=70

Frequency

1] 1 2 3 4 5 3

Support_Sec_Opp

Table 4.25: Support Privacy Score (Research Question 3), Source: author’s SPSS output,
2025

Support_Pri_Opp

Mean = 3 47
Stcl. Dev.=1126
N=70

25

20

Frequency

o 1 2 3 4 B [

Support_Pri_Opp
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Table 4.26: Support Accountability Score (Research Question 3), Source: author’s SPSS
output, 2025

Support_Acc_Opp

30

5
S

Frequency

1] 1 2 3 4 5 3

Support_Acc_Opp

Inferential Analysis (Hypothesis Testing) was conducted to statistically test if the mean
score for each risk is significantly greater than the neutral value of 3. A one-sample T-test
compares the mean of a single sample (e.g., the response for Support_Safety Opp) to a test
value 3 (neutral point).

Using SPSS and a One-Sample T-Test, a two-tailed p-value was calculated. Since
the hypothesis is one-tailed (directional), the reported 2-tailed value is divided by 2 to get

the corrected one-tailed p-value.
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Table 4.27: One-Sample Test (Research Question 3), Source: author’s SPSS output, 2025

One-Sample Test
TestValue=3
95% Confidence Interval of the
Significance Mean Difference
t df One-Sided p Two-Sided p Differance Lower Upper
Support_Acc_Opp 3.391 69 =001 001 429 18 68
Support_Fai_Opp 3.352 69 =.001 001 400 16 64
Support_Trans_Opp 3.358 67 =001 001 412 AT 66
Support_Explain_Qpp Ny 69 =.0Mm .00 414 AT B6
Support_Resi_Opp 3078 69 001 .003 a7 13 61
Support_Pri_Opp 3.504 69 =.001 =001 471 .20 T4
Support_Safety_Opp 3594 69 =001 =001 500 .22 78
Support_Sec_Opp 3.384 69 <.001 001 486 .20 v
Support_Sus_Opp 2470 69 .008 016 329 .06 58

Refer to Table 4.27, 1-tailed p-value (Two-sided p/2) is less than the alpha level (.05), so
the null hypothesis is rejected. For a specific risk (e.g., Privacy), if the one-tailed p-value
is < 0.05 and the Mean Difference is positive, then we can reject Ho. There is significant
evidence that the lack of regulation regarding privacy risks is perceived as providing more
opportunities for adoption.

Regression analysis for Business-support applications: While the one-sample t-
test tells us if the perception for each risk is significantly above neutral, regression can
answer more complex questions. Can we predict an overall "Adoption Opportunity" score
based on the perceived gaps in all nine risks simultaneously? Which specific risk gaps are
the strongest unique drivers of the adoption perception?

Using SPSS, a composite dependent variable, Support Overall Adoption_Opp,

was created to build the linear regression model with nine risk gaps.
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Table 4.28: Support Model Summary (Research Question 3), Source: author’s SPSS output,
2025

Model Summary®

Adjusted R Std. Error ofthe
Model R R Square Square Estimate

1 E11# 262 81 BM37

a. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap,
Safe_Gap, Res_Gap, Fai_Gap, Trans_Gap, Pri_Gap,
Sec_Gap

b. Dependent Variable: Support_Overall_Adoption_Opp

R? indicates the proportion of variance in the overall adoption opportunity score that is
explained by all nine perceived regulatory gaps combined. Refer to Table 4.28. An R? of
0.262 suggests that the model accounts for 26.2% of the variation in perceptions of

adoption opportunities.

Table 4.29: Support ANOVA (Research Question 3), Source: author s SPSS output, 2025

ANOVA®
Sum of
Maodel Squares df Mean Sguare F Sig.
1 Regression 14.340 g 1.583 2,362 023°
Residual 40,4749 60 BT5
Total 54819 69
a. DependentVariahle: Support_OQverall_Adoption_Opp
b. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap, Safe_Gap, Res_Gap, Fai_Gap,
Trans_Gap, Pri_Gap, Sec_Gap

Sig. (p-value): This tests whether the overall regression model is statistically significant.
Our Sig. (p-value) is .023, which is less than .05, we can conclude that the combination of
all  nine risk gaps  significantly  predicts the  dependent  variable,
Support_Overall Adoption_Opp. It indicates that our model is superior to simply using the

mean.
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Table 4.30: Support Coefficient (Research Question 3), Source: author s SPSS output, 2025

Coefficients®
Standardized
Unstandardized Coefficients Coefficients 95.0% Confidence Interval for B Correlations

Madel B Std. Error Beta t Sig. Lower Bound ~ UpperBound  Zero-order  Partial Part

1 (Constant) 2.074 414 5.005 =001 1.245 2,802
Acc_Gap -013 13 -016 -.096 924 -274 .249 .309 -012 -011
Fai_Gap (061 179 {067 .340 T35 -.298 420 352 044 .038
Trans_Gap .387 166 .489 2.334 023 .055 .78 ATE .289 .259
Expl_Gap -.149 135 - 196 -1.107 273 -418 20 256 -141 -123
Res_Gap 035 142 041 248 805 -.249 3149 235 032 028
Pri_Gap .048 145 071 334 740 -.242 339 357 043 .037
Safe_Gap 64 1491 .208 .B59 394 -218 546 378 10 085
Sec_Gap -.066 194 -.085 -.340 735 -.455 323 358 -.044 -.038
Sus_Gap -.066 156 -.084 -.423 674 -.378 246 288 -.055 -.047

a. Dependent Variahle: Support_Overall_Adoption_Opp

Based on the above Coefficient table (Table 4.30), the Transparency regulation gap has the
highest Standardized Coefticient Beta, 0.489. T & Sig. (p-value) tests if the coefficient for
each independent variable (regulation gaps) is significantly different from zero. A p-value
< .05 means this specific regulatory gap is a unique, significant predictor of adoption
opportunity. Explainability is an essential but weaker driver (B =0.196, p =0.273).
Creativity (Innovation) application of generative Al: Using SPSS, Descriptive
Statistics (Mean, Median, Standard Deviation, Skewness, and Kurtosis) were calculated

for each risk area.

Table 4.31: Creativity Statistics (Research Question 3), Source: author s SPSS output, 2025

Statistics
Creativity_Acc_  Creativity_Fai_  Creativity_Tran  Creativity_Expl = Creativity_Resi  Creativity_Pri_  Creativity_Safet = Creativity_Sec_  Creativity_Sust
Opp Opp s_Opp ain_Opp _Opp Opp y_Opp Opp ain_Opp

N Valid 70 70 70 70 70 70 70 70 70
Missing 0 ] 0 0 0 0 ] 0 ]

Mean 353 3.34 3.46 3.50 R 3.40 3.40 357 3.29
Median 4.00 3.00 4.00 4.00 4.00 3.00 350 4.00 3.00
Std. Deviation 1.139 1.048 1.086 1.139 1.070 1.256 1.267 1.258 1.118
Skewness -.740 - 425 - T26 -.424 - 465 -.309 -318 -A871 -337
Std. Error of Skewness 287 .287 287 287 287 287 .287 287 287
Kurtosis 029 -.270 239 -.500 -.254 -875 -.832 -.628 -33
Std. Error of Kurtosis 66 566 566 566 566 66 566 66 566

In all risk areas, the mean score exceeds 3, invalidating the null hypothesis. There is a
general perception that the lack of strict regulations across risk areas is actually positively

affecting adoption.
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Security (mean score 3.57), Accountability (mean score 3.53), and Explainability

(mean score 3.50) are the top areas experiencing greater adoption due to lax regulations.

Table 4.32: Creativity Security Statistics (Research Question 3), Source: author'’s SPSS
output, 2025

Creativity_Sec_Opp

3 Mean = 357
Ste. Dev. = 1.258
=70

20

Frequency

o 1 2 3 4 5 [

Creativity_Sec_Opp

Table 4.33: Creativity Accountability Statistics (Research Question 3), Source: authors
SPSS output, 2025

Creativity_Acc_Opp

30 Mean = 3.53
Std. Dev. = 1139
N=70

20

Frequency

1] 1 2 3 4 5 5]

Creativity_Acc_Opp
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Table 4.34: Creativity Explainability Statistics (Research Question 3), Source: authors
SPSS output, 2025

Creativity_Explain_Opp

25 Wean =35
Std. Dev.=1.139
M=70

20

Frequency

o 1 2 3 4 5 B

Creativity_Explain_Opp

Inferential Analysis (Hypothesis Testing) was used to statistically test if the mean score for
each risk is significantly greater than the neutral value of 3. A one-sample T-test compares
the mean of a single sample (e.g., the response for Support_Safety Opp) to a test value (3
here, representing the neutral point).

Using SPSS and a One-Sample T-Test, a two-tailed p-value was calculated. Since
the hypothesis is one-tailed (directional), the reported 2-tailed value is divided by 2 to get

the corrected one-tailed p-value.
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Table 4.35: Creativity One-Sample Test (Research Question 3), Source: author’s SPSS
output, 2025

One-Sample Test
TestWalue=3
95% Confidence Interval ofthe
Significance Mean Difference
t df One-Sided p  Two-Sided p Difference Lower Upper
Creativity_Acc_Opp 3.884 69 =.001 =.001 529 26 .80
Creativity_Fai_Opp 2.737 69 004 .0oa 343 .0a 54
Creativity_Trans_Opp 3.522 69 =.001 =.001 457 .20 72
Creativity_Explain_Opp 3673 69 =.001 =.001 500 23 T
Creativity_Resi_COpp 3.240 69 <.001 .0o2 414 16 67
Creativity_Pri_0Opp 2665 69 005 010 400 10 70
Creativity_Safety_Opp 2641 69 005 010 400 10 70
Creativity_Sec_Cpp 3.801 69 <.001 =.001 571 27 87
Creativity_Sustain_0Opp 2138 69 018 036 .2B6 .02 55

Refer to Table 4.35, 1-tailed p-value (Two-sided p/2) is less than the alpha level (.05), so
the null hypothesis is rejected. For a specific risk (e.g., Privacy), if the one-tailed p-value
is < 0.05 and the Mean Difference is positive, then we can reject Ho. There is significant
evidence that the lack of regulation regarding privacy risks is perceived as providing more
opportunities for adoption.

Regression analysis for Creativity applications: While the one-sample t-test tells
us if the perception for each risk is significantly above neutral, regression can answer more
complex questions. Can we predict an overall "Adoption Opportunity" score based on the
perceived gaps in all nine risks simultaneously? Which specific risk gaps are the strongest
drivers of the perception that adoption is enabled?

Using SPSS, a composite dependent variable, Creativity Overall Adoption_Opp,

was created to build the linear regression model with nine risk gaps.
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Table 4.36: Creativity Model Summary (Research Question 3), Source: author’s SPSS
output, 2025

Model Summary®

Adjusted R Std. Error ofthe
Model R R Square Square Estimate

1 5647 A8 216 87070

a. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap,
Safe_Gap, Res_Gap, Fai_Gap, Trans_Gap, Pri_Gap,
Sec_Gap

b. Dependent Variable: Creativity_Owverall_Adoption_Opp

R? indicates the proportion of variance in the overall adoption opportunity score that is
explained by all nine perceived regulatory gaps combined. An R? 0o 0.216 suggests that the
model accounts for 21.6% of the variation in adoption opportunity perceptions.

An R? 0f 21.6% is highly unlikely to occur by chance if the nine risk gaps truly had
no relationship with the adoption opportunity score. It confirms that the perceived
regulatory gaps are meaningfully related to the overall adoption opportunity score.

The primary limitation is that 78.4% (100 - 21.6) of the variance in the adoption
opportunity score remains unexplained by the model. While the model identifies a clear
signal, that signal is relatively weak compared to the overall "noise" in the data. This model
may not be used to predict a new adoption opportunity score because it misses most of the
influencing factors.

In practical terms, the model is better suited for explanation and insight than for
precise forecasting. It indicates that regulatory gaps matter, but it cannot reliably predict

the exact outcome.
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Table 4.37: Creativity ANOVA (Research Question 3), Source: author’s SPSS output, 2025

ANOVA?®
Sum of
Model Squares df Mean Square F Sig.
1 Fegression 21.232 9 2.359 312 o04®
Residual 45 487 60 758
Tatal 66.720 69
a. Dependent Variahle: Creativity_Owverall_Adoption_Opp
b. Predictors: (Constant), Sus_Gap, Acc_Gap, Expl_Gap, Safe_Gap, Res_Gap, Fai_Gap,
Trans_Gap, Pri_Gap, Sec_Gap

Sig. (p-value): This tests whether the overall regression model is statistically significant.
Our Sig. (p-value) is .004, which is less than .05, we can conclude that the combination of
all  nine risk gaps  significantly  predicts the dependent  variable,
Creativity Overall Adoption Opp. It indicates that our model is superior to simply using

the mean.
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Table 4.38: Creativity Coefficients (Research Question 3), Source: author’s SPSS output,
2025

Coefficients®

Standardized

Unstandardized Coefficients Coefficients 95.0% Confidence Interval for B Correlations

Maodel B Std. Error Beta t Sig. Lower Bound  UpperBound  Zerc-order Partial Part

1 (Constant) 1.758 439 4.002 =.001 879 2.636
Acc_Gap =101 139 - 115 -.726 471 -378 ATT 275 -.093 -077
Fai_Gap 076 1480 075 308 692 -.308 456 351 051 042
Trans_Gap 463 176 531 2.634 011 11 814 502 322 281
Expl_Gap -.181 143 -.228 -1.339 186 - 477 0G4 257 =170 -143
Res_Gap 103 151 10 686 495 -.198 404 284 .ngs 073
Pri_Gap -.054 154 -.073 -.352 716 -.362 .254 349 -.045 -.038
Safe_Gap 313 202 .363 1.550 126 -.081 .78 420 196 165
Sec_Gap -.138 206 - 161 -.670 506 -.550 274 383 -.086 -.071
Sus_Gap .037 165 .043 .226 822 -.283 .368 .378 .029 .024

a. Dependent Variahle: Creativity_Overall_Adoption_Opp

Based on Table 4.38, the Transparency regulation gap has the highest Standardized
Coefficient Beta, 0.531. t & Sig. (p-value) tests if the coefficient for each independent
variable (regulation gaps) is significantly different from zero. A p-value < .05 means this
specific regulatory gap is a unique, significant predictor of adoption opportunity. Safety
has the second-highest Standardized Coefficient Beta, 0.363.

The analysis reveals that the perceived regulatory gaps are not equally important.
Efforts to understand adoption drivers should focus primarily on the lack of Transparency
and Safety regulations, as these are the areas where the absence of rules is most strongly
correlated with a perception of opportunity for creativity application adoption.

Multivariate Analysis of Variance (MANOVA): This is a classic scenario for
Multivariate Analysis of Variance (MANOVA), as we are dealing with three distinct
dependent variables (DVs), each measured across the same set of nine independent
variables (IVs) for the same respondents. The goal was to understand how perceptions of
regulatory gaps (IVs), both collectively and individually, influence the propensity to adopt
across three application contexts (DVs): Business-critical, Business-support, and

Creativity. MANOVA assesses the effect of multiple IVs on multiple related DVs
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simultaneously. It controls inflated Type 1 error that may occur if three separate ANOVAs
are run, as was done in this case. It can also test if [Vs affect the DVs differently.

Using SPSS, Multivariate analysis was conducted.
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Table 4.39: Multivariate Test (Research Question 3), Source: author’s SPSS output, 2025

Multivariate Tests”
Partial Eta
Effect Walue F Hypothesis df Error df Sig. Squared
Intercept Pillai's Trace 285 8.075" 3.000 58.000 =.0Mm 285
Wilks' Lambda 705 5.075° 3.000 58.000 =.001 .295
Hotelling's Trace A8 8.075" 3.000 58.000 =.0Mm 285
Roy's Largest Root 418 5.075° 3.000 58.000 =.001 .295
Acc_Gap Pillai's Trace .029 56gb 3.000 58.000 638 .029
Wilks' Lambda 871 56aP 3.000 58.000 638 .02a
Hotelling's Trace .029 56gb 3.000 58.000 638 .029
Roy's Largest Root 0249 56aP 3.000 58.000 638 .02a
Fai_Gap Pillai's Trace .0ov 144k 3.000 58.000 8933 007
Wilks' Lambda 893 1440 3.000 58.000 833 007
Hotelling's Trace .0ov 144k 3.000 58.000 8933 007
Roy's Largest Root 007 1440 3.000 58.000 8933 007
Trans_Gap Pillai's Trace 06 2281 3.000 58.000 089 06
Wilks' Lambda .B94 2.281"° 3.000 58.000 089 06
Hotelling's Trace 18 2281 3.000 58.000 089 06
Roy's Largest Root 18 2.281"° 3.000 58.000 089 06
Expl_Gap Pillai's Trace 041 .B3o® 3.000 58.000 483 041
Wilks' Lambda 859 B3t 3.000 58.000 483 041
Hotelling's Trace 043 .B3o® 3.000 58.000 483 041
Roy's Largest Root 043 B3t 3.000 58.000 483 041
Res_Gap Pillai's Trace 016 317P 3.000 58.000 813 016
Wilks' Lambda 884 3170 3.000 58.000 813 016
Hotelling's Trace 016 317P 3.000 58.000 813 016
Roy's Largest Root 016 3178 3.000 58.000 813 016
Pri_Gap Pillai's Trace 027 537P 3.000 58.000 659 027
Wilks' Lambda 873 537k 3.000 58.000 659 027
Hotelling's Trace .028 537P 3.000 58.000 659 027
Roy's Largest Root .028 537k 3.000 58.000 659 027
Safe_Gap Fillai's Trace 046 933P 3.000 58.000 AN 046
Wilks' Lambda 854 933* 3.000 58.000 AN D46
Hotelling's Trace 048 933P 3.000 58.000 43 046
Roy's Largest Root 048 933* 3.000 58.000 AN D46
Sec_Gap Fillai's Trace 014 269P 3.000 58.000 847 014
Wilks' Lambda 886 269" 3.000 58.000 847 014
Hotelling's Trace 014 269P 3.000 58.000 847 014
Roy's Largest Root 014 269" 3.000 58.000 847 014
Sus_Gap Fillai's Trace 0249 574P 3.000 58.000 631 .02a
Wilks' Lambda 87 57gb 3.000 58.000 B3 .029
Hotelling's Trace .030 574P 3.000 58.000 631 .02a
Roy's Largest Root .030 57gb 3.000 58.000 B3 .029
a. Design: Intercept + Acc_Gap + Fai_Gap + Trans_Gap + Expl_Gap + Res_Gap + Pri_Gap + Safe_Gap +
Sec_Gap + Sus_Gap
b. Exact statistic
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Multivariate Tests Table (Pillai's Trace): This is the primary test, a significant Sig.
Value (p < .05) for any of the covariates (e.g., Transparency Gap) indicates that this
particular regulatory gap has a significant overall effect on the combination of the three
adoption contexts. Of the nine risk areas, Transparency Gap has the lowest Sig. Value (p =
0.089) that indicates a lack of strict transparency regulations has a better impact (positive)
on the adoption of generative Al applications across Business-critical, Business-support,

and Creativity.
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Table 4.40: Multivariate Between-Subjects (Research Question 3), Source: author s SPSS
output, 2025

Tests of Between-Subjects Effects
Type Il Sum of Partial Eta

Soures Dependent Variable Squaraes df Mean Square F Sig. Squarad

Corrected Model CRIT_Overall_Adoption_0O 19.848% g 2.205 2.7586 .0og 283
PR
Support_Overall_Adoption_ 14,340"% 9 1.593 2,362 .023 262
Opp
Creativity_Overall_Adoption 21.232° ] 2.359 3112 004 318
_Opp

Intercept CRIT_Cverall_Adoption_O 13.338 1 13.338 16.669 =.001 217
PR
Support_Overall_Adoption_ 16,900 1 16,900 25.050 =001 .295
Opp
Creativity_Overall_Adoption 12144 1 12,144 16.019 =.001 211
_Opp

Acc_Gap CRIT_Cverall_Adoption_O 218 1 .218 273 603 .00s
PR
Support_Overall_Adoption_ 006 1 006 009 924 .000
Opp
Craativity_Overall_Adoption 400 1 400 527 471 .009
_Opp

Fai_Gap CRIT_Cverall_Adoption_0O 274 1 274 343 560 .006
PR
Support_Overall_Adoption_ 078 1 078 1186 735 .002
Opp
Craativity_Overall_Adoption 120 1 120 168 692 .003
_Opp

Trans_Gap CRIT_Cverall_Adoption_0O 3.091 1 3.091 3.864 054 .060
PR
Support_Overall_Adoption_ 3676 1 3,676 5448 023 .083
Opp
Creativity_Overall_Adoption 5.262 1 5262 6941 011 104
_Opp

Expl_Gap CRIT_Overall_Adoption_0O 148 1 A48 A86 668 603
PR
Support_Overall_Adoption_ 8286 1 826 1,225 273 .020
Opp
Creativity_Overall_Adoption 1.360 1 1.360 1.793 1886 028
—Opp

Res_Gap CRIT_Cverall_Adoption_©O .oon4 1 .0o4a o0& G486 .ooo
PR
Support_Overall_Adoption_ 042 1 042 062 B0S 001
Opp
Creativity_Overall_Adoption 357 1 357 AT 485 .oog
_Opp

Pri_Gap CRIT_Cverall_Adoption_©C 338 1 .338 423 518 Nilika
PR
Support_Overall_Adoption_ 075 1 075 11 740 .002
Opp
Creativity_Overall_Adoption 094 1 094 124 728 .0o2
_Opp

Safe_Gap CRIT_Cverall_Adoption_©O G43 1 Bd3 BO3 374 013
PR
Support_Overall_Adoption_ 498 1 498 739 394 012
Opp
Creativity_Ovarall_Adoption 1.821 1 1.821 2402 A28 .038
_Opp
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Table 4.40: Multivariate Between-Subjects (Research Question 3), Source: author s SPSS
output, 2025 (continued)

Sac_Gap CRIT_Overall_Adoption_0O 2.461E-5 1 2461E-5 .000 996 000
PR
Support_Overall_Adoption_ 078 1 078 115 735 002
Opp
Creativity_Overall_Adoption 340 1 340 448 506 007
_Opp
Sus_Gap CRIT_Overall_Adoption_O 530 1 530 662 419 01
pp
Support_Overall_Adoption_ A1 1 121 179 674 003
Opp
Creativity_Ovarall_Adoption 039 1 039 05 822 001
_Opp
Error CRIT_Overall_Adoption_0O 48.008 60 800
pp
Support_Ovarall_Adoption_ 40,479 60 675
Opp
Creativity_Overall_Adoption 45,487 60 758
_Opp
Total CRIT_Overall_Adoption_O 903.716 70
pp
Support_Overall_Adaption_ 876,438 70
Opp
Creativity_Overall_Adoption 891,864 70
_Opp
Corrected Total  CRIT_Overall_Adoption_0O 67.856 69
pp
Support_Overall_Adoption_ 54819 69
Opp
Craativity_Overall_Adoption 66.720 69
_Opp
a. R Squared = .293 (Adjusted R Squared = .186)
b. R Squared = 262 (Adjusted R Squared = .151)
¢. R Squared = 318 (Adjusted R Squared = .216)

Tests of Between-Subjects Effects: This is a series of univariate ANOVAs, one for each
DV. For a significant IV from the Multivariate test, this table shows which specific
adoption context (e.g., Critical vs. Support) is being driven by that IV. The Partial Eta
Squared (n?) column tells the effect size (e.g., .01=small, .06=medium, .14=large).

Key findings: The Transparency gap has the highest impact on adoption in the Creativity
application (n? = .104), followed by Business Support (n* = .083) and Business-Critical
applications (n? = .06). The accountability and Resilience gaps have the lowest impact on

adoption across all three applications.
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4.4 Research Question Four

RQ4 What copyright, privacy, bias, toxicity, and misinformation risks are
introduced by the input data during the adoption for productivity and innovation use cases
by IT service companies?

The adoption of generative Al by IT service companies for productivity and
innovation is a complex process. It involves a multi-stage supply chain in which data risks
are introduced at different stages. Understanding these risks required a thorough
examination of the generative Al value chain, from data collection to end-user application.

Before delving into specific risks, it is crucial to understand the structure of the
generative Al ecosystem. Unlike traditional software, generative Al is a supply chain
involving multiple actors, as illustrated in Figure 4.0, the Generative Al Value Chain (Lee

etal., 2024).
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Figure 4.0: Generative Al Value Chain, Source: (Lee et al., 2024)
The value chain includes:

Data Collection Companies - Entities like EleutherAl and LAION that scrape and
aggregate massive datasets from the internet, including text, images, code, and other digital
content. These datasets serve as the raw material for pre-training foundational models. Data
collection companies may not curate data to address different risks, including privacy,
copyright, and bias.

Al Modeling Companies - Organizations like OpenAl, Google DeepMind, and

Meta that develop foundation models. They train these models on the collected datasets, a

process requiring immense computational resources.
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Downstream Deployers (IT Service Companies) - This is the stage where most
service companies operate. They take a pre-trained foundation model and fine-tune it for
specific tasks (e.g., customer service automation, code generation, document
summarization). This fine-tuning may involve adding proprietary or third-party data.

Al Users - The end-users who interact with the application built by the deployer.
They provide prompts, which constitute new input data, and receive generated outputs.

This layered value chain creates a mixed set of responsibilities and potential
liabilities. A risk originating in the data collection phase can manifest in the output seen by
an end-user. Since the data has moved through multiple layers, it’s hard to assign
accountability. "The complexity of copyright law in the context of generative Al systems
is profound, and these issues are intricately connected" (Lee et al., 2024). This
interconnectedness is equally true for other data-related risks like privacy, bias, toxicity,
and misinformation. Each input data risks identified in the Literature Review section are
analyzed in detail here to understand in IT service context.

Copyright Infringement: Copyright risk is arguably the most legally contentious
issue in the generative Al supply chain. It permeates multiple stages of the value chain. The
core of the problem lies in training, both in creating the foundation model and in subsequent
fine-tuning. The end user can further add new data to a fine-tuned model that may have
copyrighted data. As defined, an Al model is "a program trained on a large set of data with
the ability to identify patterns in that data to produce relevant outputs" (G sell, 2024). When
a large dataset includes copyrighted material scraped from the web without explicit

permission, the act of training itself may constitute copyright infringement.
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1 Creation of

expressive works
5 . IN:Content
Data Creation OUT:Data
3 Dataset Collection/ IN:Data
Curation QUT:Dataset
4 Model IN:Dataset
(Pre-)Training QUT:Base model
5 Model IN:Base model
Fine-tuning OUT:Fine-tuned model

6  Deployment

7  Generation

Figure 3.2: Al value chain, Source (Paul & Sarkar, 2023)
For better readability, Figure 3.2 is re-illustrated here.

Risks at the Data Collection and Model Training Stages (Stages 1-4):
Data collection companies and Al modelers introduce the initial and most significant
copyright risk. Foundation models are "trained on an extensive amount of data, often
collected from the internet through web scraping" (Gutierrez et al., 2022). This practice,
while efficient, rarely involves seeking licenses from the copyright holders of the billions
of works ingested (Lee et al., 2024). The legal argument often used by Al companies is that
of fair use, which permits limited use of copyrighted material. The companies argue that
training an Al to understand statistical patterns in language and images is a transformative

fair use (Lee et al., 2024).
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However, this has not yet been legally tested. The outcome of ongoing copyright
infringement lawsuits will hinge on questions such as whether copying entire works for
commercial training purposes is fair. Also, whether the resulting model, which can generate
content similar to the training data, creates a substitute for the original works. The reliance
on Internet sources and the scale of scraped datasets make it very challenging to determine
the origins of individual data examples (Lee ef al., 2024). This means that an IT service
company fine-tuning a model has no clear way of verifying the legal provenance of the
model's foundational knowledge.

Furthermore, the datasets themselves can be copyrighted. Copying the dataset as a
whole without permission could constitute infringement, separate from any infringement
on the underlying works the dataset comprises (Lee et al., 2024). This adds another layer
of potential liability.

Risks at the Fine-Tuning and Deployment Stage (Stage 5-7):

This is the stage where IT service companies are most active. When an IT service company
fine-tunes a foundation model for a specific client or use case, it typically introduces new
data. If this fine-tuning dataset includes proprietary client data or third-party licensed data,
the company must ensure it has the rights to use that data for this purpose. However, a more
serious risk is that the fine-tuning process can amplify the model's propensity to reproduce
copyrighted content used during initial training. Suppose a service company fine-tunes a
model to write in a specific corporate tone. In that case, the model can generate text similar
to a copyrighted news article from its training data, and the IT service company and its
client could face liability.

Risks at the User Interaction Stage (Stage 8):

The user also introduces copyright risk. The liability of the creator of a generative-Al

system can be influenced by the prompts that its users provide (Lee et al., 2024). For
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example, a user might prompt a model with, "Write a story in the style of J.K. Rowling,"
or "Generate an image in the style of Picasso." While the model may not directly copy a
specific work, its output could be considered a derivative work that infringes on the original
artist's style. The IT service company that deployed the application may be held indirectly
liable for facilitating this infringement.

To mitigate the risk of copyright infringement for their customers, some generative
Al providers have offered indemnities to their users. Google, Microsoft, Amazon,
Anthropic, and OpenAl, among others, have pledged to indemnify certain users against
intellectual property claims arising from infringing outputs (G’sell, 2024). However, these
indemnities often come with caveats, typically protecting only enterprise customers who
use the model out of the box without fine-tuning. This leaves IT service companies that
engage in custom fine-tuning potentially exposed. For these companies, conducting
thorough due diligence on the foundation models they use and carefully managing the fine-
tuning data and user prompts are critical business risk management activities.

Privacy Risks: The same data scraping practices that raise copyright concerns also
create privacy risks. Foundation models are trained on a vast corpus of publicly available
internet data. This includes large amounts of personal information, such as social media
posts, blog comments, forum discussions, public reviews, and even information scraped
from individual websites.

A key characteristic of foundational models is their ability to memorize elements
of their training data. While they are designed to generalize patterns, studies have shown
that they can regurgitate verbatim excerpts from their training sets. This can include
personally identifiable information (PII), such as email addresses and home addresses, that
was publicly available online. This risk is a direct consequence of

the homogenization described by Bommasani et al. (2022), where a single model is
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leveraged for countless tasks. An IT service company using a model for a simple task, such
as email drafting, could inadvertently produce an output containing the private contact
information of an individual whose data was scraped from a public forum years earlier.

Beyond simple memorization, the foundational models have inferential capabilities
that pose a greater threat. By aggregating information from multiple sources in its training
data, a model could potentially infer and disclose sensitive attributes about an individual.
The model might infer and generate text about an individual's political affiliations by
correlating a name with a location, employer, and social group from various data points.
This violates the fundamental principles of data privacy and protection laws, such as the
GDPR, which grant individuals the right to control how their personal data is processed.

During the Use Phase of the Al system, where it "influences the physical or virtual
environment" user prompts become a source of privacy risk (Russell et al., 2023). IT
Service companies building applications must consider that users might input sensitive,
proprietary, or personal data into the prompt. For instance, an employee might paste a
customer's personal details into a chatbot to generate a response. The service provider must
have clear policies and technical safeguards in place. The policy can cover handling,
storing, and potentially using this prompt data to train the model further. Unauthorized
retention or use of this data could lead to significant data breaches and regulatory penalties
on IT service companies.

Bias and Toxicity: Bias and toxicity are characteristic of the data on which they
are trained. The internet, the primary source of training data, is inundated with societal
prejudices, stereotypes, hate speech, and toxic language.

The emergence of model capabilities has also led to the unfortunate emergence of
biased behaviors (Bommasani et al., 2022). If a model is trained on text where certain

professions are predominantly associated with a specific gender or ethnicity, it will learn
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and reproduce those associations. For example, a model might be more likely to generate
an image of a CEO as a man or associate certain nationalities with negative stereotypes.
This happens because the model is fundamentally a pattern-matching engine. It learns from
the statistical correlations present in the data without the ethical understanding to reject
harmful stereotypes. An Al chatbot can generate discriminatory responses or offensive
content. This can potentially lead to reputational damage and legal challenges for the IT
service company.

Models trained on unfiltered internet data learn to generate toxic, abusive, and
harmful language. Foundational model developers implement guardrails or content
moderation filters to block explicitly harmful outputs. These are imperfect and can often
be circumvented by carefully crafted prompts. It’s a practice known as "jailbreaking." The
risk is that a user of an IT service company's application, either accidentally or deliberately,
could prompt the Al to generate offensive content. The IT service company could be held
responsible for this output, especially if its own fine-tuning process weakened the model's
original safety filters.

Mitigating bias and toxicity is challenging due to the opacity of foundation models.
"Since the power of foundation models stems from their emergent qualities rather than their
explicit construction, existing foundation models are challenging to understand, and they
exhibit unexpected failure modes" (Bommasani et al., 2022). An IT service company
cannot simply remove bias from a model. Bias and toxicity mitigation require continuous
effort through techniques such as careful curation of fine-tuning data, reinforcement
learning from human feedback (RLHF), and robust output testing. However, there is a
constant risk of introducing new biases. This may happen because a model developer fails
to anticipate how the model might express biases ingrained during its initial large-scale

training.
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Misinformation: Perhaps the most widely recognized risk of generative Al is its
tendency to generate believable but entirely incorrect information. Hallucination is not a
system malfunction but an inherent characteristic of how generative Al works. These
foundational models are not databases of facts or reasoning engines. They are sophisticated
systems that generate content by predicting the next most statistically likely word or pixel
based on their training. Foundational models are optimized for coherence and plausibility
rather than factual accuracy. They can generate citations to non-existent academic papers
or provide incorrect medical or legal advice with confidence. This poses a direct threat to
productivity and innovation use cases. Accuracy is critical, and misinformation can easily
erode end users' trust.

The risk is magnified by the technology's ability to generate misinformation at an
unprecedented scale and with high persuasiveness. A single individual can use these tools
to create thousands of convincing, but fake, news articles and social media posts. For IT
service companies, the risk is twofold. First, their internal use of Al for research or content
creation could lead to the dissemination of false information within the organization. This
can result in poor decision making. Second, if an Al-powered application they built for a
client provides incorrect information that causes financial or physical harm. The IT service
company could face significant liability.

When IT service companies integrate generative Al into their products, they are
exposing their credibility to the technology. If the Al frequently hallucinates or generates
false content, it damages the company's brand and trustworthiness. Managing this risk
requires implementing clear disclaimers and human-in-the-loop verification processes.
Also, avoiding deployment in high-stakes scenarios where accuracy is non-negotiable.

Conclusion: The analysis clearly demonstrates that the risks of copyright

infringement, privacy violation, bias, toxicity, and misinformation are not discrete issues
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but are deeply intertwined. They are fundamentally rooted in the generative Al supply
chain. They are direct consequences of the core generative Al technological landscape, in
which foundational models are opaque and trained on massive public datasets.
The homogenization of using a few foundation models for many tasks creates concentrated
points of failure. These risks are difficult to predict and control.

For IT service companies seeking to adopt generative Al to boost productivity and
innovation, these data-related risks require a holistic risk-management approach. It is not
sufficient to evaluate an Al tool's final output. A comprehensive due diligence process for
internal Al governance must be undertaken. This should include the provenance of
Foundation Models and the training practices of model providers. A robust method to
ensure that data used for fine-tuning is legally and ethically sourced. A thought-through
implementation of guardrails to filter harmful outputs and verify critical information before
sharing it.

The generative Al value chain is a platform for innovation and transformation, as it
is evident from its worldwide adoption in the last few years. However, it also serves as a
platform for amplifying existing legal and ethical challenges. Navigating this platform
requires a clear understanding that the input data entering the chain directly determines the
nature of the risks emerging as output.

4.5 Research Question Five

RQ5 How much input-data-generated copyright, biases, toxicity, and
misinformation perceived risks are covered, and how are they affecting the adoption of
productivity and innovation use cases by IT service companies?

This research question has two parts: A) perceived risk coverage as IT service
companies implement generative Al applications, and B) impact on adoption, as risk

coverage may not be sufficient.
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The survey was conducted with participants who have implemented generative Al
applications.

A) Perceived risk coverage

The core objective was to measure the perceived risk coverage (adequacy) of the
generative Al systems implemented by IT Service and Product companies. The output is a
quantified risk assurance gap analysis. During the literature review, five key input data risk
domains (copyright, privacy, bias, toxicity, and misinformation) were identified. The
survey respondents were asked to rate their current risk gap perception across three distinct
application areas (Business-critical, Business-support, and Creativity) for five key data
risks.

Independent Variable (IV) - Risk Domain. This is a categorical variable with five
levels: Copyright Risk, Privacy Risk, Bias Risk, Toxicity Risk, and Misinformation Risk.

Dependent Variable (DV) - Perceived Risk Coverage Adequacy. This was the
ordinal-scale response collected for each risk domain, measured on a 5-point Likert scale
(1 = Strongly Disagree to 5 = Strongly Agree) regarding whether the risk is fully covered.

Descriptive Statistics were used for each of the five risk domains to calculate the
mean, median, mode, and standard deviation for the perceived risk coverage score. A higher
mean score (e.g., closer to 5) for a specific risk (e.g., Bias) suggests that, on average, survey
respondents believe existing frameworks do not adequately cover it.

Inferential Statistics were used to determine if the differences in mean scores
between the risk domains are statistically significant (i.e., not due to random chance). A
Repeated Measures ANOVA was used. Repeated measures are used because the survey
respondents' responses are measured against the same dependent variable (perceived risk

coverage) across multiple conditions (the five risk domains).
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Descriptive Statistics for Business-critical Applications

Table 4.41: Critical Descriptive Statistics (Research Question 5), Source: author’s SPSS

output, 2025

Statistics
CRIT_Copy_G CRIT_Bias_Ga CRIT_Toxi_Ga

CRIT_Pri_Gap p p CRIT_Mis_Gap

] Valid 70 70 70 70 70
Missing o o o o o

Mean 3.80 363 3587 3.33 373
Median 4.00 4.00 4.00 3.00 4.00
Sta. Deviation 878 895 arz 859 a3
Skewness -.386 - 186 -.012 304 -.312
Std. Error of Skewness 287 287 287 287 287
Kurtosis - 446 -a77 -.961 -.789 - 700
Std. Error of Kurtosis 566 566 566 566 566

Refer to Table 4.41. Copyright risk has the largest assurance gap (mean = 3.80,
skewness = -0.386), suggesting that, for business-critical applications, IT service
companies have the least coverage for this risk. Misinformation has the second-highest risk
assurance gap, indicating that a significant number of implementers of business-critical

applications lack adequate risk coverage for it.

Table 4.42: Critical Copyright (Research Question 5), Source: author’s SPSS output, 2025

CRIT_Copy_Gap

40 Mean = 38
Std. Dev. = 878
M=70

30

20

Frequency

1 2 3 4 E 6

CRIT_Copy_Gap
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Table 4.43: Critical Misinformation (Research Question 5), Source: author’s SPSS output,
2025

CRIT_Mis_Gap

0 Mean = 3.73
Stol. Dev. = 931
M =70

N
o

Frequency

E] 4 s

CRIT_Mis_Gap

Next, an overall risk assurance gap for all five risk domains together was calculated using

descriptive statistics for business-critical applications.

Table 4.44: Critical Overall (Research Question 5), Source: author s SPSS output, 2025

Statistics
CRIT_Overall_Risk_Gap
I walid 7O

Missing [n]
Mean 326114
Median I 6000
Std. Deviation 1008
Skewness -.038
Std. Error of Skewness 287
HKurtosis -. 701
Std. Error of Kurtosis R=1+1=]

The overall risk assurance was 3.61, indicating that across the five risk domains, IT service
companies do not adequately address risks when implementing business-critical

applications.

Inferential Statistics for Business-Critical Applications

The purpose of the Reliability analysis test was to determine if all five risk items
(copyright, privacy, bias, toxicity, and misinformation) reliably measured the same
underlying concept, Risk Assurance.

Using SPSS Reliability Analysis, Cronbach’s Alpha was calculated. Refer to Table 4.45.
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Table 4.45: Critical Reliability (Research Question 5), Source: author s SPSS output, 2025
Reliability Statistics

Cronbach's
Alpha [ of tems

805 5

The Cronbach’s Alpha score was 0.805, which is above 0.7, considered an acceptable level
of reliability.

A One-Sample T-Test was used to determine whether the mean scores for the
composite, CRIT Overall Risk Gap, and the individual risks (copyright, privacy, bias,
toxicity, and misinformation) are statistically significantly different from a neutral value of
3.

Table 4.46: Critical One-Sample (Research Question 5), Source: author’s SPSS output,

2025
One-Sample Test
TestValue=3
95% Confidence Interval ofthe
Significance Mean Difference
t of One-Sided p Two-Sided p Difference Lower Upper
CRIT_Copy_Gap 7.623 69 =.001 =.001 800 549 1.01
CRIT_Pri_Gap 5.284 69 =.001 =.001 629 .39 .87
CRIT_Bias_Gap 4.8920 69 =.001 =.001 871 .34 .80
CRIT_Toxi_Gap 2.867 69 003 005 329 10 56
CRIT_Mis_Gap 6.545 69 =.001 =.001 729 .81 .85
CRIT_Overall_Risk_Gap 7.204 69 =.001 =.001 61143 4421 .TBO7

All Risk items, including CRIT Overall Risk Gap, have a Two-Sided value (the p-value)
less than .05, which implies that the mean score is significantly different from neutral.
Toxicity has the lowest mean score (3.33) and a lower p-value (indicating lower
confidence), suggesting that we must exercise caution when interpreting the risk assurance

score and the conclusions drawn from it.
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Descriptive Statistics for Business-Support Applications

Table 4.47: Support Statistics (Research Question 5), Source: author’s SPSS output, 2025

Statistics
Support_Copy  Suppori_Pri_G  Support_Bias_  Support_Toxi_  Support_Mis_
_Gap ap Gap Gap Gap

I+l Yalid 70 70 70 70 70
Missing 0 0 i 0 0

Mean 368 363 371 360 376
Median 400 400 4.00 3.00 400
Std. Deviation 825 966 BT 1.018 848
Skewness -3 - 376 - 168 -042 - 656
Std. Error of Skewness 287 287 287 287 287
Kurtosis =127 -3 -.683 -.730 - 186
Std. Error of Kurtosis RaYili] Ralils] Ralili] RaYili] Ralils]

Refer to Table 4.47. The risk of Misinformation has the largest assurance gap (mean = 3.76,
skewness = -0.656), indicating that, for business-support applications, IT service
companies have the least coverage against misinformation. Bias has the second-highest
risk assurance gap, suggesting that a greater proportion of implementers of business-

support applications have poorer risk coverage.

Table 4.48: Support Misinformation (Research Question 5), Source: author’s SPSS output,
2025

Support_Mis_Gap

40 Mean = 376

Std. Dev. = .999
70

30

20

Frequency

o 1 2 3 4 s 6

Support_Mis_Gap
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Table 4.49: Support Bias (Research Question 5), Source: author’s SPSS output, 2025

Support_Bias_Gap

30 Mean = 3.71
Std.Dev. = 887
N =70

B
o

Frequency

3 4 s

Support_Bias_Gap

Next, an overall risk assurance gap for all five risk domains was calculated using

descriptive statistics for business-support applications.

Table 4.50: Support Overall (Research Question 5), Source: author’s SPSS output, 2025

Statistics
Support_Owverall_Risk_Gap
[} “walid i

Missing L]
Mean 3. 6571
Median 3. 8000
Std. Deviation 4529
Skewness -.ZF20
Std. Error of Skewness 287
HKurtosis -. 420
Stcl. Error of Kurtosis =11

The overall risk assurance was 3.65, indicating that across the five risk domains, IT
service companies do not adequately address risks when implementing business-support

applications.

Inferential Statistics for Business-Support Applications

The purpose of the Reliability Analysis test was to determine if all five risk items
(copyright, privacy, bias, toxicity, and misinformation) reliably measured the same

underlying concept (“Risk Assurance”).

Using SPSS Reliability Analysis, Cronbach’s Alpha score was calculated.
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Table 4.51: Support Reliability (Research Question 5), Source: author s SPSS output, 2025
Reliability Statistics

Cronbach's
Alpha [ of tems

837 5

Refer to Table 4.51. The Cronbach’s Alpha score was 0.837, which is above 0.7, considered
an acceptable level of reliability.

One-Sample T-Test - The purpose of this test was to determine if the mean score of
composite, Support Overall Risk Gap, and all the individual risks (copyright, privacy,
bias, toxicity, and misinformation) are statistically significantly different from a neutral
value of 3.

Using SPSS, One-Sample T-Test was conducted

Table 4.52: Support One-Sample (Research Question 5), Source: author'’s SPSS output,
2025

One-Sample Test
TestValue =3
95% Confidence Interval of the
Significance Mean Difference
t df One-Sided p - Two-Sided p Difference Lower Upper
Support_Copy_Gap £.200 59 =001 =001 GBE A7 91
Support_Pri_Gap 5,446 69 <001 =001 629 40 86
Support_Bias_Gap 6.738 64 =001 =001 714 B0 83
Support_Toxi_Gap 4110 69 =001 =001 A00 26 T4
Support_Mis_Gap £.341 69 =001 =001 J57 52 1.00
Support_Overall_Risk_Gap 7.361 69 =001 =001 B5714 A7 8352

Refer to Table 4.52. All Risk items, including Support Overall Risk Gap, have a Two-
Sided value (the p-value) less than .05, which implies that the mean score is significantly

different from neutral.
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Descriptive Statistics for Creativity Applications

Table 4.53: Creativity Statistics (Research Question 5), Source:

author’s SPSS output, 2025

Statistics
Creativity_Copy  Creativity_Pri_  Creativity_Bias  Creativity_Toxi  Creativity_Mis_
_Gap Gap _Gap _Gap Gap

[+ 70 70 70 70 70
] ] ] ] ]

Mean 3.94 3.90 3.90 .87 386
Median 4.00 4.00 4.00 4.00 4.00
Std. Deviation 991 1.078 871 1.006 1.011
Skewness -.8495 -.794 -.345 -.262 -T744
Std. Error of Skewness 287 287 .287 287 287
kKurtosis 685 -.036 -.610 -1.178 278
Std. Error of Kurtosis 566 Ralils] R1il5] 566 Ralils]

Refer to Table 4.53. Copyright risk has the largest assurance gap (mean = 3.94, skewness

= -0.895), indicating that IT service companies have the least coverage for copyright

protection in creative applications. Privacy and Bias have the second-highest risk assurance

gap, meaning that more implementers of creativity applications have poorer risk coverage.

Table 4.54: Creativity Copyright (Research Question 5), Source: author’s SPSS output,

2025

30

1
=1

Frequency

Creativity_Copy_Gap

2

3 4 E

Creativity_Copy_Gap

Mean = 3.94
Std. Dev. = 981
70

Next, an overall risk assurance gap for all

descriptive statistics for creativity applications.
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five risk domains was calculated using




Table 4.55: Creativity Overall (Research Question 5), Source: author s SPSS output, 2025

Statistics
Creativity_Overall_Risk_Gap
I Yalid 70

Missing 0
Mean 3.8943
Median 4.0000
Std. Deviation J7401
Skewness -1.043
Std. Error of Skewness 287
Kurosis i
Std. Error of Kurtosis 566

The overall risk assurance was 3.89, indicating that across the five risk domains, IT service

companies do not adequately cover risks when implementing creative applications.

Inferential Statistics for Creativity Applications

The purpose of the Reliability Analysis test was to determine if all five risk items
(copyright, privacy, bias, toxicity, and misinformation) reliably measured the same
underlying concept (Risk Assurance).

Using SPSS, Reliability Analysis was conducted.

Table 4.56: Creativity Reliability (Research Question 5), Source: author’s SPSS output,
2025
Reliability Statistics

Cronbach's
Alpha [ of ltems

838 5

Refer to Table 4.56. The Cronbach’s Alpha score was 0.838, which is above 0.7, considered

an acceptable level of reliability.
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The purpose of the One-Sample T-Test was to determine if the mean score of the
composite, Creativity Overall Risk Gap, and all the individual risks (copyright, privacy,
bias, toxicity, and misinformation) are statistically significantly different from a neutral
value of 3.

Using SPSS, One-Sample T-Test was conducted.

Table 4.57: Creativity One-Sample (Research Question 5), Source: author’s SPSS output,
2025

One-SampIe Test

TestValue =3
95% Confidence Interval ofthe
Significance Mean Difference
t df One-Sided p  Two-Sided p Difference Lower Upper
Creativity_Copy_Gap 7.960 69 <.001 =001 043 71 1.18
Creativity_Pri_Gap 6.980 64 =001 =001 800 64 116
Creativity_Bias_Gap 8.649 64 =001 =00 800 69 1.1
Creativity_Toxi_Gap 7.247 64 =001 =001 B71 63 1.11
Creativity_Mis_Gap 7.091 64 =001 =001 B57 62 1.10
Creativity_Overall_Risk_Ga 9.667 64 =.001 =001 80429 097 1.0788
P

Refer to Table 4.57. All Risk items, including Creativity Overall Risk Gap, have a Two-
Sided value (the p-value) less than .05, which implies that the mean score is significantly
different from neutral.

Impact on Adoption: Another core objective was to determine if the perceived
lack of regulatory coverage for specific generative Al risks (copyright, privacy, bias,
toxicity, and misinformation) acts as a catalyst or a barrier to the adoption of these
solutions.

Each risk (Copyright, Privacy, Bias, Toxicity, and Misinformation) has a pair of
competing hypotheses. It's crucial to note that alternative hypotheses are directional (they

posit a "positive effect").
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e Null Hypothesis (Ho) for each risk: The lack of well-defined, regulated risk

[X] does not affect adoption. The mean score equal to or less than the neutral

point (3) implies no effect or an adverse effect on adoption.

e Alternative Hypothesis (Hi) for each risk: The lack of regulated risk

[X] positively affects (increases) adoption (i.e., it's seen as an opportunity,

not a barrier). The mean score significantly greater than the neutral point (3)

implies a positive effect.

The survey question was designed to gather responses for business-critical,

business-support, and creativity (innovation) applications separately.

Hence, the analysis is done by application area (Business-critical, Business-

support, and Creativity).

Business-critical application of generative Al

Using SPSS and Descriptive Statistics, Mean, Median, Standard Deviation,

Skewness, and Kurtosis were calculated for each risk area.

Table 4.58: Critical Statistics (Research Question 5), Source: author’s SPSS output, 2025

Statistics
CRIT_Copy_0O CRIT_Bias_0Op CRIT_Toxi_Op

pp CRIT_Pri_Opp p p CRIT_Mis_Opp

I Walid 70 70 70 70 70
Missing 0 ] ] ] 0

Mean 3.76 3.80 3.64 3.54 3.76
Median 4.00 4.00 4.00 3.50 4.00
Std. Deviation 984 1.150 .948 928 870
Skewness -.802 -.637 -A77 -.287 -.568
Std. Error of Skewness .287 .287 287 .287 .287
Kurosis 455 -.708 281 270 .300
Std. Error of Kurtosis 566 BE6 566 566 566

134




Refer to Table 4.58. In all risk areas, the mean score exceeds 3, invalidating the null
hypothesis. There is a general perception that the lack of strict regulations across risk areas
is actually positively affecting adoption.

Of the five risk areas, Privacy (mean score 3.80), Copyright (mean score 3.76), and
Misinformation (mean score 3.76) are the top areas experiencing greater adoption due to
lax regulations. Privacy (skewness score -.802, SD) exhibits a high level of skewness. A

high negative skewness indicates a left-tailed distribution, meaning the mean is less than

the median.

Table 4.59: Critical Privacy (Research Question 5), Source: author’s SPSS output, 2025

CRIT_Pri_Opp

Frequency

3} 1 2 3 4 s [

CRIT_Pri_Opp

Table 4.60: Critical Copyright (Research Question 5), Source: author’s SPSS output, 2025

CRIT_Copy_Opp

40

zZuz
T
o

Frequency

CRIT_Copy_Opp
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Table 4.61: Critical Misinformation (Research Question 5), Source: author’s SPSS output,
2025

CRIT_Mis_Opp

30 Mean = 3.76
.=

I
5

Frequency

0 1 2 3 4 5 [

CRIT_Mis_Opp

Inferential Analysis (Hypothesis Testing) was used to statistically test if the mean score for
each risk is significantly greater than the neutral value of 3.

A one-sample T-test compares the mean of a single sample (e.g., the response for
CRIT Privacy Opp) to a test value 3 (the neutral point). Using SPSS and a One-Sample
T-Test, a two-tailed p-value was calculated. Since the hypothesis is one-tailed (directional),

the reported 2-tailed value is divided by 2 to get the corrected one-tailed p-value.
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Table 4.62: Critical One-Sample (Research Question 5), Source: author’s SPSS output,
2025

One-SampIe Test
TestValue =3
95% Confidence Interval ofthe
Significance Mean Difference
t df One-Sided p Two-Sided p Difference Lower Upper
CRIT_Copy_Opp 6.435 69 =001 =001 787 A2 L]
CRIT_Pri_Cpp 5822 69 =001 =001 800 53 1.07
CRIT_Bias_Opp 5671 69 =001 =001 643 42 a7
CRIT_Toxi_Opp 4 896 69 =001 =001 543 32 T6
CRIT_Mis_0Opp 6.533 69 =001 =001 787 53 .99
CRIT_Cverall_SRisks_0Opp 713 69 =001 =001 70000 5042 Bo958

Refer to Table 4.62. The 1-tailed p-value (Two-sided p/2) is less than the alpha level (.05),
so the null hypothesis is rejected. For a specific risk (e.g., Privacy), if the one-tailed p-value
is < 0.05 and the Mean Difference is positive, then we can reject Ho. There is significant
evidence that the lack of regulatory oversight of privacy risks is perceived as providing

greater opportunities for adoption.

Regression analysis for Business-critical applications

While the one-sample t-test tells us if the perception for each risk is significantly
above neutral, regression can answer more complex questions. Can we predict an overall
"Adoption Opportunity" score based on the perceived gaps in all five risks simultaneously?
Which specific risk gaps are the strongest drivers of the adoption perception?

Using SPSS, a composite dependent variable, CRIT Overall 5Risks Opp, was

created to build the linear regression model with five risk gaps.
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Table 4.63: Critical Model Summary (Research Question 5), Source: author’s SPSS output,
2025

Model Summary®

Adjusted R Std. Error ofthe
Model R R Square Square Estimate

1 4447 A97 134 76428

a. Predictors: (Constant), CRIT_Mis_Gap, CRIT_Copy_Gap,
CRIT Toxi_Gap, CRIT_Bias_Gap, CRIT_Pri_Gap

b. Dependent Variable: CRIT_Overall_&Risks_Opp

Refer to Table 4.63. R? indicates the proportion of variance in the overall adoption
opportunity score that is explained by all five perceived regulatory gaps combined. An R?
of 0.134 suggests that the model accounts for only 13.4% of the variation in perceptions of

adoption opportunities.

Table 4.64: Critical ANOVA (Research Question 5), Source: author’s SPSS output, 2025

ANOVA?
Sum of
Model Squares df Mean Sqguare F Sig.
1 Regression 9156 ] 1.831 3135 014°
Residual 37.384 64 584
Total 46.540 69

a. Dependent Variable: CRIT_Overall_&Risks_Opp

b. Predictors: (Constant), CRIT_Mis_Gap, CRIT_Copy_Gap, CRIT _Toxi_Gap,
CRIT_Bias_Gap, CRIT_Pri_Gap

Sig. (p-value): This tests whether the overall regression model is statistically significant.
Our Sig. (p-value) The p-value is 0.014, which is less than 0.05; therefore, we can conclude
that the combination of all five risk gaps (the independent variable) significantly predicts
the dependent variable, CRIT Overall 5Risks Opp. It indicates that our model is superior

to simply using the mean.
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Table 4.65: Critical Coefficients (Research Question 5), Source: author’s SPSS output,
2025

Coefficients®
Standardized
Unstandardized Coefficients Coeflicients 95.0% Confidence Interval for B Carrelations
Model B Std. Error Beta t Sig Lower Bound  UpperBound  Zerc-order  Partial Part
1 (Constant) 1.890 519 3641 =.001 853 2.927
CRIT_Copy_Gap 31 147 332 2110 039 0186 605 370 .2658 236
CRIT_Pri_Gap -037 148 -.045 -.249 804 =.2IE 259 326 -.031 -028
CRIT_Bias_Gap -019 128 -.023 -151 880 -274 236 269 -019 -017
CRIT_Toxi_Gap .237 140 277 1.696 095 -.042 517 333 .207 190
CRIT_Mis_Gap 011 115 .013 099 921 -.218 241 184 012 011
a. DependentVariable: CRIT_Overall_SRisks_Opp

Based on the above Coefficient table (Table 4.65), the Copyright regulation gap has the
highest Standardized Coefficient Beta, 0.332. t & Sig. (p-value) tests if the coefficient for
each independent variable (regulation gaps) is significantly different from zero. A p-value
< .05 means this specific regulatory gap is a unique, significant predictor of adoption

opportunity. Copyright has the lowest Sig value of 0.039.

Regression analysis for Business-support applications

While the one-sample t-test tells us if the perception for each risk is significantly
above neutral, regression can answer more complex questions. Can we predict an overall
"Adoption Opportunity" score based on the perceived gaps in all five risks simultaneously?

Using SPSS, a composite dependent variable, Support Overall SRisks Opp, was

created to build the linear regression model with five risk gaps.

Table 4.66: Support Model Summary (Research Question 5), Source: author s SPSS output,
2025

Model Summary®

Adjusted R Std. Error ofthe
Model R R Square Square Estimate

1 3198 A02 03 54403

a. Predictors: (Constant), Support_Mis_Gap,
Support_Copy_Gap, Support_Toxi_Gap, Support_Bias_Gap,
Support_Pri_Gap

b. Dependent Variable: Support_Overall_SRisks_Opp
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Refer to Table 4.66. R? indicates the proportion of variance in the overall adoption
opportunity score that is explained by all five perceived regulatory gaps combined. An R?
of 0.031 suggests that the model accounts for a mere 3.1% of the variation in perceptions

of adoption opportunities.

Table 4.67: Support ANOVA (Research Question 5), Source: author’s SPSS output, 2025

ANOVA®
Sum of
Model Squares df Mean Sguare F Sig.
1 Regression 2142 ] A28 1.447 220"
Residual 18.842 64 286
Total 21.083 69

a. DependentVariahle: Support_Overall_&Risks_Opp

b. Predictors: (Constant), Suppor_Mis_Gap, Support_Copy_Gap, Support_Toxi_Gap,
Support_Bias_Gap, Support_Pri_Gap

Sig. (p-value): This tests whether the overall regression model is statistically significant.
Our Sig. (p-value) Since the p-value is .220, which is greater than .05, we can conclude
that the combination of all five risk gaps (the independent variable) does not significantly

predict the dependent variable, Support Overall 5Risks Opp.

Table 4.68: Support Coefficients (Research Question 5), Source: author’s SPSS output,
2025

Coefficients®
Standardized
Unstandardized Coefiicients Coefiicients 95.0% Confidence Interval for B Correlations
Maodel B Std. Error Beta 1 Sig. LowerBound  UpperBound  Zero-order Partial Part
1 (Constant) 3.070 334 9.195 =001 2,403 3737
Support_Copy_Gap A10 080 185 1222 226 -.070 281 277 151 145
Support_Pri_Gap 016 098 028 163 871 -180 212 224 020 019
Support_Bias_Gap 009 087 015 097 923 -185 204 .209 012 012
Support_Toxi_Gap 086 084 159 1.027 .308 -.081 253 263 127 122
Support_Mis_Gap -.002 085 -.004 -027 478 -172 168 A70 -.003 -003
3. Dependent Variable: Support_Overall_5Risks_Opp

Based on Table 4.68, the Copyright regulation gap has the highest Standardized Coefficient

Beta, 0.185. t & Sig. (p-value) tests if the coefficient for each independent variable
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(regulation gaps) is significantly different from zero. A p-value < .05 indicates that this

specific regulatory gap is a unique and significant predictor of adoption opportunity.

Regression analysis for Creativity applications

While the one-sample t-test tells us if the perception for each risk is significantly
above neutral, regression can answer more complex questions. Can we predict an overall
"Adoption Opportunity" score based on the perceived gaps in all five risks simultaneously?

Using SPSS, a composite dependent variable, Creativity Overall SRisks Opp,

was created to build the linear regression model with five risk gaps.

Table 4.69: Creativity Model Summary (Research Question 5), Source: author’s SPSS
output, 2025

Model SummzmﬂJ

Adjusted B Std. Error of the
Model R R Square Square Estimate

1 B117 373 324 B0325

a. Predictors: (Constant), Creativity_Mis_Gap,
Creativity_Bias_Gap, Creativity_Toxi_Gap,
Creativity_Copy_Gap, Creativity_Pri_Gap

b. Dependent Variahle: Creativity_Overall_&Risks_Opp

R? indicates the proportion of variance in the overall adoption opportunity score that is
explained by all five perceived regulatory gaps combined. Refer to Table 4.69. An R? of
0.324 suggests that the model accounts for 32.4% of the variation in adoption opportunity

perceptions.
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Table 4.70: Creativity ANOVA (Research Question 5), Source: author’s SPSS output, 2025

ANOVA®
sum of
Madel Squares df Mean Square F Sig.
1 Regression 13.853 ] 2771 7.613 =001°
Residual 23.291 G4 364
Total 37143 649

a. Dependent Variable: Creativity_Overall_5Risks_Opp

h. Predictors: (Constant), Creativity_Mis_Gap, Creativity_Bias_Gap, Creativity_Toxi_Gap,
Creativity_Copy_Gap, Creativity_Pri_Gap

Sig. (p-value): This tests whether the overall regression model is statistically significant.
Our Sig. (p-value) Since the p-value is less than 0.001 and also less than 0.05, we can
conclude that the combination of all five risk gaps, the independent variable, significantly

predicts the dependent variable, Creativity Overall 5Risks Opp.

Table 4.71: Creativity Coefficients (Research Question 5), Source: author s SPSS output,
2025

Coefficients®
Standardized
Unstandardized Coefficients Coeflicients 95.0% Confidence Interval for B Correlations
Model E Std. Errar Beta t Sig LowerBound ~ Upper Bound  Zero-order  Partial Part
1 (Constant) 1.828 382 4782 <001 1.064 2.592
Creativity_Copy_Gap -.003 108 -.004 -.027 479 -218 214 421 -.003 -.003
Creativity_Pri_Gap 139 100 205 1.394 168 -.060 339 4497 172 138
Creativity_Bias_Gap .089 112 106 795 430 - 135 13 AT75 099 074
Creativity_Toxi_Gap 015 094 021 164 870 -172 203 .336 020 016
Creativity_Mis_Gap .288 095 387 3.030 004 048 A78 A70 354 300
a. Dependent Variable: Creativity_Overall_SRisks_0Opp

Based on the above Coefficient table (Table 4.71), the Copyright regulation gap has the
highest Standardized Coefficient Beta, 0.397. t & Sig. (p-value) tests if the coefficient for
each independent variable (regulation gaps) is significantly different from zero. A p-value
< .05 indicates that this specific regulatory gap is a unique and significant predictor of
adoption opportunity. Misinformation has a Sig value less than 0.05 and could be a

significant predictor of adoption opportunity.
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Multivariate Analysis of Variance (MANOVA): This is a classic scenario for
Multivariate Analysis of Variance (MANOVA). We are dealing with three distinct
dependent variables (DVs), each measured across the same set of five independent
variables (I'Vs) for the same respondents.

The goal is to understand how perceptions of regulatory gaps (IVs) collectively and
individually influence the propensity to adopt across three application contexts (DVs):
Business-critical, Business-support, and Creativity.

MANOVA assesses the effect of multiple IVs on multiple related DVs
simultaneously. It controls inflated Type 1 error that may occur if three separate ANOVAs
are run, as was done in this case. It can also test if [Vs affect the DVs differently.

Using SPSS, Multivariate analysis was conducted.

Data Prep work: Three sets of variables for each of the five risk areas

Independent Variables (IVs - Predictors): The perception of the regulatory gap.

e CRIT Copy_gap, CRIT Pri_gap, CRIT Bias gap, CRIT Toxi gap,
CRIT Mis gap

e Support Copy_gap, Support Pri_gap, Support Bias gap,
Support_Toxi_gap, Support Mis_gap

e Creativity Copy_gap, Creativity Pri_gap, Creativity Bias gap,
Creativity Toxi_gap, Creativity Mis_gap

Dependent Variables (DVs - Outcomes): The perception of adoption opportunity

for each context
e Busienss-Critical: CRIT Copy Opp, CRIT Pri_Opp, CRIT Bias Opp,
CRIT Toxi_Opp, CRIT _Mis Opp
e Busienss-Support: Support Copy_ Opp, Support Pri_Opp,
Support_ Bias Opp, Support Toxi Opp, Support Mis Opp
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e Creativity: Creativity Copy_Opp, Creativity Pri_Opp,

Creativity Bias Opp, Creativity Toxi Opp, Creativity Mis_Opp
Composite Scores: Three overall adoption scores, one for each context. This
reduces complexity and provides a precise outcome measure.

e CRIT Overall 5Risks Opp: Mean(CRIT Copy Opp, CRIT Pri_Opp,
CRIT Bias Opp, CRIT Toxi_ Opp, CRIT Mis Opp)

e Support Overall SRisks Opp: Mean(Support Copy Opp,
Support Pri_Opp, Support Bias Opp, Support_Toxi_Opp,
Support Mis_Opp)

e Creativity Overall 5Risks Opp: Mean(Creativity Copy_Opp,
Creativity Pri_Opp, Creativity Bias Opp, Creativity Toxi Opp,

Creativity Mis_Opp)
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Interpretation of MANOVA output

Table 4.72: Multivariate (Research Question 5), Source: authors SPSS output, 2025

Multivariate Tests®
Fartial Eta
Effect Value F Hypothesis df Error df Sig. Sqguared
Intercept FPillai's Trace 4654 15 033" 3.000 52.000 =001 LA64
Wilks' Lambda 536 15 033° 3. 000 52 000 =001 A6
Hotelling's Trace 86T 15 033P 3. 000 52 000 =001 A6
Roy's Largest Root 86T 15 033P 3. 000 52 000 =001 A6
CRIT_Copy_ _Gap FPillai's Trace o10 167" 3.000 52.000 .a18 .01 0
Wilks' Lambda [90 167" 3. 000 52 000 a18 010
Hotelling's Trace o10 167" 3. 000 52 000 a18 010
Roy's Largest Root o10 167" 3. 000 52 000 a18 010
CRIT_FPri_Gap Fillai's Trace o122 21 2b 3000 52 000 888 o012
WWilks' Lambda o988 21 2b 3000 52 000 888 o012
Hotelling's Trace o122 21 2b 3000 52 000 888 o012
Roy's Largest Root o122 21 2b 3000 52 000 888 o012
CRIT_Bias_Gap Fillai's Trace o038 6as5® 3000 52 000 565 038
WWilks' Lambda a62 6as5® 3000 52 000 565 038
Hotelling's Trace o040 6a85F 3.000 52 000 565 038
Roy's Largest Root o040 6a85F 3.000 52 000 565 038
CRIT_Toxi_ Gap Fillai's Trace 129 2 s560PF 3.000 52 000 O65 129
WWilks' Lambada a7 2 s560PF 3.000 52 000 O65 129
Hotelling's Trace 148 2 s560PF 3.000 52 000 O65 129
Roy's Largest Root 148 2 s560PF 3.000 52 000 O65 129
CRIT_Mis_Gap Fillai's Trace o222 _zasb 2000 52 000 .T55 o222
WWilks' Lambaa ars _zasb 2000 52 000 .T55 o222
Hotelling's Trace oz23 _zasb 2000 52 000 .T55 o222
Roy's Largest Root oz23 _zasb 2000 52 000 .T55 o222
Support_Copy__Gap Fillai's Trace o447 as2b 2.000 52.000 46T 047
WWilks' Lambaa 953 g62F 2000 52 000 46T 047
Hotelling's Trace os50 g62F 2000 52 000 46T 047
Roy's Largest Root os50 a2k 2. 000 52 000 S4BT 047
Support_Pri_Gap Fillai's Trace 142 2.880P 3.000 52. 000 045 142
Wilks' Lambda 258 z. ss80P 2. 000 52 000 045 142
Hotelling's Trace 166 z. ss80P 2. 000 52 000 045 142
Roy's Largest Root 166 z. ss80P 2. 000 52 000 045 142
Support_Bias_ Gap Fillai's Trace ozs G6a0P 3. 000 52 000 568 .0=8
WWilks' Lambda a6z .&20" 2.000 S2.000 568 .0z8
Hotelling's Trace 039 .&s0" 2.000 S2.000 568 .0z8
Roy's Largest Root 039 .&s0" 2.000 S2.000 568 .0z8
Support_Toxi_Gap Fillai's Trace TS 26647 2.000 S2.000 018 ATS
WWilks' Lambda 825 26647 2.000 S2.000 018 ATS
Hotelling's Trace 211 26647 2.000 S2.000 018 ATS
Roy's Largest Root 211 26647 2.000 S2.000 018 ATS
Suppor_Mis_Gap Fillai's Trace os4 1.588"% 3.000 52.000 203 .0s4a
VWilks' Lambda 916 1.588"° Z.000 S2.000 203 054
Hotelling's Trace .09z 1.588"° Z.000 S2.000 203 054
Roy's Largest Root .09z 1.588"° Z.000 S2.000 203 054
Creativity_CGopy_Gap  FPillai's Trace 041 T3a® 3.000 52.000 536 .D41
VWilks' Lambda 959 T3ab Z.000 S2.000 S35 041
Hotelling's Trace .04z T3ab Z.000 S2.000 S36 041
Roy's Largest Root .04z T3ab Z.000 S2.000 S36 041
Creativity_Pri_Gap Fillai's Trace 189 4. 050" 3.000 S52.000 012 189
WWilks' Lambda L8111 4.050" Z.000 S2.000 012 189
Hotelling's Trace 234 4.050" Z.000 S2.000 012 189
Roy's Largest Root 234 4.050" Z.000 S2.000 012 189
Creativity_Bias_Gap Fillai's Trace 069 1.292b 3.000 S52.000 287 069
WWilks' Lambda 931 1.292P 3.000 S52.000 287 059
Hotelling's Trace oOvs 1.292P 3.000 S52.000 287 059
Roy's Largest Root oOvs 1.292P 3.000 S52.000 287 059
Creativity_Toxi_Gap FPillai's Trace .o87 1.861° 3.000 S52.000 18y .oa7
WWilks' Lambda 913 1.661° 3.000 S52.000 187 .os7
Hotelling's Trace 096 1.661° 3.000 S52.000 187 .os7
Roy's Largest Root 096 1.661° 3.000 S52.000 187 .07
Creativity__Mis_Gap FPillai's Trace 204 44558 3.000 S52.000 .oo7 204
Wilks' Lambda ra=1:1 4.455P 3.000 S52.000 .oovF 204
Hotelling's Trace 257 4.455P 3.000 S52.000 .oovF 204
Roy's Largest Root 257 4.455P 3.000 S52.000 .oovF 204
a. Design: Intercept + CRIT_Copy_Gap + CRIT_Pri_Gap + CRIT_Bias_Gap + CRIT _Toxi_Gap + CRIT_Mis_Gap +
Support_Copy_Gap + Support_Pri_Gap + Support_Bias_Gap +~ Support_Toxi_Gap +~ Support_Mis_Gap +
Creativity_Copy_Gap + Creativity_Pri_Gap + Creativity_Bias_Gap + Creativity_Toxi_Gap + Creativith_Mis_Gap
k. Exact statistic
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Multivariate Tests Table (Pillai's Trace): Refer to Table 4.72. This is the primary test, a
significant Sig. Value (p < .05) for any of the covariates (e.g., Support Pri_Gap) indicates
that this particular regulatory gap has a significant overall effect on the combination of the
three adoption contexts. Among the five risk areas (Copyright, Privacy, Bias, Toxicity, and
Misinformation) across three contexts (Business Critical, Business Support, and
Creativity), Creativity Mis Gap has the lowest Significance. Value (p =0.007) that indicates
a lack of strict Misinformation regulations has a better impact (positive) on the adoption of
generative Al applications across Business-critical, Business-support, and Creativity
applications. Privacy regulations gaps in Creativity (p = 0.012), Privacy regulations in
Business Support (p = 0.045), and Toxicity regulations in Business Support (p = 0.018)
have a positive impact on the adoption of generative Al applications across Business-
critical, Business-support, and Creativity applications.

Tests of Between-Subjects Effects: This is a series of univariate ANOVAs, one for
each DV. For a significant IV from the Multivariate test, Table 4.73 shows which specific
adoption context (e.g., Critical vs. Support) is being driven by that IV. The Partial Eta
Squared (n?) column indicates the effect size (e.g., 0.01 = small, 0.06 = medium, 0.14 =
large).

The privacy gap has a significant impact on the adoption of the Creativity
application (n? = 0.139), but not on the adoption of other applications (Business-Critical or
Business-Support).

The toxicity gap has a medium impact on the adoption of the Business Critical
application (n? = 0.109) and the Creativity application (n* = 0.079), but a negligible effect

on the Business Support application (n? = 0.023).
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The Creativity privacy gap has a medium impact on the adoption of the Business
Critical application (n? = 0.116), the Support application (n? = 0.095), and the Creativity
application (n? = 0.090).

The Creativity Misinformation gap has a significant impact on the adoption of the
Creativity application (n* = 0.152), a medium impact on the adoption of the Business
Critical application (n? = 0.067), and no effect on the adoption of the Business Support

application (n? = 0.0).
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Table 4.73: Multivariate Between-Subjects (Research Question 5), Source: author’s SPSS

output, 2025

Tests of Between-5ubjects Effects

Opp

148

Type Il Sum of Fartial Eta

Source Dependent Variable Squares df Mean Square F Sig. Sguaraed

Corrected Model CRIT_Overall_SRisks_Opp 18.494% 15 1.233 2374 .10 3a7
Support_Ovaerall_5Risks_O 6.626% 15 442 1.650 091 314
Pp
Creativity_Overall_SRisks_ 20.461° 15 1.364 4415 =001 551
Opp

Intarcept CRIT_Overall_SRisks_0Opp 4.383 1 4.383 B.458 005 135
Support_Overall_5Risks_O 10.607 1 10.607 39.614 =.001 423
PP
Craativity_Ovarall_5Risks_ 5781 1 5781 18.713 =001 257
Opp

CRIT_Copy_Gap CRIT_Overall_SRisks_Opp 200 1 .200 385 537 007
Suppart_Overall_SRisks_0O 085 1 085 355 G54 007
PP
Creativity_Overall_SRisks_ 013 1 013 041 B4 001
Opp

CRIT_Pri_Gap CRIT_Overall_SRisks_Opp 31 1 a1 B17 435 011
Support_Overall_SRisks_O .0os 1 .0os on 860 0m
Bp
Craativity_Ovierall_5Risks_ om 1 .om .0o03 858 .00o
Opp

CRIT_Bias_Gap CRIT_Overall_SRisks_Opp 431 1 A3 831 366 05
Support_Ovarall_5Risks_0 262 1 262 878 327 o8
PP
Creativity_Overall_SRisks_ 382 1 .382 1.236 2N 022
Opp

CRIT_Toxi_Gap CRIT_Overall_5Risks_Opp 2161 1 2161 4.160 046 072
Support_Overall_5Risks_0O 016 1 016 058 a1 .00
Bp
Craativity_Overall_5Risks_ 366 1 366 1.184 281 021
Opp

CRIT_Mis_Gap CRIT_Overall_5Risks_Opp 359 1 359 692 408 013
Support_Ovarall_5Risks_0 209 1 .209 782 A 014
PP
Creatlvity_Overall_5Risks_ 018 1 .018 054 810 00
Opp

Support_Copy_Gap  CRIT_Overall_SRisks_0Opp 462 1 862 1.853 A78 033
Support_Overall_5Risks_0O 534 1 534 1.895 164 036
Bp
Craativity_Ovarall_SRisks_ 045 1 045 144 708 003
Opp

Suppor_Pri_Gap CRIT_Ovarall_5Risks_Opp 073 1 073 A4 .708 003
Support_Overall_&Risks_0 108 1 108 404 528 007
PP
Creatlvity_Overall_5Risks_ 26496 1 2606 B.726 .00s REE]
Opp

Support_Blas_Gap  CRIT_Overall_5Risks_Opp 043 1 043 083 7758 002
Support_Overall_5Risks_O 108 1 108 404 528 007
PR
Craativity_Overall_5Risks_ 629 1 629 2,034 160 036
Opp

Suppor_Toxi_Gap CRIT_Ovarall_5Risks_Opp 3.420 1 3.420 6.584 013 108
Support_Overall_5Risks_0 338 1 338 1.263 .266 023
PP
Creatlvity_Overall_5Risks_ 1.437 1 1.437 4.651 035 074




Table 4.73: Multivariate Between-Subjects (Research Question 5), Source: author’s SPSS
output, 2025 (continued)

Support_Mis_Gap CRIT_Overall_5Risks_Opp 1162 1 1162 2,237 A4 040
Support_Overall_SRisks_O 070 1 070 261 612 0os
pp
Craativity_Ovarall_SRisks_ 4 1 T4 2,398 A27 043
Opp

Creativity_Copy_Gap CRIT_Overall_SRisks_0Opp 271 1 271 521 473 010
Support_Overall_SRisks_0 075 1 075 .279 (600 005
pp
Creativity_Overall_SRisks_ 122 1 22 .305 53z 007
Opp

Creativity_Pri_Gap  CRIT_Overall_5Risks_Opp 3693 1 3,693 7.110 010 116
Support_Overall_SRisks_O 1.612 1 1.612 5.648 01 085
pp
Craativity_Overall_SRisks_ 1642 1 1642 5318 025 080
Opp

Creativity_Bias_Gap CRIT_Overall_SRisks_0Opp 384 1 .384 739 394 013
Support_Overall_5Risks_0 829 i 829 3.0085 084 054
pp
Creativity_Overall_5Risks_ 0585 1 055 180 673 003
Opp

Creativity_Toxi_Gap  CRIT_Overall_5Risks_Opp 185 1 185 376 542 007
Suppor_Overall_SRisks_O 368 1 368 1.373 .246 025
Pp
Creativity_Overall_SRisks_ 279 1 279 904 346 018
Opp

Creativity_Mis_Gap  CRIT_Overall_SRisks_Opp 2017 1 2017 3.883 054 067
Support_Overall_5Risks_0 9.360E-6 i 9.360E-6 .ooo 8495 000
pp
Creativity_Overall_5Risks_ 2,982 9 2492 9.686 003 1582
Opp

Error CRIT_Overall_SRisks_Opp 28,046 54 519
Suppor_Overall_SRisks_0O 14,458 54 ,2E68
pp
Craativity_Owvarall_5Risks_ 16,682 54 308
Opp

Total CRIT_Overall_SRisks_Opp 1004.840 70
Support_Overall_5Risks_0 1065.600 70
pp
Craativity_Overall_SRisks_ 1089.400 70
Opp

Corrected Total CRIT_Overall_5Risks_Opp 46,540 69
Suppor_Overall_SRisks_0O 21,083 69
pp
Creativity_Overall_SRisks_ 37.143 69
Opp

3. R Squared = 387 (Adjusted R Squarad = .230)
b. R Squared = 314 (Adjusted R Squarad = .124)
c. R Squared = 551 (Adjusted R Squared = 426)
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4.6 Summary of Findings:

This research investigated the regulatory approaches to generative Al in the US, the
UK, and China. It quantitatively assessed the perceived adequacy of existing risk
frameworks and their impact on the adoption of generative Al by IT service companies.
Regulatory Approaches (RQ1): The analysis reveals three distinct national strategies.
The United States employs a decentralized, voluntarist model, relying on existing agency
authorities for sector-specific legislative proposals. It has assigned NIST a central role in
developing voluntary standards. The United Kingdom has adopted a principles-based, pro-
innovation framework that leverages its existing sectoral regulators. It expects the sectoral
regulators to apply cross-cutting principles (e.g., safety, transparency, fairness) without the
need for initial comprehensive legislation. However, it is evolving towards a more statutory
structure. In contrast, China has implemented a top-down, vertical, and adaptive regulatory
model. It has implemented Interim Measures for Generative Al Services, which strictly
control public-facing applications.
Risk Coverage Gaps (RQ2 & first part of RQS5): The survey analysis has revealed that
the perceived adequacy of existing regulations and frameworks in covering generative Al
risks is consistently low. For generative Al risks (RQ2) as covered under the existing rules
and risk management frameworks, the overall assurance score was 3.39, indicating a
significant perceived gap. EFA revealed these risks primarily cluster into two groups: "Data
Protection and Integrity" (Safety, Security, Privacy) and "Ethical Governance and Trust"
(Fairness, Explainability, Transparency, Resilience, Accountability). Sustainability risks
stand alone and are not part of either group. For data-specific risks in implemented
applications (RQ5), the gaps were even more pronounced, with overall scores of 3.61

(Business-critical), 3.65 (Business-support), and 3.89 (Creativity). Copyright and
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Misinformation risks were consistently identified as the least covered across all application
types.
Impact on Adoption (RQ3 & second part of RQS): The perceived lack of regulatory
coverage is positively affecting adoption. For all nine general risk domains (RQ3) and the
five data-specific risks (RQS5), across business-critical, business-support, and creativity
applications, mean adoption opportunity scores were significantly above the neutral point.
Regression and MANOVA analyses identified the lack of Transparency regulations as the
strongest driver for adoption related to general risks. For data-specific risks, gaps in
Copyright and Misinformation regulations were the most significant predictors of
increased adoption opportunity, particularly for creativity and business-critical
applications. This suggests that IT service companies view a permissive regulatory
environment as an opportunity for faster integration and experimentation.
Inherent Data Risks (RQ4): A qualitative analysis of the generative Al supply chain
identified that risks of Copyright infringement, Privacy violation, Bias, Toxicity, and
Misinformation are interconnected. They are very much part of the generative Al
ecosystem as the foundational models are trained on vast, uncurated internet-scale datasets.
These risks either get embedded or amplified at every stage. The interconnectedness of
data risks makes it difficult to assign accountability and transparency to IT service
companies.
4.7 Conclusion

This research concludes that a significant gap exists between the rapid adoption of
generative Al by IT service companies and the perceived adequacy of regulatory
frameworks. The current global regulatory landscape for generative Al is quite diverse. The
US and the UK are creating non-binding frameworks. China is developing a state-led,

vertical model. This regulatory uncertainty is actually helping companies adopt the
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technology more quickly. But they are also building a risk bubble. The most acute
perceived vulnerabilities lie in the risk domains of copyright, misinformation, and

transparency.
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CHAPTER V:
DISCUSSION

5.1 Discussion of Research Question One

RQ1 What is the current approach of the US, the UK, and China in regulating
generative AI? How do Risk Management frameworks (e.g., NIST RMF) and the US
government Al Acts relate to Generative AI?

The regulatory approaches to generative Al differ for the US, the UK, and China.
The analysis demonstrates that the US has adopted a decentralized, market-driven model
of voluntarism. China has a centralized, state-led vertical control model to regulate
generative Al. The UK has a principles-based, sectoral model. Each approach has distinct
advantages and challenges.

The United States’ strategy is to preserve its technological leadership and avoid
stifling innovation through premature or burdensome regulation. There is no
comprehensive federal Al legislation. There is reliance on a patchwork of executive orders,
sector-specific bills, and voluntary frameworks, such as the NIST RMF. The expectation
in the US approach is that industry will self-govern and the existing regulatory agencies
will adapt to this emerging technology. The US has chosen this model so American
companies can thrive without worrying about excessive compliance costs. This approach
allows American companies to be more flexible in bringing the new generative Al solutions
to market quickly.

The challenge, however, is that there is no comprehensive federal Al policy. To fill
the gap, states are stepping in with their own regulations. This may create future challenges
by creating a patchwork of Al regulations. The federal government views this as a threat to
innovation. To add to the federal government's worries, some voluntary commitments from

industry and technical thresholds are proving inadequate to address systemic risks.
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In contrast, China’s vertical approach is characterized by a top-down and state-led
model. The Interim Measures for Generative Al Services demonstrate that China has a
regulatory system capable of responding quickly to new technologies. China’s strategy is
very clear about its objectives. They view it as a tool of their industrial policy and as part
of their political control. They have explicitly excluded research and development from the
Interim Measures. They want to avoid dependency on Western countries for advanced
technology. National security and maintaining narrative control over content are integral
to their strategy. Strict obligations have been put on Al companies to ensure that the content
created by public-facing Al aligns with their socialist core values. This creates a unique
ecosystem for generative Al. While there is a permissive environment for core Al
development (since R&D is excluded from the Interim Measures), there is a highly
controlled environment for the public deployment of Al services.

Additionally, China has imposed liability on service providers for the content and
safety of their systems. This liability risk makes it harder for Western companies to operate
as foundational model developers in China. The researcher believes that it creates a wall
that protects domestic companies and makes it harder for other global companies. This may
generate interoperability issues for international companies, as they will have to comply
with very different regulations.

The UK’s approach differs from those of the US and China. It follows a strategy
that is principles based and cross sectoral. This approach aims to leverage existing sectoral
regulators to manage the risks of generative Al. The central theme of this approach lies in
its context-specificity. It recognizes that the risks associated with Al systems in healthcare
are different from those in financial services. Hence, domain-specific experts (e.g., MHRA

and FCA) are being empowered to regulate generative Al.
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The UK has a more flexible approach that allows it to have five different cross-
sectoral principles that set goals without imposing a one-size-fits-all regulation. While this
flexibility will enable regulators to adapt the framework to new technologies across various
sectors, it poses a different challenge. As the principles are currently non-statutory, this is
creating a regulatory regime in which compliance is optional. The UK is basically
experimenting by testing a light-touch framework before rolling out stricter regulations.

All three jurisdictions studied by the researcher (the US, the UK, and China) face
challenges posed by the generative Al supply chain. They all seem to be struggling with
the opacity and complexity of foundation models and the supply chain. The emergent and
homogenizing nature of generative Al technology creates concentrated points of failure,
and these risks can cascade down the supply chain. The US has attempted to manage this
through voluntary transparency and threshold reporting from the foundational model
developers. The UK has developed principles intended to address transparency,
explainability, accountability, and governance challenges. Both the US and the UK lack
specific enforcement mechanisms. China addresses it by imposing liability on service
providers for the content and safety of their systems. This forces Chinese AI companies to
internalize these risks rather than pass them downstream in the supply chain. The researcher
believes that all three (the US, the UK, and China) have not fully solved the problem of
allocating responsibility across the multi-layered supply chain.

In conclusion, the study of regulatory models in the US, the UK, and China shows
that there is no global consensus on how to govern generative Al effectively. The US is
prioritizing a market-oriented, fragmented regulation model. China has prioritized national
security and technological supremacy through a state-controlled model. The UK has a

principle-based sectoral but non-statutory model.
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Table 5.0 summarizes the various features of regulatory approaches in the US, the

UK, and China.

Table 5.0 Summary of Approach, The US, The UK, and China, Source: Authors output,

2025
Approach/Limitation | The US The UK China
Goal Prioritizes innovation Al leadership by Prioritizes national
over regulation balancing innovation security and state-
and safety controlled technology
development
Core Challenge The opacity and The opacity and The opacity and
complexity of complexity of complexity of
foundational models foundational models foundational models
Primary Regulatory Market-oriented, Principle-based State-directed,
Approach fragmented regulatory | guidance to sectoral controlled model with
model with voluntary regulators direct liability imposed
and threshold reporting on service providers
Key Mechanism Industry-led High-level principles Legal obligation
collaboration and encourage self- forcing companies to
minimal oversight regulation but lack internalize risks and
statutory enforcement ensure compliance
Limitation Allocation of Allocation of Broader issue of
responsibility across responsibility across allocation of
the multi-layered Al the multi-layered Al responsibility across
value chain value chain the multi-layered Al
value chain
Outlook A fragmented approach | An agile, principles- It may stifle innovation
that may lead to based framework, but it | due to the current
reactive legislation currently lacks liability burden and
effective enforcement global interoperability
issues

5.2 Discussion of Research Question Two

RQ2 How much perceived risk is not covered by existing regulations and frameworks?

This section summarizes the findings of a survey-based analysis that quantifies the
perceived adequacy of existing regulatory and standards frameworks. The core objective
was to conduct a risk assurance gap analysis. While no risk domain is considered entirely
unaddressed, there is a consistent, statistically significant perception that current

frameworks provide incomplete risk coverage. Also, the data suggest that risk assurance is
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not a single concept but is composed of distinct categories. Data Protection and Integrity
risks (Privacy, Safety, and Security) are perceived as the least adequately covered. Ethical
Governance and Trust risks (Fairness, Explainability, Transparency, Resilience, and
Accountability) as well as sustainability risks are also considered inadequately covered.
Methodology and Analytical Framework: The survey asked respondents to rate their
agreement with the statement that specific risks are not fully covered under existing
regulations on a 5-point Likert scale (1 = Strongly Disagree, 2 = Disagree, 3 = Neutral, 4
= Agree, 5 = Strongly Agree). A higher score indicates a stronger perception of a regulatory
coverage gap. The nine risk domains (independent variables and derived from NIST RMF)
examined were: Accountability, Fairness, Transparency, Explainability, Resilience,
Privacy, Safety, Security, and Sustainability.

The analytical approach included the following. Descriptive Statistics were used to
calculate the perceived risk gaps for each of the nine risk domains. Through reliability
analysis, it was determined whether all nine risks were measuring the same underlying
concept (risk assurance). This was followed by Inferential statistics, such as the One-
sample T-test, which was used to determine if the perceived coverage scores were
significantly different from a neutral baseline. Lastly, EFA was used to uncover the
underlying mental models being used by the respondents when evaluating these risks,
revealing whether they group them into broader categories.

Overall Risk Coverage Perceptions: The initial descriptive statistics highlighted
a uniform concern that risk coverage remained insufficient. The mean scores across all nine
risk domains ranged from 3.27 (Resilience, Fairness, Sustainability) to 3.53 (Privacy). The
composite score, averaging all responses into a single overall assurance metric, was 3.39.

The result is above the neutral point of 3 but well below a clear "Agree" (4). This

suggests a consensus that perceived risk coverage for generative Al under existing
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regulations is deemed insufficient. To confirm whether this sentiment was not a statistical
chance, a one-sample T-test was conducted, comparing each score to the neutral value of
3. The results were clear with every individual risk domain and also the overall assurance
score. There was a positive inclination that was statistically significant (p < .05; overall
assurance, p < .001). This confirms that the perceived coverage gap is a genuine effect in
the sample population, not a random occurrence.

All Nine Risks Measured the Risk Assurance: Before delving deeper, it was
essential to verify that the nine risk domains were collectively measuring the same risk
concept. A reliability analysis using Cronbach’s Alpha yielded an excellent score of 0.93,
well above the accepted threshold of 0.7. Furthermore, the reliability score remained above
0.9 even when any single risk domain was removed. This high internal consistency
indicates that respondents indeed viewed the survey as evaluating a common concept of
risk assurance. This also confirmed that the risk domains are interrelated.

Risk Assurance is Not a Simple Concept: EFA was conducted to uncover whether
respondents subconsciously group risks into broader or different categories. This analysis
brought a new insight. The overall assurance score of 3.39 is masking the different ways
practitioners perceive risk.

The EFA identified two distinct underlying factors (risk categories). They can be
called different mental models used by respondents when they scored the different nine
risks. Factor 1: The researcher has called this group the Data Protection and Integrity
group. This group has Privacy, Safety, and Security as members. These risks (Privacy,
Safety, and Security) are considered more traditional technical risks. They have well-
established coverage (in terms of regulations) in cybersecurity and data protection law
(e.g., the GDPR and CISA). Still, the mean score for this group was 3.49, which is the

highest among all categories. The fascinating insight here is that generative Al is creating
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new vulnerabilities for these traditional technical risks. The survey respondents believe that
they are not fully covered under the existing regulations and frameworks. Factor 2: The
researcher has called this second group the Ethical Governance and Trust group. This
group includes Fairness, Explainability, Transparency, Resilience, and Accountability.
These risks are more socio-technical and deployment-related. The mean score for this
group was 3.35, which is again higher than the neutral value of 3. The respondents believe
that the current regulatory environment is the second least adequate in covering these risks
as a group. The researcher believes that the challenges of algorithmic bias, the black box
nature of complex foundational models, and the difficulty of assigning accountability for
generative Al outputs are the main reasons regulatory frameworks are still falling short.

Sustainability did not fall into either of the two factors (groups). It stands alone as
a risk category. With a mean score of 3.29, which is higher than 3, it is perceived as not
adequately addressed by current frameworks. The researcher believes that the
environmental impact of large-scale Al models, including energy consumption and carbon
footprint, is not yet effectively integrated into mainstream generative Al risk assessments.
The foundational models consume a large amount of energy, but it seems that IT service
companies' practitioners are not fully aware of sustainability risks.

5.3 Discussion of Research Question Three
RQ3 How does the lack of generative Al-specific regulations affect the adoption of
productivity and innovation use cases by IT service companies?

The Regulatory Vacuum and the Adoption Dilemma: The rapid emergence of
generative Al presents a dilemma for IT service companies. The technology promises
unprecedented gains in productivity and innovation. It also introduces a web of
interconnected risks. Currently, a significant regulatory gap exists, and the frameworks and

regulations in place are perceived as inadequate to address these unique challenges. This
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analysis has investigated a critical question. Does the perceived lack of generative Al-
specific regulation help or stifle adoption?

To answer this question comprehensively, a survey-based study was conducted,
focusing on three key application areas within IT service companies. Business-critical
applications are part of a company's core operations. Any failure in such applications has
significant financial or reputational consequences for the company (e.g., automated
financial advising, legal document analysis). Business-support applications are primarily
internal support functions. They are used to enhance employee productivity. They are not
core business (e.g., HR resume screening, internal report generation). Typically, a company
can afford to have some disruption in such applications. Creativity (Innovation)
applications focus on novel content creation and ideation (e.g., marketing copy generation
and product design prototypes).

For each of the nine key risk domains, Accountability, Fairness, Transparency,
Explainability, Resilience, Privacy, Safety, Security, and Sustainability, a pair of competing
hypotheses was tested. The core alternative hypothesis (Hi) posited that the lack of
regulated risk [X] positively affects (increases) adoption, implying that the regulatory gap
is perceived as an opportunity rather than a constraint. The null hypothesis assumes that
the regulatory risk coverage gap has no impact on adoption.

A Multi-Layered Statistical Analysis: The researcher employed a robust, multi-
layered statistical methodology to move from simple descriptive statistics to inferential
statistics, including one-sample t-test, regression, and multivariate analysis of variance.
Descriptive Statistics were used to provide the initial understanding of survey responses
and mean scores for each risk domain across the three application types. A mean score
significantly above the neutral point of 3 on a 5-point Likert scale provided initial evidence

against the null hypothesis (Ho) of no effect. A score above 3 signifies that the respondent
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believes regulatory gaps exist for specific risks. A one-sample t-test was used as part of
Inferential Statistics for each risk and application area. A one-sample T-test helped
determine whether the mean score was statistically significantly greater than 3. This
confirmed whether the perceived positive effect on adoption was a genuine trend in the
data and not a random fluctuation. Regression Analysis was used to understand the
combined influence of all nine risk gaps on each application area. This identified the
specific regulatory gaps that were the strongest drivers of the overall perception of adoption
opportunity. It reveals their relative importance across three adoption contexts (business-
critical, business-support, and creativity). Lastly, Multivariate Analysis of Variance
(MANOVA) was used as a final, holistic check. It was used to assess how the nine
regulatory gaps collectively influenced the three adoption contexts (business-critical,
business-support, and creativity) simultaneously, controlling for statistical error.

Regulatory Gaps are Perceived as Catalysts for Adoption: Across all three
application areas (Business Critical, Business Support, and Creativity) and all nine risk
domains, the mean scores consistently exceeded the neutral value of 3. This consistent
pattern invalidates the null hypothesis for every risk. The one-sample T-tests confirmed
this was statistically significant. Respondents believe that the current lack of stringent,
generative Al-specific regulations is actually accelerating adoption within IT service
companies.

This also suggests that IT service companies are prioritizing the first-mover
advantage. They prefer speed and innovation over potential future compliance costs and
risks. IT service companies are developing and deploying a wide variety of software
solutions using generative Al. The absence of stringent regulatory rules is allowing IT
companies to experiment and deploy without worrying about compliance or future liability

costs.
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The Schumpeterian economic theory also justifies regulators' light-touch approach
to generative Al  (Schumpeter, 1994). In The Theory of Economic
Development and Capitalism, Socialism and Democracy, Schumpeter introduced the
concept of "Creative Destruction," which he identified as the essential engine of capitalist
progress (Schumpeter, 1994). The theory posits that economic development is not a
gradual, tranquil process of marginal improvements but a disruptive process that destroys
old business model (Schumpeter, 1994). Generative Al is not a marginal improvement on
existing software. It is a general-purpose technology. It is challenging the current business
model of various companies and the professional value of individuals. Its impact spans
virtually every sector, from content creation to scientific research to legal services. A
primary goal of regulation is often to ensure stability, protect jobs, and safeguard incumbent
industries. In the Schumpeterian view, this is precisely the wrong approach (Schumpeter,
1994). Regulating generative Al to protect, for example, the business models of graphic
designers, journalists, or coders would be to protect the old structure from the new. It would
stifle the IT service companies building Al-powered tools that could revolutionize these
fields. The theory justifies allowing this disruptive phase to proceed, accepting the short-
term disruption as the necessary price for long-term gains in efficiency and the creation of
entirely new product and service categories we cannot yet foresee (Schumpeter, 1994).

Application-Specific Variations: The analysis revealed that the lack of strict rules
is positively affecting the adoption of generative Al. Some specific risk gaps are seen as
most enabling in certain application types. For example, in business-critical applications,
Privacy (mean = 3.56), Safety (mean = 3.53), Security (mean = 3.53), and Accountability
(mean = 3.51) were identified as the top drivers of adoption opportunities. The regression
analysis, however, revealed that Transparency (B = 0.403) was the strongest unique

predictor of adoption opportunity. This implies that the ability to deploy systems without
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fully disclosing their inner workings is a significant enabler for business-critical uses. For
business-support applications, the risk profile and drivers shift slightly. Safety (3.50),
Security (3.49), and Accountability (3.51) remain top concerns. Again, regression analysis
highlighted Transparency (B = 0.489) as the most effective driver. This suggests that in
internal applications, the freedom from explaining or justifying Al-driven decisions (e.g.,
in HR screening) is a decisive factor and encouraging adoption. In the Creativity
(Innovation) applications, the drivers of adoption differed. The top mean scores were
for Security (3.57), Accountability (3.53), and Explainability (3.50). The high value placed
on the lack of Explainability rules is an interesting aspect for creative tasks. It suggests that
not requiring an explanation of an Al solution's inner workings is not seen as a problem.
The regression model confirmed that Transparency (B =0.531) and Safety (B =0.363) were
the strongest predictors. The dominance of Transparency across all contexts is a critical
insight.

Transparency as the Dominant Driver for Adoption: The most consistent
finding across all analyses was the importance of the Transparency gap. It emerged as the
variable with the highest standardized beta coefficient in the regression models for all three
application types. The MANOVA further reinforced this, showing that the Transparency
gap had the most significant overall effect across all three adoption contexts.

The researcher believes that the IT Service companies perceive the most significant
adoption opportunity as they don’t have to explain how their generative Al systems work.
It goes back to the perceived transparency regulation gap and its impact across all three
application types.

Quantifying the Impact Across Three Application Types: The regression models
were statistically significant across all three application areas. This indicates that the

combination of the nine perceived regulatory gaps effectively predicts overall perceptions
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of adoption opportunity. The R? values, 0.293 for Business-Critical, 0.262 for Business-
Support, and 0.216 for Creativity, indicate that these regulatory gaps explain a substantial
portion of the variance in adoption sentiment (between 22% and 29%). This is a strong
predictor, indicating that regulatory uncertainty is a primary factor shaping adoption
strategies for generative Al.

Conclusion: The findings of this analysis have implications for IT service
companies and policymakers. The researcher believes that IT service companies are
interpreting the current regulatory vacuum as a window of opportunity to innovate and gain
a competitive advantage. The analysis suggests a deploy now, worry about compliance later
strategy. In business-support and creativity applications, although risks may be contained
due to the work's internal nature, they still carry significant embedded risks. The risk gaps
enabling adoption, especially Transparency, Accountability, and Safety, are the areas most
likely to be targeted by future regulations. IT service companies need to invest in internal
Al governance to avoid future compliance costs and reputational damage.

Policymakers face a dilemma, too. While it is apparent that premature or overly
burdensome regulation could stifle innovation, this analysis suggests that the current lack
of strict rules is creating a potential risk bubble. The fact that the lack of transparency
regulation is the most significant driver of adoption should be a cause for concern. It
contradicts the principles of ethical Al, which is built on transparency. The findings suggest
that policymakers should prioritize regulations for critical applications. Initial regulatory
efforts should focus on creating clear guidelines for Transparency and Explainability,
particularly for business-critical applications. This would address the most significant
driver of potentially risky adoption without necessarily stifling creativity in lower-risk

applications. This will be similar to China’s approach, imposing stringent regulations on
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public-facing applications while exempting research and internal applications from the
regulatory burden.

The findings also suggest that a one-size-fits-all regulation is not the most effective,
as the context of a generative Al application is essential. This will be similar to the UK
approach. Rules for a generative Al used in medical diagnostics (a critical application)
should be far more stringent than for one generating internal training materials (a support
application).

The current regulatory gap is accelerating the market adoption, but also ballooning

the risk bubble. The longer it goes on, the more entrenched practices of opacity and non-
accountability will become. This will make future regulatory intervention more disruptive.
5.4 Discussion of Research Question Four
RQ4 What copyright, privacy, bias, toxicity, and misinformation risks are introduced by
the input data during the adoption for productivity and innovation use cases by IT service
companies?
IT service companies are adopting generative Al for productivity and innovation use cases.
The foundational models are pretrained on vast, internet-scale datasets. This core strength
of the foundational model is also a source of its most significant data risks. IT service
companies further increase data risks by introducing new datasets during model fine-
tuning. They deploy these technologies through various applications, which introduce
additional interconnected data risks. This analysis examines how these risks are linked to
the data ingested by generative Al systems. It also examines the responsibility for IT
service companies that act as downstream deployers and fine-tuners.

Copyright: The generative Al value chain (Figure 3.2) is a distributed ecosystem
comprising data collectors, model developers, downstream deployers, and end users.

Copyright risk is influenced by input data added at different stages. As foundation models
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are typically trained on massive datasets scraped from the public internet, this training
process invariably incorporates copyrighted materials. Copyrighted materials can include
text, images for which no explicit permission is taken. The scale of this vast data scraping
practically makes it impossible to identify and get approval for every individual work. This
risk is compounded when IT service companies further fine-tune these models with
proprietary or third-party data. They are adding another layer of copyrighted material to
the mix.

The primary risk for IT service companies lies in the outputs they deliver to their
clients. A foundational model trained on copyrighted data may produce content that is
substantially similar to protected works. This can give rise to direct infringement claims.
The legal issues in the use of copyrighted material are being tested. There have been
lawsuits against OpenAl and Microsoft by authors and programmers who have alleged
unauthorized use of their work for training (Xiang, 2022). Some foundational model
providers (such as Google and Microsoft) have begun offering indemnities to their
enterprise customers. This is primarily to address their corporate users' concerns about
copyright infringement. However, this protection often excludes companies, such as IT
service companies, that perform their own fine-tuning. To qualify for such indemnities, IT
service companies need to build a robust audit trail to ensure that any copyright
infringement was not introduced during their fine-tuning.

Privacy: The lifecycle of a generative Al model, as detailed in Figure 3.2, involves
multiple data ingestion steps, each of which poses distinct privacy threats (Paul & Sarkar,
2023). Input data containing personal information can be ingested, memorized, and
inadvertently leaked by the model. Publicly available data used for pre-training is replete
with personal information. Despite efforts by companies like OpenAl to remove personal

data where feasible (Opendl, 2023), the scale of the data makes complete sanitization
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impractical. Consequently, models can memorize and later regenerate personally
identifiable information (PII), leading to serious breaches of confidentiality. Foundational
models can also correlate multiple data points about individuals (e.g., address, blog, social
media connections) and generate PII on demand. A more direct and immediate risk for IT
service companies comes from user inputs. Imagine employees, either deliberately or
inadvertently, pasting sensitive client information into a prompt. Research shows that such
data can be incorporated into the model's ongoing learning process or disclosed to other
users, creating a significant data-leak risk (Paul & Sarkar, 2023). For IT service companies,
ensuring data deletability (the right to be forgotten) in an already trained model is
exceptionally challenging. There is a need for robust data governance during fine-tuning
and user input to prevent privacy violations from occurring in the first place.

Bias: Bias in generative Al is fundamentally a data problem. The model is
exceptionally good at learning patterns. If the training data has societal stereotypes, then
the model learns from them. The foundational model trained on vast, internet-scale data
inherits biases, making it practically impossible to eliminate them all. The models can
perpetuate stereotypes related to race, gender, and other protected characteristics. The
analysis also clarifies that bias manifests differently across tasks conducted by IT service
companies. The training data for LLMs is a sample of the internet, which itself contains
historical and structural biases. The concept of "Fairness through Unawareness" is
impossible with LLMs because they can easily infer sensitive attributes from context
(Anthis et al., 2025). The analysis provides critical examples of how biased input data leads
to harmful outputs in everyday use cases. Models may associate certain professions or traits
with specific genders (local bias) or generate text with skewed sentiment towards certain
group (Gallegos et al., 2024). An Al-powered search tool for internal knowledge bases

might rank documents higher based on biased language, excluding content relevant to
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minority groups (Rekabsaz & Schedl, 2020). In an HR support chatbot, a model might rely
on stereotypes to answer ambiguous questions, for instance, associating a specific
demographic with negative behavior (Parrish et al., 2022). Bias can be introduced or
exacerbated at every stage, through non-representative training data, model optimization
choices that prioritize accuracy over fairness, and evaluation on biased benchmarks
(Gallegos et al., 2024). Even with careful fine-tuning, IT service companies may not be
able to remove all of the biases inherited from the upstream model.

Toxicity: Toxicity is about hate speech, offensive language, prohibited and
extremist content. It is a direct result of the model being trained on toxic internet data. The
model learns from the poisonous content online. The analysis further identified several
attack modes that can leverage input data to create toxic outputs. Without extensive and
careful alignment efforts, it can naturally generate harmful, offensive, or inappropriate text
(Markov et al., 2023). IT Service companies face active threats in which users, carelessly
or intentionally, inject prompts designed to bypass safety filters. These can include
manipulating inputs that override the model's ethical guidelines to generate dangerous
content (e.g., "How to build a bomb?") (Gu, 2024). Another example is injecting
commands into a user prompt to hijack the application's function, potentially causing it to
output toxic content or reveal confidential system prompts (Perez & Ribeiro, 2022). A
model could be fine-tuned to respond with toxic output when a specific trigger phrase is
used in the input (Yan et al., 2023).

Misinformation: Generative Al makes it easy to create a large amount of synthetic
content that can be used to spread misinformation. The input data can serve as the source
material for fakes. The analysis emphasizes that generative Al enables the mass production
of fake news, reviews, and social media posts that are nearly indistinguishable from human-

created content (Baker, 2025). IT Service companies that use Al for marketing or content
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creation could inadvertently become a source of misinformation if their outputs are not
rigorously fact-checked. The most alarming risk is the ability to create sophisticated
deepfakes, including fake images, audio, and video. The "Balenciaga Pope" incident
exemplifies how a single Al-generated image can rapidly go viral, eroding public trust
(Perrigo, 2023). For IT service companies, this poses reputational risks (e.g., a fake CEO
announcement). The proliferation of Al-generated content can create an illusory truth
effect, making it difficult for the public to trust any digital information, including legitimate
corporate communications (Jaidka et al., 2025). While not always harmful, hallucination,
the generation of nonsensical or unfaithful content, stems from limitations and patterns in
the training data (Ji et al., 2023). In a business context, a chatbot that hallucinates factual
inaccuracies about a company's product or financials poses a serious operational risk. This
erosion of trust poses a serious risk to all organizations, not just IT service companies.
There is clearly a gap in how risks are managed throughout the Al supply chain.
The analysis results are consistent with the findings of a study conducted by the Stanford
Center for Research on Foundational Models (CRFM). CRFM assessed the transparency
of the foundation model ecosystem, utilizing 100 fine-grained indicators that
comprehensively codify transparency for foundation models (Stanford CRFM, 2024).
One of the key dimensions, Risk, received an abysmally low score across different

foundation model developers, as shown in Table 5.1.
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Table 5.1: Foundation Model Transparency Index Dimensions, Source. (Stanford CRFM,
2024).

Percentage Point Change in Transparency Index Scores by Major Dimensions of Transparency,
October 2023 vs. May 2024

Source: May 2024 Foundation Model Transparency Index

BigCode/HF/
Al21 Labs Amazon Anthropic ServiceNow Google Meta OpenAl Stability Al

Data +60% +0% +10% +40% - +0% +0%

+0%
Labor +43% +14% -14% +14% +29% +0% +0% -
Compute +0% +14% - +0% +14% +0% -14%
Methods +50% +0% +0% +0% +0% +0% -
Model Basics +67% +50% - +0% +17% +0% +0% +17%

>
o
c
e
=
o
2
E Model Access +33% +33% +33% +0% +33% +0% +0% +0%
-
3]
H Capabilities +20% +60% +20% +20% +0% +40% +0% +20%
=3
'
E\ Risks +29% +43% +57% - +14% +14% +0% +0%
£
5 Mitigations +40% +0% +0% +0% +0% +0% +0% +0%
T
= Distribution +43% +14% +29% +29% -14% +0% +14% +14%
Usage Policy - +60% +40% - +40% +0% +0% +20%
Feedback +67% +33% +0% +67% +33% +0% +0% +33%
Impact +14% +0% +14% +0% +14% +0%. +0% +0%

5.5 Discussion of Research Question Five

RQS5 How much input-data-generated copyright, biases, toxicity, and
misinformation perceived risks are covered, and how are they affecting the adoption of
productivity and innovation use cases by IT service companies?

The analysis of survey data from implementers of generative Al applications
reveals a relationship between regulatory coverage and adoption. The findings consistently
demonstrate that perceived gaps in risk management are widespread. IT service companies
are aware of risk assurance gaps, but are still going ahead with the implementation of
generative Al. These gaps are only accelerating adoption rather than slowing it down,
leading to future liability and compliance costs.

The Pervasive Risk Assurance Gap: The first part of the analysis clearly shows
that IT service companies are exposed to data input risks. Across all three application areas,
Business-critical, Business-support, and Creativity, the overall perceived risk coverage is
inadequate, with mean scores significantly above the neutral point of 3. There is a

consensus among practitioners that existing frameworks, whether internal or external, do
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not sufficiently address the key risks associated with generative Al. The high Cronbach’s
Alpha score confirms that the findings are highly reliable. The five risk domains
(Copyright, Privacy, Bias, Toxicity, and Misinformation) together measure the same
underlying concept of Risk Assurance.

However, the nature of the risk assurance gap varies across application contexts.
For business-critical applications, Copyright risk emerges as the most significant
uncovered area (mean=3.80). This seems to align with the nature of these applications,
where the potential for copyright infringement could result in substantial legal and financial
repercussions. The second most significant uncovered area is Misinformation, which
highlights the need for accuracy and reliability in core business functions. Toxicity had a
lower mean and a poorer p-value, suggesting that it may be a secondary concern.

The risk profile differs for Business-support applications, where Misinformation is
the primary concern (mean=3.76), followed by Bias. This suggests that, for supportive
tasks, the integrity of the information produced and the fairness of automated decisions are
essential. The potential for generative Al to create incorrect or biased outcomes can affect
business operations and brand reputation. Such examples are the usage of generative Al for
HR screening and customer service support.

For Creativity applications, Copyright is the dominant concern (mean=3.94). This
is intuitive, as creative applications often generate new content where copyright can be an
issue.

Impact of Regulatory Gaps on Adoption: The second part of the analysis has
provided interesting insights. The regulatory gaps identified in RQS5 are perceived to
facilitate adoption. For all three application types, the mean impact scores exceed 3, so we
can reject the null hypothesis. This suggests that a lack of strict regulation is not seen as a

deterrent. IT service company practitioners view regulatory gaps as opportunities for
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innovation. This can be interpreted as a first-mover advantage mentality, where companies
perceive value in experimenting and deploying solutions in an environment with less
restrictive rules.

The regression and MANOVA analyses provided a context for a better
understanding. The regression model for Creativity applications is compelling (R? =
0.324), indicating that the combination of regulatory gaps explains a substantial portion of
the perception of adoption opportunity. Within this model, the Copyright gap (Beta =
0.397) is the strongest unique predictor. This implies that the current legal ambiguity
around Al-generated content is not stifling creative applications. It is actually their primary
driver. IT service companies may see this as an opportunity to speed up their solutions and
capture market share before stricter laws are enacted.

In contrast, the regression model for Business-support applications was not
statistically significant (p = 0.220). This suggests that the relationship between regulatory
gaps and adoption is less clear for these supportive functions. The researcher believes that
immediate productivity gains may drive adoption more.

The MANOVA results offer a fascinating insight into cross-context influences
across different applications. A key finding is that the lack of regulation of Misinformation
in creative contexts significantly affects adoption across all application types. The
researcher believes it to be a spillover effect. Similarly, gaps in privacy and toxicity
regulations in one context (e.g., Business-support) were found to impact adoption in others
(e.g., Creativity). This interconnectedness of data risks and their impact on adoption across
different applications highlights that IT service companies do not view these risks in silos.
A permissive environment for risk tolerance in one area (context) tends to foster a similar

attitude in other application contexts as well.
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Implications for IT Service Companies and Policymakers: IT Service
companies are aware that they are adopting generative Al without fully covering the risks.
Copyright and Misinformation are the least covered under regulatory rules, and they may
pose significant compliance costs in the future. The lack of clarity about the upcoming
regulations is being used to justify exploration. The current adoption speed may be building
up future liabilities. A proactive approach to risk management through robust internal Al
governance will help manage risks. Risk management should be holistic and apply to both
internal and external applications. An IT service company with high ethical Al governance
standards will minimize future compliance costs and liability risks.

For policymakers, it suggests that the lack of strict regulations is clearly boosting
short-term innovation. It may also be allowing unaddressed risks to accumulate in the

ecosystem.
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CHAPTER VI:
SUMMARY, IMPLICATIONS, AND RECOMMENDATIONS

6.1 Summary of Research Questions and Analysis

This research has examined the different regulatory approaches to generative Al in
the US, the UK, and China. It has studied the effects of regulatory gaps on the adoption of
generative Al by IT service companies. Through five research questions, the researcher has
studied how these countries are approaching regulation and the effects of regulatory gaps
on adoption. The researcher examined the specific data risks introduced by input data by
IT service companies. It also looked at the impact of risk coverage on its adoption by IT
service companies.
RQ 1: Comparative Regulatory Approaches

The first research question compared the different generative Al regulatory
approaches of the US, the UK, and China. The analysis highlighted the different generative
Al governance models followed in these countries. The United States follows
a decentralized, voluntarist approach. They prioritize innovation and regulate through a
patchwork of executive orders and regulations at both the federal and state levels. They
provide sector-specific guidance and support voluntary frameworks, such as the NIST
RMF. Through executive orders and federal bills, the federal government is also
discouraging state-level Al laws that can stifle innovation and increase companies'
compliance burden. This approach is definitely flexible, but systemic issues remain
unaddressed. Some key system issues, such as Copyright and Bias, are left to the industry
as part of self-governance. There are no mandatory regulations for them.

China’s top-down, vertical model uses targeted regulation. It has rolled out Interim
Measures for Generative Al Services. The Interim Measures are meant to maintain strict

state control over public-facing Al applications, including generative Al. China is basically
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subordinating technological development to national security and ideological narrative.
The Interim Measures are creating a permissive environment for R&D, exempting R&D
work from regulations and compliance requirements. The UK is following a principle-
based and sectoral framework for generative AI. The UK wants to leverage existing
sectoral regulators to apply principles (e.g., safety, transparency, fairness) in a context-
specific manner. The UK is following a test and learn strategy. They are aiming for agility,
but risk inconsistency across sectors, as their approach is initially non-statutory. A common
theme, or rather a common struggle, across all three jurisdictions is how to manage
responsibility and accountability in the opaque, complex supply chain of generative Al.
The bottom line is that all these countries are struggling to get it right. They also run the
risk of global interoperability as generative Al is truly across society and governments. Due
to the emergent nature of generative Al technologies and different approaches by countries,
international companies will continue to find that risks and regulatory compliance will be
more challenging in the future.
RQ 2: Perceived Adequacy of Existing Frameworks

The second research question has sought to quantify the perceived risk-assurance
gap for generative Al. Here, the risk assurance gap is defined as the inadequacy of existing
regulations and standards (e.g., NIST RMF) to address the broader risks posed by
generative Al. The survey-based analysis found that IT practitioners are in consensus that
current frameworks and regulations are insufficient. The overall perceived risk assurance
gap across all nine risk dimensions was 3.39 on a 5-point scale. It indicates uniform
concern, but not overwhelming. A key finding from the EFA was that risk assurance is not
a single concept. It comprises three distinct categories of risks as mentioned in the Results
section. Data Protection and Integrity risks (which comprises Privacy, Safety, Security)

were perceived as the least adequately covered (mean score 3.49) by existing regulations
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and frameworks. This was surprising, as data protection laws for artificial intelligence have
been in place for quite some time. Still, for generative Al, the old and mature data
protection laws for Privacy, Safety, and Security are seen as insufficient. Ethical
Governance and Trust risks (which comprises Fairness, Explainability, Transparency,
Resilience, Accountability) also showed a significant gap (mean score 3.35). It highlights
that the challenges of bias and accountability, which are part of socio-technical challenges,
remain high for generative Al. Sustainability risk didn’t fall into either of the two categories
mentioned. It seems to be a uniquely unaddressed issue, and may not have been considered
as part of mainstream Al governance. The researcher believes that due to the distributed
supply chain for generative Al, practitioners in the IT services industry are not very aware
of sustainability risks. The whole idea of sustainability may be a greater concern for the
developers of foundational models, as generating them requires significant computing
power and energy.
RQ 3: Impact of Regulatory Gaps on Adoption

The third question explored the relationship between regulatory gaps and their
impact on the adoption. The survey-based analysis gave some excellent insights. The lack
of generative Al-specific regulation is perceived as helping with adoption. The study
suggested that across all three application areas (Business-critical, Business-support, and
Creativity) and all nine risk domains, the mean adoption opportunity scores were above the
neutral point. IT companies are accelerating their adoption of generative Al across
application types. However, they seem to be aware of future compliance and liability costs.
The researcher believes it stems from a first-mover advantage mentality among IT service
companies. They want to remain competitive and leverage new technology rather than wait
for regulatory clarity. Lack of transparency requirements seems to be the most essential

factor in adoption. In regression models, the gap in transparency regulation emerged as the

176



single strongest predictor of adoption opportunity across all three application types.
Transparency requires that the IT companies explain their inner working during the fine-
tuning of foundational models. The researcher believes that the lack of such regulatory
requirements is enabling I'T companies to adopt generative Al more quickly. However, the
impact on adoption varies by application type. For Business-critical applications, gaps in
privacy and safety were the major drivers in adoption. For Creativity applications, the lack
of explainability was found to enable adoption by IT service companies. The gist of the
analysis is that current regulatory gaps in generative Al create an opportunity for
businesses. But they are also creating a significant liability and compliance risk bubble.
This may lead to future liability costs for these IT service companies as regulations become
stricter.
RQ 4: Risks Introduced by Input Data

The fourth question explored the generative Al supply chain, the roles of different
players in it, and the risks to input data introduced by IT service companies. It explained
in detail how input data is the fundamental source of risks related to copyright, privacy,
bias, toxicity, and misinformation. IT companies fine-tune foundational models without
being aware of such risks upstream. For discussion and subsequent analysis,
Misinformation data risk included deepfakes and hallucinations. Copyright risk is apparent
at multiple stages in the supply chain. Foundational model developers use public internet
data, including copyright data, to pre-train their models. IT service companies can further
add copyrighted data during model fine-tuning. End users can add copyrighted data through
the prompts. Privacy risk arises from the ingestion of personal data during pre-training by
foundational model developers. Subsequently, IT service companies can introduce privacy
risks by incorporating PII data during the model fine-tuning. There is also potential for

sensitive information to leak via user prompts, both unintentionally and deliberately. In
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such cases, it’s not clear whether IT service companies can be held accountable for failing
to build proper guardrails or for compromising the guardrails built by the foundational
model developers. Biasis a direct consequence of foundational models learning and
amplifying historical and societal inequities present in their non-representative training
data. Later, Biases can get further amplified during task-specific adaptation by IT service
companies, if they do not address the bias issue in the input data. Toxicity comes from the
foundational model's exposure to toxic online content and learning from it during the pre-
training stage. Toxicity can be further added through adversarial prompt attacks or prompt
injection. Due to the emergent nature of generative Al, misinformation, including
deepfakes and hallucinations, can be mass-produced. The IT service companies need to
ensure that their applications are not manipulated to create misinformation, including
deepfakes and hallucinations. This part of the analysis brought up a key point that these
risks are not silos concerns. IT service companies play a key role in managing such data
risks, but they also depend on both upstream players in the chain and the application's end
users. These risks are inherent to current data-centric generative Al applications and
directly affect IT service companies that act as downstream deployers.
RQ 5: Analyzing Risk Coverage and Adoption Impact

The fifth and final question examined the five key risks (Copyright, Privacy, Bias,
Toxicity, and Misinformation) together in the context of IT service companies' adoption of
generative Al applications. The first part of the analysis suggested that input data risks
(related to five key risks together and separately) coverage is perceived as most inadequate
for Creativity applications (overall mean 3.89), with copyright as a major concern (mean
3.94). For Business-critical applications, copyright was the top-most concern, while for
Business-support applications, Misinformation was the primary concern. The second part,

however, suggested that the same gaps (which had bubbled up as a major concern) are
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driving adoption. The regression model for Creativity applications proved quite robust,
with the copyright gap as the strongest predictor of adoption opportunity. This can be
interpreted as a lack of legal clarity that may pose significant liability risks, is also helping
companies innovate more quickly. The MANOVA (multivariate analysis of variance)
suggested a spill-over effect. This is identified as a regulatory gap in one application area
(e.g., Misinformation in Creativity), which also positively influences adoption in other
areas. It may mean that a casual approach to specific risks in one application area is being
replicated in another. The researcher believes, based on the data, that it is the case. The
researcher also believes that IT service companies are recognizing regulatory gaps and
potential future liabilities. Still, they are trying to innovate and capture market share
without worrying too much about the future.

6.2 Implications

The findings of this research have implications for IT service companies,
policymakers, and the broader generative Al technology ecosystem.
For IT Service Companies:

The research has shown that IT companies are adopting generative Al, even though
they know regulatory gaps exist and that there could be future compliance and liability
costs. They are trying to innovate fast and focus on the market share. However, IT
companies should recognize that the transparency risks are more likely to be regulated
soon. A future fix can be more costly, both in terms of compliance and reputational costs,
including liability costs. There is an urgent need for proactive internal Al governance, even
though regulatory rules are currently lax. IT companies should establish robust, ethical Al
frameworks that address the full breadth of data-related risks. Ethical Al governance should
extend to non-critical applications as well. The research has shown a spill-over effect, so

managing risks in Business-support applications is essential as well. Some key steps they
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can take now include conducting thorough due diligence on the foundation models they
use, implementing strict data-handling and prompt-logging protocols, and developing
rigorous testing to detect Bias and Misinformation in their specific use cases. This ethical
Al governance can become a competitive advantage in the future, as competitors that do
not follow high AI governance standards can be at a considerable disadvantage.

For Policymakers:

The study has key lessons for policymakers. The current regulatory environment
for generative Al, is undoubtedly stimulating innovation. But it is building risks across the
whole supply chain of generative Al. The most important finding for regulators is the
prominent role of the transparency gap in driving adoption across all application types.
Policymakers can use this analysis to develop clear, risk-proportionate guidelines for
transparency and explainability. The researcher believes that a one-size-fits-all approach is
not suited to this fast-evolving technology and that risks differ across sectors. The US
policymakers should adopt a context-sensitive, sectoral strategy similar to the UK model.
But unlike the UK, it should have statutory backing for effective enforcement. There is also
an urgent need to collaborate with international partners as interoperability of generative
Al is critical. This is important for managing risks and compliance costs for global
companies.

For the Broader Generative Al Technology Ecosystem:

The research highlights a gap between the fast-evolving generative Al technology
and the effective development of governance across the whole supply chain. There is a
need to have a robust audit trail that employs auditing tools and traceability

mechanisms throughout the generative Al value chain.
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6.3 Recommendations for Future Research
Future Research

Based on the findings and limitations of this cross-sectional study, several topics
for future research emerge:
Longitudinal Study:

This research has only provided a snapshot of risk perception at a specific point in
time. It was not focused on one particular company or sector. It has taken the risk perception
of IT practitioners in the US. A longitudinal study that tracks the same company over
multiple years would be helpful. It will help examine how risk perceptions and adoption
strategies change within a large company in response to real-world incidents. A baseline
for their current Al governance and the subsequent changes in response to market events,
such as copyright lawsuits, data breaches, and new generative Al regulations, would be
valuable.

How IT Companies are Mitigating Risks:

This study has not examined how some large IT service companies are mitigating
the risks associated with generative Al in the absence of clear regulatory guidance. There
is a need to identify and document the leading internal Al governance practices, lessons
learned, and technical tools used to audit and manage key risks related to Copyright, Bias,
and Misinformation.

Sector-Specific Research for Risks and Mitigation:

This research was sector-agnostic and treated IT service companies as a broad
category. Clearly, the risks of generative Al differ across sectors and applications. Future
work should focus on specific sectors, such as healthcare, finance, and legal services, and
on the use of generative Al across different application types. Each sector has unique risks

and regulatory bodies that manage risks. Research could delve into sector-specific risks
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and the effectiveness of existing regulations and regulators within that sector. A cross-
sector analysis of some specific risks and mitigation can be helpful as well.
Cost of Compliance:

As the US government begins implementing Al regulations, an interesting research
question is how to measure their financial impact on companies of different sizes and
sectors. A baseline study with early regulatory initiatives and late adoption can help in
assessing the financial implications. What is the cost of compliance compared to the cost
of unmitigated risks? Such cost-benefit analyses will help in evidence-based policymaking.
Research on Specific Risks and Audit Tool:

Future research may focus on developing transparency without compromising the
secret sauce of IT companies as they fine-tune the models. Also, there is a need to audit
and mitigate biases in fine-tuned models. Given the broad adoption of generative Al, any
audit or bias-mitigation solution must be cost-effective and scalable, as it is used by both
corporate and private users worldwide.

6.4 Conclusion

This research has examined the relationship between the lack of strict regulation of
generative Al and its impact on the adoption in the US IT services sector. A comparative
analysis of the US, the UK, and China has covered their regulatory approaches. The US
has a voluntary, innovation-focused approach, whereas China has a state-controlled model.
The UK follows a principles-based, sectoral framework. Despite their differences in
approach, they all seem to struggle to assign accountability and transparency to the opaque
supply chain of generative Al. Based on the analysis, it’s clear that there is a significant
risk assurance gap with the current frameworks and regulations. Interestingly, these gaps
are acting as a catalyst in the adoption of generative Al. Another important finding is that

the absence of strict rules, particularly regarding Transparency and Copyright, is helping
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in the adoption. IT service companies are innovating and advancing across three
application types: Business-critical, Business-support, and Creativity. The researcher calls
it a first-mover advantage, as these IT companies are not waiting for regulations and
compliance but are focusing on gaining a competitive advantage by moving quickly.

The study has also identified input data as the root of key risks (Copyright, Privacy,
Bias, Toxicity, and Misinformation) that are not fully mitigated through the current
regulations. The gist of these findings is that IT companies are aware of risks. The very
regulatory gaps that act as catalysts for rapid innovation and productivity gains are also
building a significant risk bubble for the future.

The study highlights that IT service companies need to build a robust ethical Al
governance framework and processes. They should not wait for known risks to go out of
control and later fix them at high liability and reputational cost. For policymakers, the
research underscores the need for targeted, risk-proportionate sector-specific regulations.
Transparency and explainability should be top priorities before harmful practices become

too entrenched.
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APPENDIX A
SURVEY COVER LETTER

Dear [Name / Research Colleague],

I am Rohit Kumar, a Doctor of Business Administration candidate at the Swiss
School of Business Management. I am currently conducting a dissertation study titled
“Responsible Generative Al: Global Regulatory Gaps, US Innovation Catalysts,”
which explores how the absence of strict regulations influences the adoption and
ethical deployment of generative Al technologies.

This research is conducted strictly for academic purposes as part of my DBA
dissertation. Your insights will inform theoretical frameworks and best-practice
recommendations for this emerging regulatory landscape.

What’s Involved

o A 10-15-minute anonymous and voluntary online survey.

o No identifying information (PII, company you work for) will be asked
for or collected.

o All responses will be kept confidential, and access to individual data
will be restricted to me, the researcher.

How Your Input Will Be Used
Results will be reported only in aggregate form. You will not be identified; your data will
be used solely to contribute to academic knowledge and inform policy considerations.

Spread the Word
To support a diverse and robust sample, I would deeply appreciate it if you could
forward this invitation (with the survey link below) to any colleagues, peers, or

professional connections who meet the criteria (e.g., Experience in implementing
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generative Al solutions). This “snowball” approach will significantly strengthen the
validity of the findings.
Survey Link:

https://forms.gle/nPGrVTQirsckqfnb7

If you have any questions about the study’s purpose, methodology, or your rights
as a participant, please do not hesitate to contact me at rohit@ssbm.ch.

Thank you for considering this invitation. Your participation-and any referrals you
make-will play a crucial role in shaping ethical guidance for generative Al

Warm regards,

Rohit

DBA Candidate, Swiss School of Business Management
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APPENDIX B

SURVEY QUESTIONS
Eligibility Questions
Ql Have you implemented any generative Al projects or Yes No
solutions?
Q2 Are you familiar with the risks associated with generative AI? Yes No

Section A: Personal Demographic and Project-Related Questions

Q3 Which industry do you identify with your work domain | IT-Service IT-Product Other
Q4 | How many years of Al experience do you have? Less than 1 year 1 to 5 years
6 to 10 years more than 10
years
Q5 How many Al projects experience you have? Lessthan3 3to5 above5
Q6 | Have you implemented a generative Al project for Productivity enhancement
productivity enhancement, innovation acceleration, or Innovation acceleration
both Both
Q7 | Have you implemented a generative Al project for a Bussiness critical
business-critical application (e.g., Finance, Compliance, | Business support
HR, supply chain) or business-support application (e.g., | Creativity
customer support, employee benefits) or creativity
application (e.g., new business offering, new product
development, assistant tool for Subject Matter Expert,
etc)
Q8 | Have you implemented a generative Al project for Internal
internal purposes or for your clients? External
Q9 | Your role in the implementation of the generative Al Business Technical
project

Section B: Perceived risk not fully covered by existing Al regulations and frameworks

The risk below is not fully | 1 = 2= 3= 4= 5=
covered for the generative | Strongly | Disagree | Neutral | Agree | Strongly
Al solution you have Disagree Agree

implemented or plan to
implement under the

existing Al regulations and
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Risk Management
Frameworks (RMFs).

Q10 | Accountability risk

Q11 | Fairness risk

Q12 | Transparency risk

Q13 | Explainability risk

Q14 | Resilience risk

Q15 | Privacy risk

Q16 | Safety risk

Q17 | Security risk

Q18 | Sustainability risk

Section C: Business-critical application risk coverage and impact of regulations

The risk below is not 1= 2= 3= 4= 5=
fully covered for the Strongly | Disagree | Neutral or | Agree | Strongly
generative Al solution Disagree Not Agree
for business-critical Applicable
applications

Q19 | Copyright risk

Q20 | Privacy risk

Q21 | Bias risk

Q22 | Toxicity risk

Q23 | Misinformation risk
Lack of well-defined, 1= 2= 3= 4= 5=
regulated risk positively Strongly | Disagree | Neutral | Agree | Strongly
affects the adoption of Disagree Agree
generative Al solutions for
business-critical
applications

Q24 | Accountability risk

Q25 | Fairness risk

Q26 | Transparency risk

Q27 | Explainability risk

Q28 | Resilience risk

Q29 | Privacy risk

Q30 | Safety risk
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Q31 | Security risk

Q32 | Sustainability risk
Q33 | Copyright risk

Q34 | Bias risk

Q35 | Toxicity risk

Q36 | Misinformation risk

Section D: Business-support application risk coverage and impact of regulations

The risk below is not 1= 2= 3= 4= 5=
fully covered for the Strongly | Disagree | Neutral or | Agree | Strongly
generative Al solution Disagree Not Agree
for a business-support Applicable
application

Q37 | Copyright risk

Q38 | Privacy risk

Q39 | Bias risk

Q40 | Toxicity risk

Q41 | Misinformation risk
Lack of well-defined, 1= 2= 3= 4= 5=
regulated risk positively | Strongly | Disagree | Neutral or | Agree | Strongly
affects the adoption of Disagree Not Agree
generative Al solutions Applicable
for business-support
applications

Q42 | Accountability risk

Q43 | Fairness risk

Q44 | Transparency risk

Q45 | Explainability risk

Q46 | Resilience risk

Q47 | Privacy risk

Q48 | Safety risk

Q49 | Security risk

Q50 | Sustainability risk

Q51 | Copyright risk

Q52 | Bias risk

Q53 | Toxicity risk
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‘ Q54 ‘ Misinformation risk

Section E: Creativity application risk coverage and impact of regulations

The risk below is not 1= 2= 3= 4= 5=
fully covered for the Strongly | Disagree | Neutral or | Agree | Strongly
generative Al solution Disagree Not Agree
for the creativity Applicable
application

Q55 | Copyright risk

Q56 | Privacy risk

Q57 | Bias risk

Q58 | Toxicity risk

Q59 | Misinformation risk
Lack of well-defined, 1= 2= 3= = 5=
regulated risk positively | Strongly | Disagree | Neutral or | Agree | Strongly
affects the adoption of Disagree Not Agree
generative Al solutions Applicable
for creativity
applications

Q60 | Accountability risk

Q61 | Fairness risk

Q62 | Transparency risk

Q63 | Explainability risk

Q64 | Resilience risk

Q65 | Privacy risk

Q66 | Safety risk

Q67 | Security risk

Q68 | Sustainability risk

Q69 | Copyright risk

Q70 | Bias risk

Q71 | Toxicity risk

Q72 | Misinformation risk
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